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Change Log

Date Change Description

2022-04-11 Initial release of FortiAnalyzer 7.2.0.
2022-04-20 Added SAML SSO wildcard admin user to match all users on IdP server on page 11.
2022-04-25 Added:

¢ Report cache control on page 70
¢ Rename Outbreak Alerts Service to Outbreak Detection Service on page 55
¢ FortiAnalyzer Fabric usability improvements on page 105

2022-05-06 Added:
e Add ZTNA dashboard to FortiView on page 46
* Include I0C detected on FortiGate local traffic in FortiAnalyzer IOC view on page 27

2022-06-06 Added:
¢ |oT visibility on page 49
¢ Upgrade report editor on page 71

2022-08-09 Initial release of FortiAnalyzer 7.2.1.

2022-08-30 Added:
¢ FortiNDR logging and reporting enhancements 7.2.1 on page 64
¢ Improve data visualization for the web usage report on page 74
¢ VPN report update 7.2.1 on page 78

2022-08-31 Added:
 Traffic shaping charts 7.2.1 on page 50

e Security events consolidated page 7.2.1 on page 66

2022-09-06 Added:
¢ Application risk and control report update 7.2.1 on page 82

¢ Bandwidth and applications report update 7.2.1 on page 84

e Security events and incidents summary report update 7.2.1 on page 85
¢ High bandwidth application usage report update 7.2.1 on page 87

e Cyber-bullying indicators report update 7.2.1 on page 89

2022-09-20 Added:
e FortiAnalyzer management from FortiGate Cloud 7.2.1 on page 111
* VM flexible shapes support for Oracle Cloud Infrastructure 7.2.1 on page 113

2022-11-08 Added CASB Apps Access widget 7.2.1 on page 53.
2023-02-02 Initial release of FortiAnalyzer 7.2.2.
2023-03-21 Added Mandatory FortiCare/FortiCloud registration 7.2.1 on page 109.
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Overview

This guide provides details of new features introduced in FortiAnalyzer 7.2. For each feature, the guide provides detailed
information on configuration, requirements, and limitations, as applicable.

The FortiAnalyzer new features are organized into the following categories:

o Device Manager on page 7

» Central Management on page 11

o Security Fabric on page 14

o Security Operations (SOC) on page 16
o Log and Report on page 58

o System on page 98

» Cloud Services on page 111

For a list of all features organized by the version number that they were introduced, see Index on page 117.

FortiAnalyzer 7.2.0 New Features Guide
Fortinet Inc.



Device Manager

Device Manager

This section lists the new features added to FortiAnalyzer for the device manager:

» Device and Groups on page 7

Device and Groups

This section lists the new features added to FortiAnalyzer for devices and groups:

o Device Group on page 7
o Support for six major versions of FortiOS 7.2.1 on page 10

Device Group

The FortiAnalyzer admin can create a device group and add devices to the group to simplify logging device
management. The device group is automatically listed as a filter in Log View, FortiView and Reports device dropdown
box for selection.

To create a device group:

1. Go to Device Manager.
2. From the Device Group dropdown, click Create New Group.

@ Add Device 8 Device Groupw

@ Device & Groups v [# Edit B Deleti = Create New Group  Ettings v (» Q
1t | search Q O  aDevice Nan & Edit Group 55 Platform Logs. Average Log Rate(Logs/Sec) Device Storage Description
O @Branch Of W Delet p FortiGate-VM64 & @ Real Time N/A (0.03%)
[m} @ Branch_Office_02 10201 FortiGate-VMé4 & ® Real Time N/A (0.03%)
[m} @ Enterprise_First_Floor 10.100.88.101 FortiGate-VMé4 & ® Real Time N/A (0.04%)
[m] @ Enterprise_Second_Floor 10.100.88.102 FortiGate-VM64 & ® Real Time N/A (0.04%)
[m} @ FCTEMS8821002137 0.0.00 FortiClient-EMS ® Real Time o (0.01%)
[m] & root vdom ® Real Time N/A {0.01%)
[m} & default vdom ® Real Time o (0.01%)
[m] @ FEVMO010000224600 10.100.88.4 FortiMail-vM ® Real Time N/A (0%)
[m] @ FGVMO010000166969 10.100.55.25 FortiGate-VM64 @ Real Time o (0.06%)
[m] @ FSAVMOTM22000359 10.100.88.13 FortiSandbox-VM & ® Real Time ] {0.01%)
[m] @ SYSLOG-0A645E64 10.100.94.100 Syslog-Device ® Real Time N/A (03%)

The Create New Device Group dialog opens.
3. Inthe Group Name field, type a name to identify the group of devices.
Description is optional.
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Device Manager

4. Click Add Member to view a list of devices.

Create New Device Group

Group Name

Description

+ Add Member 13 Remove Member  ¥& Column Settings ~ Search,

(m] Device Name Type Platform Firmware Version
No record found.

5. Select the check box for each device to add to the group, and click Add.

Create New Device Group

Please select devices toadd & Column Settings v Search. Q

Device Name Type Platform P Firmware Version
@ Branch_Office_01 Device FortiGate-VM64 10101 FortiGate 7.0.2,build0234 (G/
@ Branch_Office_02 Device FortiGate-VM64 10201 FortiGate 7.0.2build0234 (G/
@ Enterprise_First_Floor Device FortiGate-VM64 10.100.88.101 FortiGate 7.0.2,build0234 (G/
@ Enterprise_Second_Floor  Device FortiGate-VM64 10.100.88.102 FortiGate 7.0.2build0234 (G/
@ FCTEMS8821002137 Device FortiClient-EMS. 0.0.00 FortiClient 0.0

S root [NAT] Device vdom

o default [NAT] Device vdom
@ FEVMO010000224600 Device FortiMail-VM 10.100.88.4 FortiMail 6.0
@ FGVMO10000166969 Device FortiGate-VMé4 10.100.55.25 FortiGate 5.2
@ FSAVMOTM22000359 Device FortiSandbox-VM 10.100.88.13 Fortisandbox 3.0

000000 -x <« s &0

Add

Click OK.
The device group is now available. You can right-click the device group to edit or delete it.

Ay
‘9' You cannot edit or delete the default device groups, such as the All Logging Devices
- device group.

@ Add Device ~ 33 Device Groupw

T Device & Groups v [ Edit F Delete  § Morev & Column Settings v (» Q
1t | search.. Q O  ADevice Name IP Address Platform Logs Average Log Rate(Logs/Sec) Device Storage Description
O  ®Branch_Office 01 10101 FortiGate-VMé4 & @ Real Time N/A (0.03%)
All Logging Devices O  @Branch_Office_02 10.2.01 FortiGate-VM64 & @ Real Time N/A (0.03%)
O  @Enterprise_First_Floor 10.100.88.101 FortiGate-VMé4 & ®Real Time N/A (0.04%)
O  DEnterprise_Second_Floor 10.100.88.102 FortiGate-VMé4 & ® Real Time N/A (0.04%)

This device group can now be used in Log View, FortiView, event handlers, and Reports. See examples below with
DeviceGroupl as the device group.

Filtering Log View > FortiGate > Traffic by the device group:
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Device Manager

3% Fabric ~ DeviceGroupl ~ ® Last 7 Days~ Feb 23 To Mar 02

% All
Q
M FortiGate 5
# O Al Devices Device ID Action Source User
1 0@ AllFortiGate FGVYM02TM21010567 v -BRANCH-02-SHI
@ Security v 2 O @ Enterprise_Second _Floor FGVMO2TM21010567 v -BRANCH-02-SHI
At O @ Enterprise_First_Floor FOVMO2TM21010567 y BRANCH. 02211
@ Branch_Office_02
4 o e FGYMO2TM21010567 v “BRANCH-02-SHI
Intrusion Prevention 0O @ Branch_Office 01
E FGYMO2TM21010567 v ~BRANCH-02-SHI
o © Device Groups
Aplication Control 4 - FGYMO02TM21011857 v BY-BRANCH-01-CUS
& DeviceGroupl
DNS 7 FGYMO2TM21011857 v AY-BRANCH-01-CUS
FGYMO2TM21011857 v AY-BRANCH-01-CUS
E Event >
q FGYMO2TM21011857 v AY-BRANCH-01-CUS
=] iCli
© FortiClient > 1® © E3 - FGVM02TM21011857 v AY-BRANCH-01-CUS
Fortisandbox > 1T 17:19:46 FGYMO2TM21011857 v AY-BRANCH-01-CUS
FortiAnalyzer > 12 17:19:46 FGYMO2TM21011857 v AY-BRANCH-01-CUS
. 13 17:19:46 FGYMO2TM21011857 v AY-BRANCH-01-CUS
o Custom View (2> 14 17:19:46 FGVM02TM21011857 v AY-BRANCH-01-CUS
Log Browse 15 17:19:46 FGYMO2TM21011857 v AY-BRANCH-01-CUS
Log Group 16 17:19:464 FGYMO2TM21011857 v AY-RRANCH-01-CUS
Total logs for analytics: 14 days 18 hours. 50 v litems per page - 2 3 4|5 , | a15985econds

Filtering FortiView > Threats > Top Threats by the device group:

FortiView Monitors o ok:hnini v

® Threats ~ B DeviceGroupl ~ @ Last 1 Week ~ Feb 23 2022 - Mar 02 2022 Dark Mode @ &
ope 100 - D W
Threat Map
0o Al FortiGate
Compromised Hosts O @ FGYMO10000166969
FortiSandbox Detection O @ Enterprise_Second_Floor -0 Critical High Medium Low

[J @ Enterprise_First_Floor
O @ Branch_Office 02
2 Traffic > O @ Branch_Office_01

Top Threats{FortiClient)

& Shadow IT >

Applications & Websites >

& VPN >

© Device Groups

B & DeviceG 1 CVEID Threat Score ¥ Threat Level Incidents
/] eviceGroup:

L3 System >
18.200 Critical 364
16,100 Gritical 322

Cancel
o m 600 Critical 12

‘W32/Crypren AFFL!tr.rans Malware

550 Critical

tep_port_scan IPS 550 Critical

‘W32/Al.Pallas.Sus us Malware 500 Critical

MS.SMB.Server.SMB1.MID IPS CVE-2017-0143 1350 High

Failed Connection Attempt: Failed Connection Attempts 29.285 IE— Low

&3 Dashboards v Create New Handler
9, Playbooks Select Device
Status «Q
& Incident
netsents Name EvenHandierl o] Q
B Events Description O & Name
Outbreak Alert: O ~ @Al Devices
ubreakc Alerts Devices QAll Devices @Specify QlLocal Device
€ Automation ~ & DeviceGroupl
u} @Eranch_Office 01
* Connectors Subnets @Al Subnets O Specify FortiGate-VMé4
2 Playbook Pre-filters Add Pre-Filter (m] @Eranch_Office 02
& Playbook Monitor FortiGate-VMé4
G Event Monitor v Filters + -] @DeviceGroupl
Device Group
 All Events
u} @Enterprise_First_Floor
1 By Endpoint » Fiter1 @ v FortiGate-VMé4
® ByThreat > Log Device Type p— B 0 @FAZVMSTM21001245
i System E
ystem Events > Log Type Traffic Log (traffic) M N
2 CustomView [4) > ] @ Enterprise_Second_Floor
© Log Subtype Antivirus (virus) - FortiGate-VMéd
Handlers ~
sneers Group By Destination Endpoint (dstendpoint) - + (m] ~ @FCTEMS8821002137

£= Event Handler List FortiClient-FMS
Logs match OAll

®Any of the following conditions
FortiGate Event Handlers Sclected: 1/15 Close

T g a Bl

Using the device group in Reports:
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Device Manager

B Generated Reports Edit: 360-Degree Security Review

& Report Definitions ~ Generated Reports  Settings  Editor

B All Reports

& Templates

Path All Reports

Name 360-Degree Security Review
[nl Chart Library @ o ;
Time Period Previous 7 Days ~
% Macro Library
- @ 02/23/2022 00:00:00 - 03/01/2022 23:59:59 (for example)
£z Datascts @
Devices All Devices @ Specify
£ Advanced ~ &DeviceGroupl W

™ Language T
™ Languzg [ Select Device |

[® Output Profile

Subnets -
Report Calendar Type -
(@ @ ANl Devices
[J@Branch_Office_01
[0 Enable Schedule [J@Branch_Office_02
[0 Enable Notification [ ®Enterprise_First_Floor
O Ensble Auto-cache @ [)@Enterprise_Second_Floor
0@ @FCTEMSB821002137
[J SFCTEMS8821002137[default]
Filters > [ ©FCTEMS8821002137]r00t]
[J@FEVMO010000225111
JWFGVMO10000166969
Advanced Settings > O@FortiSandbox
[ @5YSLOG-0A643717
8 ®DeviceGroupl
&) E3 o

Apply Return

Support for six major versions of FortiOS -7.2.1

FortiAnalyzer 7.2.1 and later supports six major versions of FortiOS to let you access to all the features and
enhancements of the latest FortiAnalyzer firmware without upgrading your FortiGates to later versions of FortiOS. For
example, FortiAnalyzer 7.2.1 supports the following major versions of FortiOS:

« 7.2

« 7.0

« 64

e 6.2

« 6.0

« 56

For information about supported models for each major FortiOS version, see the FortiAnalyzer 7.2.1 Release Notes.
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Central Management

Central Management

This section lists the new features added to FortiAnalyzer for central management:

e Others on page 11

Others

This section lists the new features added to FortiAnalyzer for other topics relating to central management:

e SAML SSO wildcard admin user to match all users on IdP server on page 11

SAML SSO wildcard admin user to match all users on IdP server

In FortiAnalyzer 7.2.0, you can create a SAML SSO wildcard admin user to match all users on the IdP server.
In the following examples, the IdP is configured with the following local users and profiles:

« test1is configured with profile1 which specifies access to adom1.
« test2is configured with profile2 which specifies access to adom2.
« test3is configured with profile3 which specifies access to all ADOMs.

As long as the SP has the same user profile and ADOM names as the IdP, when logging in as an SSO user on the SP,
the user is assigned the same profile and ADOMs.

This example assumes that you have already configured SAML SSO in your environment.

To configure a SAML wildcard user with SAML attributes:

1. Onthe SAML Identity Provider (I1dP), click Create New under SP Settings to configure the service provider.

2. Attributes for the service provider can be added by clicking Create New under SAML Attributes.
In this example, the following SAML attributes are used:

« Name: username, Type: Username
« Name: adom, Type: ADOM
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Central Management

« Name: profile, Type: Profile Name

Quick Access ~+  ADOM: root Security Fabric Demo /> [l 1

&3 Dashboard Single Sign-On Settings Edit Service Provider

B FortiAnalyzer Fabric
Server Address @

2 Logging Tepology

Allow admins to login with FortiC Name 119

& AllADOMs Single Sign-On Mode 1P Prefix BeqfuOgxzogq

G Storage Info IdP Certificate 1dP Address £ ons =

= Network Login Page Template 1dP Entity ID - st Tt i =
& HA SP Settings P - e

& Admin ¥ IdP Single Sign-On URL -y s~ PO o %
IdP Single Logout URL - e i - -
Administrators (m] AN: i )

Profile ol 119 View IdP Metadata View |dP Metadata

Remote Authentication Server o 15 i sPType Custom
Admin Settings SP Address 102116119

—

@B Certificates >

4 Create New [# Edit @ Delete % Column Settings v Search... Q
& Log Forwarding
O  Name Type
Fetcher Management
O  username Username
B Event Log O  adom ADOM
(@ Task Monitor O  profile Profile Name

E: Advanced >

G

On the SAML Service Provider (SP), create one SAML SSO user and enable the Match all users on remote server
option.

QuickAccess v ADOM:root 3% Securty FbricDemo 5 01 () acmin

& Dashboard Edit Administrator
8 FortiAnalyzer Fabric
# Logeing Topology o Ag admin User Name
& AllADOMs atar
© Storage o v @ - S 4 AddPhoto | = Remove Photo
2 Network Description
& HA
2 Admin v
Profile E Match all users on remote server
Remote Authentication Server Admin Profile Standard_User v
Admin Settings Administrative Domain All ADOMs except specified ones  Specify
SAML 550 JSON API Access None v
B Certificates > Theme Mode Use Own Theme
2 Log Forwarding Meta Fields >
Fetcher Management Advanced Options >
B Event Log

[ Task Monitor
[ o I

Es Advanced >

Login to the SP as a local user created on the IdP.
For example, the local users "test1", "test2", and "test3" have been created on the IdP.

QuickAccess v+ ADOM: root 3k Security Fabric Demo /% 0l 1

¢ Dashboard +Create New [Edit ZClone WiDelete MMove [ Table View v & Column Settings ~ Search... Q
8 FortiAnalyzer Fabric 0 Name Type Profile JSON APl Access ADOMs
= Logging Topology o Ag admin LOCAL Super_User Read & Write All ADOMs
£ All ADOMs
© storage Info [m] T test LOCAL profilel None adoml
£ Network
o T test2 LOCAL profile2 None adom2
& HA
2 Admin ~ o T tests LOCAL profile3 None All ADOMs
Administrators
Profile

When logging on to the SP as user "test3", the account has the same ADOM access settings as are configured for
local user "test3" on the IdP.

FortiAnalyzer 7.2.0 New Features Guide

Fortinet Inc.

12



Central Management

Select an ADOM

+ Create New
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Security Fabric

Security Fabric

This section lists the new features added to FortiAnalyzer for Security Fabric:

e Others on page 14

Others

This section lists the new features added to FortiAnalyzer for other topics relating to Security Fabric:

o OAuth 2.0 authentication for webhook connectors on page 14

OAuth 2.0 authentication for webhook connectors
OAuth 2.0 is now available for webhook connectors to provide simple, consistent, and secure authentication.

To configure OAuth 2.0 for a webhook connector:

1. Goto Fabric View > Fabric > Connectors, and click Create New.

2. Under the ITSM category, click Generic Connector.
You can also configure OAuth 2.0 authentication for an existing webhook connector by selecting the connector and
clicking Edit.

3. Configure the following properties:

Name Type a name for the connector.

Description (Optional) Type a description for the connector.

Protocol Select the protocol FortiAnalyzer uses to communicate with the external
platform.

Port Type the port FortiAnalyzer uses to communicate with the external platform.

Method

Title Type a title for the connector.

URL Type the URL of the external platform.

Enable HTTP Authentication Set HTTP authentication to ON.

Auth Type Select OAuth2.

Authorization Type the URL of the token service. The token service must be publicly
Server available.

Auth Client ID Type the client ID from the token service.

Auth Client Secret  Type the client secret from the token service.

FortiAnalyzer 7.2.0 New Features Guide
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Status Set status to ON to enable the fabric connector.

4. Click OK.
Backend OAuth 2.0 libraries in FortiAnalyzer connect to the token service and authenticate with the provided client
ID and client secret. When authentication is successful, FortiAnalyzer receives a token with a TTL and scope
attached to it. FortiAnalyzer will use this token for all webhook connections to the token service until TTL expires.

Create New Fabric Connector

Name: Connector

Description

Protocol HTTPS

Port 80

Method PUT

Title Connector

URL 10.2.125.230:9096/webhook

Enable HTTP Authentication «Q

Auth Type Basic

Authorization Server http://10.2.125.230:9096/o0ath/token
Auth Client ID

Auth Client Secret

Status
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Security Operations (SOC)

This section lists the new features added to FortiAnalyzer for security operations (SOC):

e SOC automation on page 16

 Incident and Event Management on page 18
o Dashboards on page 39

e Others on page 55

SOC automation

This section lists the new features added to FortiAnalyzer for SOC automation:

e Use ServiceNow connector in playbooks on page 16

Use ServiceNow connector in playbooks

ServiceNow Connector is supported by playbooks for more automation with ServiceNow integration. Playbooks can
automatically create, update or delete Incident records in ServiceNow via the connector.

The incident trigger includes update/create/delete notices when connected to ServiceNow connector. For update
notices, ServiceNow will refetch that incident to update the corresponding fields mapped to ServiceNow.

Al
‘Q' The ServiceNow instance must be running for the playbook to post incident change notices to
- the ServiceNow table. They will not post if the ServiceNow instance is hibernating.

To create the ServiceNow fabric connector:

1. Goto Fabric View > Fabric > Connectors, and click Create New.
2. Inthe ITSM category, click ServiceNow Connector.

FortiAnalyzer 7.2.0 New Features Guide 16
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Security Operations (SOC)

3. Configure the connector, and click OK.

ServiceNow Connector

Create New Fabric Connector @ TSM

Name ServiceNow Connector

Description

Method

Title ServiceNow Test
URL
Enable HTTP Authentication

»
Status «©

To create a playbook using the ServiceNow fabric connector:

1. Goto FortiSoC > Automation > Playbook, and click Create New.
2. From the list of playbook templates, select New playbook created from scratch.
You can also edit an existing playbook according to your needs.
3. Click within the playbook's title fields to change its name and description.
4. Select a trigger for the playbook.
5. Configure the trigger's filter conditions, and click OK.
6. Drag a highlighted connector from the trigger to add a new step in the playbook.
7. From the list of connectors for the step, select ServiceNow.
8. Configure the step in the playbook, and click OK.
Name Type a name for the step.
Description (Optional) Type a description for the step.
Connector Select the ServiceNow connector that you configured.
Action Select Post Incident Change Notice.
Incident ID Select Playbook Starter, incident_id.
Q'jr:hybdkv ServiceNow Playbook
& Incidents Post Incident Change Notice
B Events
# Outbreak Alerts SERVICENOW_POST_INCIDENT_CHANGE_NOTICE
€ Automation Name ServiceNow Post Incident Change Notice
“A Connectors Description
INCIDENT_TRIGGER
=]
STARTER
O Playbook Monitor Connector [ serviceNow Connector v
2 Event Monitor ~ Action | Post Incident Change Notice v
& All Events
1 5y Endpoinc > Incident ID @ | Playbook Starter « | incident_id v|T
® ByThreat >
I System Euents 5 s, e :
2 Custom View (4) > :f:f»_ige_ﬂ_a_ﬁf? _____________ i
= Handlers >
% Threat Hunting Cancel
Incidents “
e =

9. Click Save Playbook.
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Incident and Event Management

This section lists the new features added to FortiAnalyzer for incident and event management:

« Network reconnaissance events detection on page 18

» Shadow IT events detection on page 22

o New event handlers for NOC monitoring on page 25

« Include I0C detected on FortiGate local traffic in FortiAnalyzer IOC view on page 27
« Rule based event correlation 7.2.2 on page 28

» Data exfiltration detection 7.2.2 on page 37

Network reconnaissance events detection

A new factory default event handler is available to detect network reconnaissance activites from attackers. This event
handler has 11 filters and is enabled by default.

To view the network reconnaissance events handler:

1. Goto FortiSoC > Handlers > Event Handler List.
The Default-Recon-Activity-By-Endpoint event handler is enabled by default.

@ Dashboards v + CreateNew [ Edit fi Delete % Clone Q

& Playbooks OV Status Name @ Enable Filters. Devices Send Alert to Events  Included Subnets Excluded Subnets
@ Incidents Default-Recon-Activity-By-Endpoint [IRZREE > 11 Filters Al Devices 12
B Events o @  Local Device Event > Collapse All > 1Filter Local Device 24

# Outbreak Alerts

O ©  Default-Botnet-Communication-Detec v Expand Al > 9 Filters Al Devices
<€ Automation v
O ©  Default-Compromised Host-Detectior N > 3Filters Al Devices
w Connectors @ Show Predefined
O ©  Default-Malicious-Code-Detection-By O Show Custom > 8Filters Al Devices
o Playbook
2 Playbook Monitor O ©  Default-Risky-Destination-Detection g7, > 15 Filters All Devices 9
@ Event Monitor v O  ©  Default-Risky-App-Detection-By-Thre B Export > 2Filters Al Devices
& AllEvents O @  Default-Malicious-File-Detection-By-T > 8Filters Al Devices
C Factory Reset
18 By Endpoint > O  ©  Default-Risky-App-Detection-By-Endpoint > 4Filters Al Devices
® ByThreat > O @  Default-Malicious-File-Detection-By-Endpoint > 24 Filters All Devices
1 System Events >
O ©  Default-Malicious-Code-Detection-By-Endpoint > 8Filters Al Devices
£8 Handlers v
O @  Default-Risky-Destination-Detection-By-Endpoint > 14 Filters Al Devices 4
= Event Handler List
12 FortiGate Event Handlers O ©  Default-Compromised Host-Detection-I0C-By-Endpoint > 3Filters Al Devices
% Threat Hunting O ©  Default-Botnet-Communication-Detection-By-Endpoint > 9 Filters Al Devices
B Incidents O @  Default FFW System Events > 8Filters Al Devices
O @  Default-FFW-Compromised Host-Detection-IOC-By-Threat > 3Filters Al Devices
O @  Default-FFW-Risky-Destination-Detection-By-Threat > 10 Filters Al Devices
O @  Default-FFW-Risky-Destination-Detection-By-Endpoint > 10 Filters Al Devices
O @  Default-FFW-Compromised Host-Detection-IOC-By-Endpoint > 2Filters Al Devices
O @  Default-FFW-Botnet-Communication-Detection-By-Endpoint > 1Filter Al Devices
B 0 @  Defoult-FWB Threat-Detection-By-Hostname > 4Filters Al Devices -
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2. Double-click Default-Recon-Activity-By-Endpoint to view the 11 predefined filters.

Filters (11)

Fiter 1 @)
Log Device Type
Log Type

Log Subtype

Group By

Logs match
Log Field

Service (service)

Generic Text Filter @

Generate Alert When

Event Type Override
Event Message @

Event Status

Event Severity
Tags

Indicators

Additional Info
OUse system defaut

Use custom mess:

y-By-Endpoi

FortiGate
Traffic Log (traffic)

Ay

Source Endpeint (endpoint)

Destination Port (dstport)

Al O Any of the following conditions
Match Criteria Value
- Equal To v SSH
action=client-rst or action=timeout or action
Atleast 100 Distinet + = Destination IP (dstip)

overa period of 1440 minutes

1P scanning on Port: $groupby2 detected
Unhandled
Ollow FortiAnalyzer to choose
Medium
Risky Recon SSH

Log Field Indicator Type
N Indicator

Recon activity from: S{srcip}$(srcport] to ${dstip):${dstport]

Fiter 3 @)
Log Device Type
Log Type

Log Subtype

Group By

Logs match
Log Field

Service (service)

Generic Text Filter @

Generate Alert When

Event Type Override
Event Message @
Event Status

Event Severity
Tags

Indicators

Additional Info
QUse system default

Use custom message @

Recon activity from: ${srcipl:${srcport] to ${dstir

FortiGate
Traffic Log (traffic)

Aoy

Source Endpoint (endpoint)

Destination Port (dstport)

Al O Any of the following conditions
Match Criteria Value

v EqualTo v ROP

faction=client-rst or action=timeout or action:

Atleast 15 Distinct + | Destination IP (dstip)

overaperiodof 1440 minutes

IP scanning on Port: $groupby2 detected
Unhandled

OAllow FortiAnalyzer to choose
Medium
Risky Recon RDP

Log Field Indicator Type
No Indicator

dstport]

FortiAnalyzer 7.2.0 New Features Guide
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) and srcintfrole!

]

n and dstintfrolel=wan

. matches occurred

+@

+ matches occurred

+@

Edit Handler: Default-Recon-Activity-By-Endpoint

Fiter2 @) 187
Log Device Type FortiGate =
Log Type Traffic Log (traffic) -
Log Subtype Any :
Group By Source Endpoint (endpoint) e
Destination Port (dstport) v+ W
Logs match Al QAny of the following conditions
Log Field Match Criteria Value
Service (service) « EqudlTo . FTP +

Generic Text Filter @ (action=client-rst or action=timeout or action=deny) and srcintfrolet-wan and dstintfrolel=wan
4
Generate Alert When Atleast 10 Distinet + | Destination IP (dstip) - | matches occurred
overaperiodof 1440 minutes
Event Type Override
Event Message @ IP scanning on Port: $groupby2 detected
Event Status Unhandled v
Ollow FortiAnalyzer to choose
Event Severity Medium b
Tags Risky Recon FTP
Indicators Log Field Indicator Type Count
No Indicator +
Additional Info
QUse system default
Use custom message @
Recon activity from: ${srcip:$(srcport] to ${dstip):$(dstport)
s
Filter4 @) L1
Log Device Type FortiGate b
Log Type Traffic Log (traffic) v
Log Subtype Ay -
Group By Source Endpoint (endpoint) 5y
Destination Port (dstport) o+ oE
Logs match Al OAny of the following conditions
Log Field Match Criteria Value
Service [service) +  EqulTo .+ HTTPS + &
Generic Text Filter @ (action=client-rst or action=timeout or action=deny) and srcintfrole!=wan and dstintfrolel=wan
Y
Generate Alert When Atleast 30 Distinct « | Destination IP (dstip) + matches occurred
overaperiodof 1440  minutes
Event Type Override
Event Message @ 1P scaniing on Port: Sgroupby2 detected
Event Status Unhandled B
DAllow FortiAnalyzer to choose
Event Severity Medium .
Tags Risky Recon HTTPS
Indicators Log Field Indicator Type Count
No Indicator + &
Additional Info

OUse system default

Recon activity from: ${srcip}$fsrcport] to ${dstinl:${dstport]
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s y-By-Endpoi g y-By-Endpoi
Fiters @) [ERY
Filter 5 @) LY
Log Device Type FortiGate b
Log Device Type FortiGate b
o LogType Traffic Log (traffic) ~
Log Type Traffic Log (traffc .
s traffc) Log Subtype Any .
Log Subtype An =
il Group By Source Endpoint [endpoint) L
Group By Source Endpoint (endpoint) g+
Destination Port (dstport) P
Destination Port (dstport) o+ oE -
Logs match @Al OAny of the following conditions
Logs match @Al O Any of the following conditions
Log Field Match Criteria Value
Log Field Match Criteria Value
Senvice (service) + EqualTo v LDAP + @
Service (service) . EqulT . DNs + &
Generic Text Filter @ (action=client-rst or action=timeout or action=deny) and srcintfrale!=wan and dstintfrolel=vian
Generic Text Filter @ (action=client-rst or action=timeout or action=deny) and srcintfrolet=wan and dstintfrolel=wan
4 B
Generate Alert When Atleast 35 Distinct | Destination IP (dstip) + matches occurred
Generate Alert When Atleast 300 Distinct «  Destination IP (dstip) + matches occurred overaperiodof 1440  minutes
over 3 period of minutes
o " Event Type Override
Event Type Overrid
ent Type Ouerride Event Message @ iP scanning on Port: $groupby2 detected
Event Message rt 2 detected
ver age @ IPscanning on Port: $groupby2 detecte Event Status Untandied .
Event Status Unhandled - OlAllow FortiAnalyzer to choese
DAllow FortiAnalyzer to choose Event Severity Mediom B
Event Severit -
Y Medium Tags Risky Recon LDAP
Tags Risky Recon DNS
* =) (== Indicators Log Field Indicator Type Count.
Indicators Log Field Indicator Type Count Wolrieicr + &
No Indicator + i
Additional Info
Additional Info OUse system default
Ousesystem defauit ©Use custom message @
©uUse custom message @ Recon activity from: $fsrcip):$[srcport] to ${dstip}:${dstport]
Recon activity from: ${srcip}S{srcport] to ${dstin]:$idstport] P
Edit Handler: Default-Recon-Activity-By-Endpoint Edit Handler: Default-Recon-Activity-By-Endpoint
Fiter7 @) B~ Fiters @O .
Log Device Type FortiGate - Log Device Type FortiGate v
Log Type Traffic Log (traffic) - Log Type Traffic Log (traffic) .
Log Subtype Any v Log Subtype Any -
Group By Source Endpoint (endpoint) + + Group By Source Endpoint (endpoint) =+
Logs match @Al QAny of the following conditions Destination Port (dstoort) >+ B
Log Field Match Criterta Value Logs match @Al OAnyof the following conditions
Log Field Match Criteria Value
Click toadd i 8
Service (service) . EqulTo . smB + &
Generic Text Filter @ (action=client-rst or action=timeout or action=deny) and srcintfrolet=wan and dstintfrole!=wan and
service~icmp. 4 Generic Text Filter @ (action=client-rst or action=timeout or action=deny) and srcintfrole!=wan and dstintfrole!
Generate Alert When Atleast 200 Distinct + | Destination IP (dstip) v | matches occurred
overaperiodof 1440 minutes Generate Alert When Atleast 50 Distinct » | Destination IP (dstip) + matches occurred
Event Type Override overaperiod of 1440  minutes
Event Message @ IP scanning on source endpoint: Sgroupby1 detected Event Type Override:
Event Status Unhandled B Event Message @ IP scanning on Port: $groupby? detected
D Allow FortiAnalyzer to chaase Event Status Unhandied .
Event Severity Medium . OAllow FertiAnalyzer to choose
Tags Risky Recon ICMP Event Severity Medium .
Indicators Log Field Indicator Type Count Tags Risky Recon SMB
(KT + @ Indicators Log Field Indicator Type Count
Additional Info polndoy +&
Ouse system default Additional Info
®Use custom message @ QUse system default

Recon activity from: ${sreip} @Use custom message @

Recon activity from: $fsrcip}$fsrcport] to ${dstip]: S{dstport}
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: Default ctivity-By-Endpoi
Fiter9 @)
Log Device Type FortiGate
Log Type Traffic Log (traffic)
Log Subtype Any
Group By Source Endpaint (endpoint)
De: jon Port (dstport)
Logs match Al O Any of the following conditions
Log Field Match Criteria
Service (service) * T

Generic Tex Filter @

v SNMP

(action=client-rst or action=timeout or action=deny) and srcintfrole!

Generate Alert When Atleast 150 Distinct +  Destination IP (dstip)

overaperiodof 1440  minutes
Event Type Override
Event Message @ 1P scanning on Port: $groupby? detected
Event Status Unhandied

DOAllow FortiAnalyzer to choose

Event Severity Medium
Tags Risky Recon SNMP
Indicators Log Field Indicator Type
No Indicator
Additional Info
OUse system default
Use custom message @
Recon activity from: ${srcip}:$(srcport] to ${dstip):${dstport}
Fiter 11 @
Log Device Type FortiGate
Log Type Traffic Log (traffic)
Log Subtype Any
Group By Source Endpoint (endpoint)
Destination Port (dstport)
Logs match Al Oy of the following conditions
Log Field Match Criteria Value

Generic Text Filter @

and dstintfrolel=wan

Generate Alert When Atleast 10 Distinet + | Destination IP {dstip)

overapericd of 1440 minutes
Event Type Override

Event Message @ 1P scanning on Port: $groupby2 detected

+ 0

an and dstintfrole!=wan

+ matches occurred

Count
+&

(service~rpc or app-rpc) and faction=client-rst or action=

Event Status Unhandled
OAllow FortiAnalyzer to choose
Event Severity Medium
Tags Risky Recon RPC
Indicators Log Field Indicator Type
No Indicator
Additional Info

Ouse system default
Use custom message @

Recon activity from: $fsrcip):${srcport] to ${dstip):3{dstport}

FortiAnalyzer 7.2.0 New Features G
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uide

or action=deny) and srcintfrole

. matches occurred

Count
+ @

Fiter 10 @)
Log Device Type
Log Type

Log Subtype

Group By

Logs match
Log Field

Service (service)

Generic Text Filter @

Generate Alert When

Event Type Override
Event Message @
Event Status

Event Severity
Tags

Indicatars

Additional Info
OUse system default

Use custom message @

o
oo

FortiGate .

Traffic Log (traffic) v

Any .

Source Endpoint (endpoint) -+

Destination Port (dstport) N

Al OAny of the following conditions

Match Criteria Value
© EqulTo v smTP + @

(action=client-rst or action=timeout or action=deny) and srcintfrole!=wan and dstintfrole!=wan

Atleast 21 Distinct |+ | Destination IP (dstin) | matches cccurred

overaperiod of 1440  minutes

1P scanning on Port: $groupby2 detected
Unhandled -
OAllow FortiAnalyzer to choose

Medium -
Risky Recon SMTP

Log Field Indicator Type Count
No Indicator + 8

Recon activity from: $fsrcip):$fsrcport} to ${dstip):${dstport)
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To view events generated by the recon activity handler:

1. Goto FortiSoC > Event Monitor > All Events.
2. Filterby Handler = Default-Recon-Activity-By-Endpoint.

@ Dashboards QAll~  # Collapse All ‘Show Acknowledged CRefresh~ & B~ &
% Playbooks Handler = "Default-Recon-Activity-By-Endpoint’ Add Filter o ‘
&l Incidents O # Event Additional Info Event Type Count  Severity Handler Tags
£ Events 01 ~1721825.168(1)

 Outbreak Alerts s} P scanning on Port: 111 detected Recon activity from: 172.18.25.168:46982 to 192.168.1.177,.:111 £ Traffic 14 Medium  Default-Recon-Activity-By-En.

€ Automation 0 2 +1921685020(9)

“ Connectors [u} IP scanning on Port: 21 detected Recon activity from: 192.168.50.20:49234,.. to 8.88.10,.:21 £ Traffic 17 Medium  Default-Recon-Activity-By-En..
% Playbook s} IP scanning on Port: 25 detected Recon activity from: 192.168.50.20:47404,.. to 8.88.21,.:25 £ Traffic 49 Medium  Default-Recon-Activity-By-En.
3 Playbook Monitor o P scanning on Port: 161 detected Recon activity from: 192.168.50.20:52576... to 8.88.152..:161 £ Traffic 21 Medium  Default-Recon-Activity-By-En..

G Event Monitor ~ o IP scanning on Port: 53 detected Recon activity from: 192.168.50.20:56298... to 4.2.2.107..:53 £ Traffic 302 Medium  Default-Recon-Activity-By-En..

o P scanning on Port: 445 detected Recon activity from: 192.168.50.20:57402... to 8.8.8.55,..:445 £ Traffic 234 Medium  Default-Recon-Activity-By-En..
P o P scanning on Port: 389 detected Recon activity from: 192.168.50.20:42246... to 8.8.8.35,..:389 £ Traffic 192 Medium  Default-Recon-Activity-By-En..
® 6y hvest 5 s} P scanning on Port: 443 detected Recon activity from: 192.168.50.20:32852... to 8.8.8.31,.:443 £ Traffic 210 Medium  Default-Recon-Activity-By-En..

s} 1P scanning on Port: 3389 detected Recon activity from: 192.168.50.20:48268... to 8.8.8.15,.:3389 £ Traffic 149 Medium  Default-Recon-Activity-By-En..
B System fvents > s} IP scanning on Port: 22 detected Recon activity from: 192.168.50.20:33238... to 8.8.8.135,.:22 £ Traffic 22 Medium  Default-Recon-Activity-By-En..

i Handlers > 0 3 +1921685020(1)

 Threat Hunting o 1P scanning on Port: 21 detected Recon activity from: 192.168.50.20:49214... to 8.8.8.10,.:21 2 Traffic a0 Medium  Default-Recon-Activity-By-En.

B Incidents O 4 1721797210

o IP scanning on source endpoint: 172.17.97.21 detec... Recon activity from: 172.17.97.21 detected £ Traffic 440 Medium  Default-Recon-Activity-By-En..

Shadow IT events detection

A new factory default event handler is available to detect shadow IT events. These events include:

« High-risk unsanctioned cloud applications
» Unsanctioned users
 File exfiltration

To detect these events, FortiAnalyzer must be connected with the FortiCASB connector and running the Get Cloud
Service Data (FortiCasb Connector) playbook. FortiAnalyzer applies the meta-data of sanctioned applications and
sensitive files against the application control logs. Events are generated when these incoming application control logs
meet the filter criteria of the Default-Shadow-IT-Events event handler.

Edit Handler: Default-Shadow-IT-Events Edit Handler: Default-Shadow-IT-Events
Filters (3) =
Fiter2 @) i
Log Device Type FortiGate v
Fiter1 @) )
) Log Type Application Control (app-ctrl) v
Log Device Type FortiGate -
Group By Source IP (srcip) B+
Log Type Application Control (app-ctrl) -
Application Name (app) -
Group By Source IP (srcip) * + + 8
Logs match All OAny of the following conditions
Application Name (app) v+ o
Log Field Match Criteria Value
Logs match All. OAny of the following conditions

Log Field Match Criteria Value Click to add + @
Clickc to add
- +E Generic Text Filter @

Generic Text Filter @

siflags & 1) == 0 & siappid >= 0 18/102

oz Generate Alert When Atleast 1 Exact v matches occurred over a period of 1440  minutes

Event Type Override

Generate Alert When Atleast 1 Exact - matches occurred overa period of 1440  minutes
Event Message @ File Exfiltration Attempts detected
Event Type Override
Event Status Unhandied v
Event Message @ Unsanctioned ons detected
OAllow FortiAnaly
Event Status Unhandled v
Event Severity High v
DOAllow For
Tags File_Exfiltration
Event Severity High 9
Indicators Log Field Indicator Type Count
Tags Unsanctioned_App No Indicator + @
Indicators Log Field Indicator Type Count »
e T+ Additional Info
OUse system d
Additional Info

OUse system d

n: ${devname} with mes:

Use custom mes:

ith app risk: Sfapprisk} detected on:
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Edit Handler: Default-Shadow-IT-Events.

Filter 3 @) LA
Log Device Type FortiGate v
Log Type Application Control (app-ctrl) v
Group By Source IP (srcip) » +

Application Name (app) NE
Logs match All Q Any of the following conditions

Log Field Match Criteria Value
Click to add +a

Generic Text Filter @

(siflags & 1) == 1 &&. (siflags & 2) == 0

Generate Alert When Atleast 1 Exact v matches occurred overaperiod of 1440  minutes
Event Type Override

Event Message @ Unsanctioned Users detected

Event Status Unhandled v
OAllo: rtiAnalyzer to choose
Event Severity High G
Tags Unsanctioned_User
Indicators Log Field Indicator Type Count
No Indicator + @
Additional Info

O Use system def:

Use custom me:

Unsanctioned user: ${unauthuser] } detected on

${devname] with message: ${msg}

To enable the shadow IT event handler:

1. Goto FortiSoC > Handlers > Event Handler List.

You can double-click the Default-Shadow-IT-Events event handler to view its filters.

2. Select the checkbox for Default-Shadow-IT-Events.

3. From the More dropdown, click Enable.

&5 Dashboards ~

+ Create New [& Edit T Delete % Clone

o Playbooks O ¥ Status Name @ Enzble
& Incidents o] ©  Default-FDC-Honey-Pot-Detection @ Diszble
& Events O ©  Default-FCT-Threat-DetectionBy-Thr 3 ¢ojiapse All
# Outbreak Alert
ubresicAlerts O @  Default-FCT-Threat-Detection-By-Enc ¥ Expand All
€ Automation ¥
O @  Default-Recon-Activity-By-Endpoint
% Connectors 8 show Predefined
O @  Default-Compromised Host-Detection (O Show Custom
% Playbook
QD Playbook Monitor o] [-] Default-Compromised Host-Detection 3 import
@ Event Menitor ~ o] @  Default FFW System Events B Export
2 All Event: FFW- -Det
& All Events O @  Default-FFW-Compromised Host-Det oy e
18 By Endpoint > O @  Default-FFW-Risky-Destination-Detection-By-Threat
By Threat
@ ByThreat » o] @  Default-FFW-Risky-Destinatien-Detection-By-Endpoint
B System Events >
O @  Default-FFW-Compromised Host-Detection-IOC-By-Endpoint
2 Custom View (4) >
O @  Default-FFW-Botnet-Communication-Detection-By-Endpoint
Handlers ~
Event Handler O @  Default-FWB-Threat-Detection-By-Hostname
$E FortiGate Event Handlers O @  Default-FAI-Malware-Detection-By-FAl
% Threat Hunting 0O @  Default-FSA-Malware-Handler-By-Threat
Incidents 0O @  Default-FSA-Malware-Handler-By-Endpoint
0O @  Default-FSA-System-Handler
o] @ Default-FML-Threat-Detection-By-Email
Default-Shad ve
O @  Default-NOC-Interface-Events
0O @  Default-NOC-FortiExtender-Events
O @  Default-NOC-Docker-Events
B 0 @ Lol Device Event
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Filters

> 1 Filter

> 2 Filters
> 3 Filters
> 11 Filters
> 3 Filters
> 3 Filters
> 8 Filters
> 3 Filters
> 10 Filters
> 10 Filters
> 2 Filters
> 1Filter

> 4 Filters
> 1Filter

> & Filters
> 4 Filters
> 3 Filters
> 11 Filters

>3

ters

> 4 Filters

> 8 Filters

> 4 Filters

> 1 Filter

Q

Devices Send Alert to

All Devices

All Devices

All Devices

All Devices

All Devices

All Devices

All Devices

All Devices

Events  Included Subnets Excluded Subnets

20

20

71

96

All Devices
All Devices
All Devices
All Devices
All Devices
All Devices
All Devices
All Devices
All Devices
All Devices
All Devices
All Devices
All Devices
All Devices

Local Device 2
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To get cloud service data from the FortiCASB connector:

Go to Fabric View > Connectors.

Confirm there is an enabled FortiCASB Connector.
If there is not an enabled FortiCASB Connector, click Create New and choose FortiCASB under the Security Fabric
category. Configure the FortiCASB connector settings, and click OK.

$ Fabric v 4 CresteNew ZiEdit BDelete % Clone search.. Qa
& Subnets

L3 Asset Center ~

& Dashboard

FortiClient EMS FortiMail

Al
2 Custom View (1) ~ « EMS Connector FortiDemo « FML Connector « FortiCasb Connector
Endpoint_Tags_EMS
42 Identity Center
& Dashboard

All

Go to FortiSoC > Automation > Playbook.
Confirm the Get Cloud Service Data (FortiCasb Connector) playbook is Enabled.
This playbook is automatically created when you configure a FortiCASB connector in FortiAnalyzer.

¢ Dashboards + CreateNew @ Run [# Edit ET Delete # Column Settings v Q
9 Playbooks O  AName Description Status Created Time Modified Time
& Incidents O  Demo Playbook- Run Vuln Scan Custom build playbook to get started @ Enabled 02/11/2020 02/12/2020
& Events O  Demo Playbook- Compromised Host | © Enabled 02/07/2020 08/25/2020
O  Demo Playbook- Critical Intrusion Inci @ Enabled 02/07/2020 08/25/2020
& Outbreak Alerts O Demo Playbook- Get Process List Custom build playbook to get started @ Enabled 02/11/2020 02/12/2020
£ Automation v O  Demo Playbook- Get Software Invent. Custom build playbook to get started @ Enabled 02/11/2020 04/29/2020
A Connectors O Demo Playbook- Run AV Scan on dem Custom build playbook to get started @ Enabled 02/12/2020 02/12/2020
- O  Demo Playbook- Update Assets and Ic Playbook to Update Asset and Identity @ Enabled 01/30/2020 04/29/2020
O  Demo Playbook: Activate Strict IPS @ Enabled 02/07/2020 04/21/2020
& Playbook Manitor O Demo Playbook: Add CnC IP to Blackli Demo playbook to add CnC IP to Edge @ Enabled 02/07/2020 02/12/2020
£E Event Monitor ~ O  Demo Playbook: EMS Quarantine End @ Enabled 02/07/2020 02/07/2020
& All Bvents O  Demo Playbook: EMS Unquarantine E Demo playbook to unquarantine endp @ Enabled 02/07/2020 02/12/2020
O FOS Quarantine Custom build playbook to get started @ Enabled 04/15/2020 04/15/2020
18 By Endpoint > Get Cloud Service Data (FortiCasb Cor Playbook to get cloud service data thr. @ Enabled 05/03/2021 05/03/2021
® ByThreat > O Get Software Inventory from EMS (EN Playbook to get software inventory frc @ Enabled 05/03/2021 05/03/2021
& System Events > O Get Vulnerabilities from EMS (EMS Ca Playbook to get vulnerabilities from El @ Enabled 05/03/2021 05/03/2021
O  GetEndpointTageMs Custom build playbook to get started @ Enabled 11/13/2020 11/13/2020
2 Custom View (4) >
O  Update Asset and Identity Database ( Playbook to automatically update Fort @ Enabled 05/03/2021 05/03/2021

iZ Handlers ~

Double-click the Get Cloud Service Data (FortiCasb Connector) playbook to view its configuration.
This playbook must get cloud service data through the FortiCASB connector for the Default-Shadow-IT-Events
event handler to generate events.

¢33 Dashboards

Get Cloud Service Data (FortiCasb Connector)

Playbook to get cloud service data through FCASB connector

9% Playbooks
& Incidents
E Events

& Outbreak Alerts FCASB_GET_CLDDATA

€ Automation v Name get data

Sy ON_SCHEDULE
o, Playbool

“ Connectors Description get the cloud service data through the FCASB connector
GJ Playbook Menitor |

STARTER
Connector FortiCasb Connector -
Event Monitor ~ i
G Event Monitor Action Get Cloud Data From FCASB g
€ All Events
18 By Endpoint >
® ByThreat >
B System Events >
GET_CLDDATA
2 Custom View (4) > getdata
£ Handlers ~

[ Save Playbook Cancel
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To view events generated by the shadow IT event handler:

1. Goto FortiSoC > Event Monitor > All Events.

2. Filterby Handler

¢ Dashboards

B All Devices +

©Last7Days.. ,”ExpandAll O Show Acknowledged

Default-Shadow-IT-Events.

3 Refresh +

% B &

9, Playbooks

Handler = "Default-Shadow-IT-Events”  add Filter

& Incidents
B Events
4 Outbreak Alerts
€ Automation ~
* Connectors
% Playbook
& Playbook Monitor
& Event Menitor ~
2 By Endpoint >
® ByThreat >
B System Events >
2 Custom View (4} >
12 Handlers >
% Threat Hunting

EX Incidents

00O0OO0DDO0ODO0DO0DO0ODO0OO0OO0OO0OO0OO0ODODODODOOO

#
1

¥ Event
+10.200.1.5 (3)

Unsanctioned Applications detected

Unsanctioned Applications detected

Unsanctioned Applications detected
~10.2.04 (1)

Unsanctioned Users detected
~10.100.94.4 (3)

Unsanctioned Applications detected

Unsanctioned Applications detected

Unsanctioned Applications detected
+10.100.93.2 (3)

Unsanctioned Applications detected

Unsanctioned Applications detected

Unsanctioned Applications detected
~10.100.92.2 (3)

Unsanctioned Applications detected

Unsanctioned Applications detected

Unsanctioned Applications detected
~10.1.0.19 (1)

Unsanctioned Users detected

Event Type

B Application Control
B Application Control

B Application Control

B Application Control

B Application Control
B Application Control

B Application Control

B Application Control
B Application Control

B Application Control

B Application Control

B Application Control

B Application Control

B Application Control

New event handlers for NOC monitoring

New default event handlers are added to detect FortiGate Interface events, FortiExtender events, and FortiManager

MEA CPU and Memory related alerts.

There are three new predefined NOC event handlers available in the Event Handler List.

e Default-NOC-Docker-Events
¢ Default-NOC-FortiExtender-Events
¢ Default-NOC-Interface-Events

Additional Info

Unsanctioned application YouTube with app risk: elevated detect.

Unsanctioned application Facebook with app risk: medium detec...

Unsanctioned application HTTP.BROWSER with app risk: mediu...

Unsanctioned user: {} with app risk: elevated detected on: Branc.

Unsanctioned application YouTube with app risk: elevated detect...

Unsanctioned application Facebook with app risk: medium detec...

Unsanctioned application HTTPBROWSER with app risk: mediu.

Unsanctioned application YouTube with app risk: elevated detect...

Unsanctioned application Facebook with app risk: medium detec...

Unsanctioned application HTTPBROWSER with app risk: mediu.

Unsanctioned application YouTube with app risk: elevated detect..

Unsanctioned application Facebook with app risk: medium detec...

Unsanctioned application HTTPBROWSER with app risk: mediu.

Unsanctioned user: {} with app risk: elevated detected on: Branc...

In addition, new filters are added to four existing predefined NOC event handlers:

e Default-NOC-HA-Events

e Default-NOC-Network-Events
e Default-NOC-Switch-Events

¢ Default-NOC-Wireless-Events

All seven handlers are disabled by default and can be enabled according to need.

To enable NOC event handlers:

1. Goto FortiSoC > Handlers > Event Handler List.
2. Select the checkbox for the NOC event handler(s) that you want to enable.

FortiAnalyzer 7.2.0 New Features Guide
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Handler

Default-Shadow-IT-Events
Default-Shadow-IT-Events

Default-Shadow-IT-Events

Default-Shadow-IT-Events

Default-Shadow-IT-Events
Default-Shadow-IT-Events

Default-Shadow-IT-Events

Default-Shadow-IT-Events
Default-Shadow-IT-Events

Default-Shadow-IT-Events

Default-Shadow-IT-Events

Default-Shadow-IT-Events

Default-Shadow-IT-Events

Default-Shadow-IT-Events

Severity

High
High
High

High

High
High
High

High
High
High

High

High

High

High
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3.

In the toolbar, click More > Enable.

@ Dashboards ~

9% Playbooks Q¥ Status Name
B Incidents O @  Default-FsA-Malware-Handler-By-Thr
B Events
O @  Default-FSA-Malware-Handler-By-Enc
 Outbreak Alerts
O @  Default-FSA-System-Handler
€ Automation v
O @  Default-FML-Threat-Detection-By-Em

* Connectors

+ CreateNew [ Edit 1 Delete % Clone
© Enable
@ Disable

> Collapse All
v Expand All

2 Show Predefined
O show Custom

34 Playbook Default-NOC-Interface-Events
QJ Playbook Monitor Default-NOC-Fortixtender-Events [l [
G Event Monitor Default-NOC-Docker-Events B export
& All Events O @  Default-NOC-Routing-Events C Factory Reset
By Endpoint
A By Endpoint > Defauit-NOC-Network-Events
® ByThreat >
Default-NOC-Switch-Events
B System Events >
Default-NOC-HA-Events
andlers ~
T T Default-NOC-Wireless-Events
= FortiGate Event Handlers o} @  Default-NOC-Security-Events.
= Threat Hunting O @  Default-NOC-Fabric-Events
Incidents O @  Default-NOC-System-Events
O @  Default-NOC-VPN-Events
O @  Default-NOC-SD-WAN-Events
O @  Default-IPS-Signature-On-Hold
O @  Default FOS System Events
O @  Default-Data-Leak-Detection-By-Threat
O @  Default-Sandbox-Detections-By-Threat
O @  Default-Suspicious-File-Detection-By-Endpoint
3 O © Default-Sandbox-Detections-By-Endpoint

Send Alert to

Events Included Subnets Excluded Subnets =

Filters Devices

> 6 Filters All Devices
> 4 Filters All Devices
> 3 Filters All Devices
> 11 Filters All Devices
> 4 Filters Al Devices
> 8 Filters Al Devices
> 4 Filters Al Devices
> 5 Filters All Devices
> 8 Filters Al Devices
> 9 Filters Al Devices
> 10Filters Al Devices
> 9 Filters Al Devices
> 4 Filters All Devices
> 7 Filkers All Devices
> 5 Filters All Devices
> 7 Filkers All Devices
> 9 Filters All Devices
> 1 Filter All Devices
> 8 Filters All Devices
> 2 Filters All Devices
> 10Filters All Devices
> 7 Filkers All Devices
> 3 Filters All Devices

‘

You can double-click a NOC event handler to view its filters. For example, below are two predefined filters for the
Default-NOC-Interface-Events event handler.

Edit Handler: Default-NOC-Interface-Events

Filter 1 @)
Log Device Type FortiGate
Log Type Event Log (event)

Log Subtype System (system)

Group By Device Name (devname)
Log Description (logdesc)
Logs match OAll @Any of the following conditions
Log Field Match Criteria Value

Generic Text Filter @ action="interface-sta

nge” and status="UP

Generate Alert When Atleast 1 Exact
Event Type Override
Event Message @ Device $groupby1 $groupby2 to Up.
Event Status

Allow FortiAnalyzer to choose

Event Severity Medium

Tags NOC  Interface

Indicators Log Field Indicator Type
No Indicator

Additional Info

OUse system defau

Use custom message @
st

Device ${devnam 's changed to ${status} with message ${msg}

. matches occurred over a period of 1440

Count

minutes

Edit Handler: Default-NOC-Interface-Events

Fiter2 @O
Log Device Type FortiGate
Log Type Event Log (event)

Log Subtype System (system)

Group By Device Name (devname)
Log Description (logdesc)
Logs match OAll ®Any of the following conditions
Log Field Match Criteria

Generic Text Filter @

Generate Alert When Atleast 1 Exact
Event Type Override
Event Message @
Event Status

Allow FortiAnalyzer to choose

Event Severity Medium
Tags NOC Interface
Indicators Log Field

No Indicator
Additional Info

OUse system defa

Use custom mes:

Device ${devname} to $fstatus] with message ${msg}

To view events generated by enabled NOC event handlers:

1.

2. Filterby Handler =adefault NOC event handler. For example, Handler
Default-NOC-*** returns results for all enabled default NOC event handlers.

Go to FortiSoC > Event Monitor > All Events.

Filtering by Handler =

FortiAnalyzer 7.2.0 New Features Guide
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Value

. matches occurred over a period of 1440

Device $groupby1 $groupby? to Down.

Indicator Type

+ &

action="interface-stat-change” and status="DOWN

minutes

Count

Default-NOC-Docker-Events.
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&3 Dashboards v
% Playbooks
& Incidents
B Events
# Outbreak Alerts
<€ Automation v
“ Connectors
% Playbook
& Playbook Monitor

G Event Monitor v

Al Events

28 By Endpoint >
@ ByThreat >
B System Events >

fandlers v

Event Handler List

FortiGate Event Handlers
% Threat Hunting

Incidents

OAll~ # Collapse All & Show Acknowledged

efault-NOC-*"  Add Fiter

O #  Event Additional Info AEvent Type Count  Severity  Handler Togs
o1 ~FGVM04TM21011436 (30)

o Device FGVM04TM21011436 DHCP server Object attribute configured DHCP server status change ip-range:1[<Delete>s... £ System 4 Medium  Default-NOC-Network-Events
o Device FGVM04TM21011436 DHCP lease renewed. DHCP Ack log Host rmedishetty-VM with message DHCP server... £ System 4 Medium  Default-NOC-Network-Events
fa} Device FGVMO4TM21011436 DNS Server Object attribute configured Device FGVMO4TM21011436, DNS server statu... % System 1 Medium  Default-NOC-Interface-Events
fa} Device FGVMO4TM21011436 Interface status changed to Down. Device FGVMO4TM21011436, status changed to... 4 System 2 Medium  Default-NOC-Interface-Events
o Device FGVMO4TM21011436 DNS Server Object configured Device FGVMO4TM21011436, DNS server statu... & System 1 Medium  Default-NOC-Interface-Events
o Connection with CSF member established and authorized for device FGYMO4... Device FGVMO4TM21011436 Connected to Co... & System 1 Medium  Default-NOC-HA-Events

o FortiAnalyzer connection failed for FGVM04TM21011436 Device FGVMO4TM21011436 Failed to connect ... % System 3 High  Default-NOC-HA-Events

[m] FortiAnalyzer connection up for FGVM04TM21011436 Device FGVM04TM21011436 Connected to For... % System 2 Medium  Default-NOC-HA-Events

o FortiManager tunnel connection down for device FGVYM04TM21011436 Device FGVM04TM21011436 FortiManager tun... ¥ System 1 High Default-NOC-HA-Events

o FortiManager tunnel connection up for device FGVM04TM21011436 Device FGVMO04TM21011436 FortiManager tun... ¥ System 2 Medium  Default-NOC-HA-Events

[m] Device FGVM04TM21011436 Interface status changed to Up. Device FGVMO04TM21011436, status changed to... £ System 1 Medium  Default-NOC-Interface-Events
o Device FGVM04TM21011436 SNMP Attribute configured to Disable Device FGVMO04TM21011436 Attribute configur... £ System 1 Medium  Default-NOC-Network-Events
o Device FGVM04TM21011436 SNMP Attribute configured to Enable Device FGVM04TM21011436 Attribute configur... £ System 1 Medium  Default-NOC-Network-Events.
[m] Signal-to-noise ratio on FGVM04TM21011436 is poor SSID log-test-ssid.... has a poor quality SNR at {} d... £ Wireless 200 Medium  Default-NOC-Wireless-Events
[m] FGVM04TM21011436 Rogue AP detected with SSID: log-test-ssid Rogue AP detected. SN: N/A with message: AP lo... ¥ Wireless 1 Medium  Default-NOC-Wireless-Events
[m] FGVMO04TM21011436 Fake AP detected with SSID: log-test-ssid Fake AP detected. SN: N/A £ Wireless 1 Medium  Default-NOC-Wireless-Events
[m] FGVM04TM21011436 AP FAP22B0123456789 joined. Physical AP join. of AP: FAP22B0123456789 £ Wireless 1 Medium  Default-NOC-Wireless-Events
o FGVM04TM21011436 AP FAP22B0123456789 left. Physical AP leave. of AP: FAP22B0123456789 £ Wireless 1 Medium  Default-NOC-Wireless-Events
o FGVMO04TM21011436 Failure happened on AP FAP22B0123456789. Physical AP fail. of AP: FAP22B0123456789, £ Wireless 30 Medium  Default-NOC-Wireless-Events
o FGVM04TM21011436 Wireless client associated Wireless client associated for log-test-ssid with m... & Wireless 1 Medium  Default-NOC-Wireless-Events
o Signal-to-noise ratio on FGVM04TM21011436 is fair SSID log-test-ssid.... has fair quality SNR at 25 dB. £ Wireless 45 Medium  Default-NOC-Wireless-Events
o FGVMO04TM21011436 Wireless client authenticated Wireless client authenticated for log-test-ssid wit... & Wireless 1 Medium  Default-NOC-Wireless-Events
[m} FGVMO04TM21011436 Wireless client disassociated Wireless client disassociated for log-test-ssid wit... & Wireless 1 Medium  Default-NOC-Wireless-Events
o FGVMO4TM21011436 Wireless client deauthenticated Wireless client deauthenticated for log-test-ssid ... £ Wircless 1 Medium  Default-NOC:Wireless-Events
o FGVMO4TM21011436 Wireless client idle Wireless client idle for log-test-ssid with message... £ Wircless 1 Medium  Default:NOC:Wireless-Events

Include I0C detected on FortiGate local traffic in FortiAnalyzer I0C view

FortiGate devices generate an event log for indicators of compromise (IOC) when they are detected in local out traffic.
FortiAnalyzer displays this data in FortiView > FortiView > Threats > Compromised Hosts.

To view IOC detected on FortiGate local traffic:

1. Goto FortiView > FortiView > Threats > Compromised Hosts.

FortiView Monitors

@ Threats B Al Devices + O Last 30 Days ~ Mar 09 2022 - Apr 08 2022

Top Threats

roomrax > 01 @aimin

DarkMode @D €

Thveat Map Compromised Hosts T 100 - @ B B}
Compromised Hosts Add Fiter 0B B
FortiSandbo Detecton v Enduser LastDetected Hostame 05 Wvewit WofThvests  Adcowiedge  DeviceName Device D
Too Threts(Forticlent 1 (eB0:U9TE 1%L cod0:639 16801 2022:04.08 1528 (e80:0978:196t Wected | 1 ]

= Tathc > 2 e 20220408 1414 72178137 eds | 3 m—

 Stadow!T > 3 202204081353 10260111 -

{5 Aoplctions & Websites > 4 202200072329 VAN-201652.PC g 1 -

aun s s 126 202200072259 166214 i sispen 1 (]

O system > 6 1721665120 2022:04-07 22:59 1721665120 High Suspicion 1 mm

s > 7 110110110112(110110110.112 20220407 2159 110110110112 S 1

5 110110110110(110110110110 20220407 2155 10110110110 g suspicion 1 mm

2. Double-click the row for a compromised host.

The Threat Name = botnet and the Detect Pattern= the destination IP.

@ Threats ~

Top Threats Compromised Hosts > Blockist @

Thveat Map st ="1e80:0978:19€l:0ad06335" | Add Fiter

Compromised Hosts -

FortiSandbox Detection

EndUser, cB0:0778:196 00406309 e00-97B1500 406339 )
List Detocted: 2022.04.08 1528
HostName: 1660:978:19624C

Top Threats{FortClient

= Tatfe >

© o B &

os:
£ sradowtl > Verd: st
Applications & Websites > Acowedse:
Device Name: FGF00D1000000222
aven Device ID: FG50001000000222
O system > ol Thveas: 1 E—
® Securty > #  Detectpattem Threat Type. Threat Name Category. Detect Method #of Events. LogType Securlty Actions ScanTime.
1 moze botne detected-by-fit 120 e— o0 Detals 2022.04-08 1529:48

3. Double-click the row for the detect pattern.
You can review the related logs for the IOC.
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FG500D1000000222
FG500D1000000222
FGS00D1000000222

Rule based event correlation -7.2.2

In previous versions, event handlers could only be triggered when individual filters were matched. Rule based event
correlation gives extra flexibility by triggering event handlers when a series of rules are met.

Usability is also enhanced with the introduction of data selectors and notification profiles. You can define devices, log
filters, and notification parameters that can be used across multiple event handlers without the need to re-create them
individually in each event handler.

These features are configured in FortiSoC > Handlers. This pane now includes a Data Selector List, Notification Profile
List, Event Handler List, and Correlation Handler List.

@ Dashboards > [ Edit | [@r Delete | [%a Clone Search...

4 Outbreak Alerts
[0 | Status Name ‘ Rules u
€ Automation
Rule-1 Outbreak Alert - MSDT Follina Event-Handler-0: (Outbreak,MSDT Follina) (sigid='10092097')
W Event Monitor > ) o
Rule-2 Outbreak Alert - MSDT Follina Event-Handler-1: (Outbreak, MSDT Follina) (ips_rulename="M$.Office.MSDT.
I is)iianclors ¥ O @  Outbreak Alert - MSDT Follina Event-Handler Rule-3 Outbreak Alert - MSDT Follina Event-Handler-2: (Outbreak,MSDT Follina) clientfeature~"av" and (virus~'M$
Rl a el Rule-4 Outbreak Alert - MSDT Follina Event-Handler-3: (Outbreak,MSDT Follina) (virusid="10092097)
Notification Profile List o

Event Handler List Rule-1 Traffic to Botnet CnC blocked in virus log: (Default,By_Endpoint,Botnet,IP,C&C) logid==0202009248

Correlation Handler List Rule-2 Traffic to Botnet CnC detected in virus log: (Default,By_Endpoint,Botnet,IP,C&C) logid==0202009249

% Threat Hunting o o Default-Botnet-Communication-Detection-By-Endpoint  Rule-3 DNS traffic to Botnet CnC blocked: (Default,By_Endpoint,Botnet,Domain,C&C) logid==1501054601 OR log

Rule-4 Traffic to Botnet CnC detected in ips log 1: (Default,By_Endpoint,Botnet,Signature,C&C) attack ~ Botnet ant

Incidents
o
Rule-1 Traffic to CnC detected: (Default,By_Endpoint,IRC&C,loc_Rescan) tdtype~infected
00 ©  Default-Compromised Host-Detection-IOC-By-Endpoint  Rule-2 Web traffic to CnC detected: (Default,By_Endpoint,C&C,URL loc_Rescan) tdtype~infected
Rule-3 DNS trafic to CnC detected: (Default,By_Endpoint,C&C,Domain,loc_Rescan) tdtype~infected
Fi=ATINET

Rule-1 Web request to malicious destination blocked: (Default,By_Endpoint,Risky,URL) Action Equal To blocked AN

The following is available in this topic:

» Data selectors

« Notification profiles
o Eventhandlers

o Correlation handlers

Data selectors

Data selectors are used to select devices, subnets, and filters (previously known as "pre-filters") for event handlers. You
can create, edit, clone, and delete data selectors in FortiSoC > Handlers > Data Selector List.

There are five default data selectors:

o Default Intrusion Selector For Malicious Code Detection
» Default IP Scanning Selector For Recon Activity Detection
o Default Local Device Selector

FortiAnalyzer 7.2.0 New Features Guide
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o Default Malicious File Selector For Malicious File Detection
» Default Risky App Selector for Risky App Detection

These default data selectors are used in some of the predefined event handlers, and they cannot be edited or deleted.

& Dashboards >

[+ Create New ‘ ‘B, Edit ‘ ‘@[ Delete ‘ ‘#. Clone ‘ Search

4 Outbreak Alerts O | Names ‘Devices Rules n
< Automation >
W Event Monitor N [  Default Intrusion Selector For Malicious Code Detection All Devices Rule-1 Intrusion: attack!~Botnet and logid~041901638[4-6]
i= Handlers « [0  Default IP Scanning Selector For Recon Activity Detection All Devices Rule-1 IP_scanning: (action~"client-rst]til ") and srcil ! and dsti

Data Selector List [0  Default Local Device Selector Local Devices

Notification Profile List O  Default Malicious File Selector For Malicious File Detection  All Devices Rule-1 Malicious_File: logid~021100819[2-5]

Event Handler List O  Default Risky App Selector For Risky App Detection All Devices Rule-1 Risky_App: apprisk~"criticallhigh"

Correlation Handler List
% Threat Hunting
Incidents

FiI:RTINET
When configuring a data selector, you must specify:
» Devices
» Subnets
« Filters
' ' . . ) .
s’ The filters in data selectors are applied before every rule configured in the event handler. As a
9 result, the filters do not need to be configured individually within each rule of the event handler
3 (s) that the data selector is assigned to.

> O~ Admmv

Add New Data Selector x
Name* TestSelector
Devices Al Devices Local Device
Q
@Branch_Office_01 x
@Branch_Office_02 x

2 entries selected

Subnets Al Subnets

Include Subnets Q
lab x
1 entry selected
Exclude Subnets Q
qanetwork x
1 entry selected
FortiGate-Traffic x
FortiClient-Event x

Once configured, the data selectors can be applied to basic event handlers and correlation event handlers, where
needed.
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> O~ eAdmmv

Add New Basic Event Handler x

Status [ o}

Name™

Description

Data Selector No Data Selectors M

Automation Stitch
a +

Rules Default Intrusion Selector For Malicious Code Detection
Default IP Scanning Selector For Recon Activity Detection
Default Local Device Selector

Handler Settings Default Malicious File Selector For Malicious File Detection

Default Risky App Selector For Risky App Detection

Notifications

Notification profiles

Notification profiles determine if and where an event handler sends an alert notification when generating an event. You
can create, edit, clone, and delete notification profiles in FortiSoC > Handlers > Notification Profile List.

& Dashboards > |+ Create New ‘ \E’: Edit ‘ ‘@[ Delete ‘ ‘iﬁ Clone ‘ Search...
it Outbreak Alerts N ] ] P . "

O | Name# ‘ Fabric Connector | Email To Email From ‘ Email Subject | Email Server | SNMP Community = SNMP User | Syslos
< Automation

¥ Event Monitor > O  Test Notification Profile notification@ga.com profile@ga.com Test Mail Server

| &= Handiers
Data Selector List

Notification Profile List

Event Handler List

<

Correlation Handler List
% Threat Hunting
Incidents

FiERTINET

You can configure the notification profile to send the alert to an email address, SNMP community, and/or syslog server.
You can also configure the notification profile to send the alert through a fabric connector.

Add New Notification Profile x

Name™ New Notification Profile

Send Alert through Fabric [ o]

Connectors Click to select - ‘ m
Send Alert Email [ o]

To Email address. Use semicolon to separate multiple addresses.

From Email address

Subject Subject

Email Server Click to select v
Send SNMP(v1/v2) Trap [ o] ‘ Click to select v
Send SNMP(v3) Trap [ o} ‘ Click to select v
Send Alert to Syslog Server @ | Click to select -

Send Each Alert Separately ~ (B

Similar to data selectors, natification profiles can be assigned to basic event handlers and correlation event handlers,
where needed.
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Event handlers

You can create, edit, clone, delete, and import/export basic event handlers in FortiSoC > Handlers > Event Handler List.

> @~ e Admin +
/Add New Basic Event Handler x
Status ©
Name™
Description
Data Selector Click to select v
Automation Stitch o )
Rules
Add New Rule
Handler Settings
Notifications No Notification Profiles -
a -+

Test Notification Profile

When creating and editing an event handler, you can assign a data selector and notification profile.

> @~ 0 Admin ~

/Add New Basic Event Handler x

Status ©

Name™

Description

Data Selector Click to select v

Automation Stitch fo )

Rules

Add New Rule
Handler Settings
Notifications Click to select v

You can also configure the event handler rules according to your needs.

A\,

S L4
9 The event handler "rules" were previously known as "filters".
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Add New Rule

Status
Name

Log Device Type
Log Type

Log Subtype
Group By

Logs match

Aggregation Expression
Aggregation Duration @
Event Type Override
Event Message @

Event Status
Event Severity
Tags

Indicators

Additional Info

©

FortiGate
Traffic Log (traffic)

Antivirus (virus)

Destination Endpoint (dstendpoint)

X Any of the following conditions

Log Field Match Criteria

Value

Level (pri) ~ | EqualTo

Generic Text Filter @

COUNT -1
30
Specify an event type, or leave blank to use default value
Group by key-value pai(s) by default, or customize it (detal in nfo tip)
sel
Allow FortiAnalyzer to choose
Medium
Press enter o add tags

Log Field Indicator Type

+ || Emergency

Count

Action

© Use system default

O Use custom message @

The Automation Stitch option is now available when configuring event handlers. Events triggered from event handlers
with the automation stitch enabled are pushed to the FortiGate for further processing. These events can be viewed in the
FortiAnalyzer GUI as well. For example, see the predefined event handler below with Automation Stitch enabled.

Status
Name'

Description

Data Selector

Rules.

‘Automation Stitch

Handler Settings

Edit Basic Event Handler

Click to select

© [@ Traffic to Botnet CnC blocked in virus log
© & Traffic to Botnet CnC detected in virus log
© @ DN traffic to Botnet CnC blocked

© [ Traffic to Botnet CnC detected in ips log 1
© [ Traffic to Botnet CnC blocked in ips log 1
© & Traffic from Botnet CnC detected in ips log
© & Toaffic from Botnet CnC blocked in ips log
© [ Traffic to Botnet CnC blocked in ips log 2

© & Traffic to Botnet CnC detected in ips log 2

[ et | o=

. @ o.mmim

An Automation Stitch column is added in the Event Handler List to identify which event handlers have the automation

stitch enabled.
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s Outbreak Alerts .
[® | Status< ‘ Name Automation Stitch
€ Automation [ Default-Risky-App-Detection-By-Threat No
. H Status
® Event Monitor > o o Default-Risky-Destination-Detection-By-Threat No
= i
I [ Feles Yo e Default-Malicious-Code-Detection-By-Threat No i B Name
Data Selector List A
o 9 Default-Compromised Host-Detection-IOC-By-Threat No i [0 Rules
Notification Profile List R
o 9 Default-Botnet-Communication-Detection-By-Threat No i [ Data Selector
Event Handler List °
Outbreak Alert - Log4j2 Vulnerability Event-Handler No i i i
Correlation Handler List g &4 Y i 0 Notification Profile
% Threat Hunting o 9 Outbreak Alert - DarkSide Ransomware Detection No Automation Stitch
Incidents o © Outbreak Alert - Windows HTTP Protocol Stack RCE Event-Handler No 5 O Events
o 9 Outbreak Alert - MSExchange Autodiscover RCE Event-Handler No
o ©° Outbreak Alert - VMware.vCenter Vulnerability Detection No O Select All
o © Outbreak Alert - Zoho Exploit Event-Handler No C Reset to Default
o 9 Local Device Event No
v O Default-Botnet-Communication-Detection Yes
FL:RTINET o © Default-Recon-Activity-By-Endpoint No

Correlation handlers
You can create, edit, clone, delete, and import/export correlation event handlers in FortiSoC > Handlers > Correlation
Handler List.
There are three default correlation handlers:
» Default-Brute-Force-Account-Login-Attack-FAZ

» Default-Brute-Force-Account-Login-Attack-FGT
 Default-Suspicious-Traffic-From-Infected-Endpoint
These correlation handlers are disabled by default. Some of their settings can be edited, and they can be enabled

according to your needs. To enable the correlation handlers, as they are in the image below, select the correlation
handler and click More > Enable.

@ Dashboards > | [+ CreateNew | |[ Edit | [@r Delete |[= Clone Search

# Outbreak Alerts

[J | Status| Name ‘ Correlation n
<€ Automation >
o o Default-Brute-Force-Account-Login-Attack-FAZ Login Failed 5 Times NOT_FOLLOWED_BY[5m] Login Success
B Event Monitor >
I := Handlers O o Default-Suspicious-Traffic-From-Infected-Endpoint  (Traffic to Botnet CnC detected or blocked in virus log OR Traffic to CnC detected OR Web traffic to CnC detected OR D
= v

et Sazamr i o o Default-Brute-Force-Account-Login-Attack-FGT Login Failed 5 times NOT_FOLLOWED_BY[5m] Login-Success

Notification Profile List

Event Handler List

Correlation Handler List

& Threat Hunting
Incidents

Fi:RTINET

Similar to basic event handlers, you can assign a data selector and notification profile to the correlation event handler.
You can also enable the Automation Stitch, if needed.

When configuring rules for the correlation event handler, you must also configure a correlation sequence and correlation
criteria for those rules. For example, see the default correlation handler below.
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Edit Correlation Event Handler x

Status ©
Narme' Default-Brute-Force-Account-Login-Attack-FAZ
Description

This handler s to detect if an account login failed many times not followed by a login success for FortiAnalyzer.

Automation Stitch [e]
Data Selector Click to select e
Threshold Duration @ 30

Correlation Sequence

9 a

~ | [NoT_FoLloweD BY v |[5m
“E @ B | Login Success M
Show Raw Config o

Correlation Criteria

Rule Field Match Criteria Rule Field Action
Login Failed 5 Times. + || devia <|[= + | [ Login Success ~ | devid - x4+

Handler Settings.

Event Type Override: Specify an event type, or leave blank to use default value

Event Message @

Event Status Click to select
Allow FortiAnalyzer to choose

Event Severity Medium hd

When creating a new correlation handler, you can add rules using the plus (+) icon in the Correlation Sequence section.

/Add New Correlation Event Handler x
Status ©
Name™
Description
Automation Stitch o )
Data Selector Click to select -
Threshold Duration @ 30

Correlation Sequence

! -+ New Correlation Group

Show Raw Config e )
Correlation Criteria

Rule Field Match Criteria Rule Field Action

+

Handler Settings

Event Type Override Specify an event type, or leave blank to use default value

You can configure the same options in a rule for a correlation handler as in a basic event handler. For example, see a
rule from the default correlation handler below.
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Add New Rule x

Name

Log Device Type FortiGate -

Log Type Event Log (event) -

Log Subtype Any (_any_) -

Group By CSF Name (csfname) v |+
Log Field Match Criteria Value Action

+
Generic Text Filter @
Aggregation Expression COUNT v |>=[1

Rules are added to the correlation sequence in the order that they are created. You can create the rules in the desired
order for the sequence, or re-order them into the correlation sequence after they are created. After creating the rules,
use the dropdown to select other rules created in the correlation handler, thereby changing the sequence order.

> O- Adnﬁn -

Edit Correlation Event Handler x
Status ©
Name* Default-Brute-Force-Account-Login-Attack-FAZ
Description

This handler is to detect if an account login failed many times not followed by a login success for FortiAnalyzer.

Automation Stitch o
Data Selector Click to select v
Threshold Duration @ 30

Correlation Sequence

[SIRF W + New Correlation Group

“# B T |Login Failed 5 Times - [LOWED BY v | 5m
PEom -
Show Raw Config Q +
v Login Failed 5 Times =
Correlation Criteria Login Success
Rule Field Match Criteria Rule Field Action
Login Failed 5 Times v | devid v = v Login Success v devid v x|+

Handler Settings

All rules must be met in correlation sequence to generate an event. You can select from the following options to set the
relationship between each rule in sequence:

« AND

« AND_NOT

« OR

e FOLLOWED_BY (if selected, enter a time limit for the correlation to occur in)

e NOT_FOLLOWED_BY (if selected, enter a time limit for the correlation to occur in)
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> O~ Admm -

Edit Correlation Event Handler x

Status ©
Name* Default-Brute-Force-Account-Login-Attack-FAZ
Description

This handler is to detect if an account login failed many times not followed by a login success for FortiAnalyzer.

Automation Stitch o
Data Selector Click to select -
Threshold Duration @ 30

Correlation Sequence

[SIRF W + New Correlation Group

i [# T Login Failed 5 Times v || NOT_FOLLOWED_BY ~ || 5m
i Login Success AND .
Show Raw Config o) AND.NOT
Correlation Criteria OR
FOLLOWED_BY
Rule Field Rule Field Action
<NOT_FOLLOWED _BY
Login Failed 5 Times « || devid « || Login Success « || devid v+
S —
Handler Settings

You can edit or delete rules within the correlation sequence by using the icons next to the rule. Alternatively, you can
click the edit icon in the rule dropdown to edit its settings.

> O~ oAdnﬂnv

Edit Correlation Event Handler x
Status ©
Name" Default-Brute-Force-Account-Login-Attack-FAZ
Description

This handler is to detect if an account login failed many times not followed by a login success for FortiAnalyzer.

Automation Stitch o
Data Selector Click to select -
Threshold Duration @ 30

Correlation Sequence

Il + New Correlation Group

Login Failed 5 Times - }OWEDiBV v o 5m

Q

&)~

Show Raw Config

v Login Failed 5 Times

Correlation Criteria N
Login Success

Rule Field Match Criteria Rule Field Action
Login Failed 5 Times + | devid - ‘ = « | | Login Success + || devid - ‘ ‘ x H +‘
Handler Settings

In the Correlation Criteria section, you can specify the fields that the event handler will look for to correlate the rules. You
can add multiple correlation criteria, if needed. Each correlation criteria is applied to two rules, using a field from each
rule to correlate the two. The options available in the Field dropdown are determined by the Group By fields configured in
the rules. For example, see the correlation criteria from the default correlation handler.
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= > O~ oAdm‘m o
Edit Correlation Event Handler x
§ L W LOgIN raned > times v | NUI_FULLOWEU BY v | om
“% @ T Login Success M
Show Raw Config o
Correlation Criteria
Rule Field Match Criteria Rule Field Action
Login Failed 5 Times - - - Login Success - devid - X+
Q
H
v Login Failed 5 Times
Login Success Pt type, or leave blank to use default value
E o
= > O~ 0 Admin
Edit Correlation Event Handler x
§ Ly W LOgIN raned > 1imes v | NUI_FULLOWEU BY Vv om
“i & T | Login Success -
Show Raw Config fe )
Correlation Criteria
Rule Field Match Criteria Rule Field Action
Login Failed 5 Times « devid . + | | Login Success + || devid - xl+
Q
Handler Settings
v devid
Event Type Override petrry per It value

Event Message €

Events generated from both basic event handlers and correlation event handlers appear in FortiSoC > Event Monitor.

Data exfiltration detection -7.2.2

The aggregation expression SUM has been introduced to calculate log field values within a certain period. Event

handlers can use the SUM expression to trigger events/notifications when the content of log fields reach a certain
threshold.

This new feature is used to detect data exfiltration attempts.
The Aggregation Expression can be set to SUM when configuring rules for both event handlers and correlation handlers.

For more information about correlation handlers, see Rule based event correlation 7.2.2 on page 28.

To use the SUM aggregation expression in an event handler:

1. Goto FortiSoC > Handlers > Event Handler List, and click Create New.
2. Click Add New Rule.
You can also edit or clone an event handler to edit an existing rule.
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3. From the Aggregation Expression dropdown, select SUM.

22 FortiSoCv

Add New Rule

Member ~ ADOM:root > @~ eadm‘mv

Status ©
Name
Log Device Type FortiGate v
Log Type Traffic Log (traffic) v
Log Subtype Any v
Group By Application Name (app) v +
Log Field Match Criteria Value Action
Clevel(pri) - [ EqualTo v~  Emergency v %X +
[| @
COUNT
COUNT_DISTINCT
v SUM
z

Aggregation Expression SUM v v >= 1 -

4. Enter the following for the Aggregation Expression:

Option Description

Aggregation field Select an aggregation field from the dropdown.
The available options depend on the Log Device Type and Log Type selected
for the rule.

Threshold Enter the threshold value required to satisfy the rule.

When the data from multiple logs reaches this sum threshold, the rule
condition will be satisfied.

Multiplier For some aggregation fields, you can select a multiplier for the threshold
value.

For example, when sentbyte is selected as the aggregation field, you can
select one of the following multipliers:

null (bytes)
Kilo Byte
Mega Byte
Giga Byte
Terra Byte

5. Inthe Aggregation Duration field, enter the number of minutes the logs have to reach this sum in order to satisfy the

rule.

6. Configure the remaining options for the rule and the event handler, as needed.

Example:

Below is an event handler configured to generate an alert when a total of 100MB of data is sent from an endpoint within

30 minutes:
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o Aggregation Expression = SUM

Aggregation field sentbyte
Threshold 100
Multiplier Mega Byte

o Aggregation Duration = 30

FortiSoC v Member ADOM: root > O~ endmin -
Edit Rule x
Status [ o)
Name sentbyte-greater-than-or-equal-to-100MB
Log Device Type FortiGate v
Log Type Traffic Log (traffic) -
Log Subtype Any -
Group By Source Endpoint (endpoint) v +
Log Field Match Criteria Value Action
+
Generic Text Filter @
Y4
Aggregation Expression SUM - sentbyte v >= 100 Mega Byte -

Aggregation Duration €@ 30

Events triggered by this event handler appear in FortiSoC > Event Monitor > All Events. For example, see the image

below.
FortiSoC v Member  ADOM:root  >- @~  (@)acmin -
& Dashboards > B Al Devices + OAll~ " Expand All Show Acknowledged TiRefresh~ & EH~ &
# Outbreak Alerts | Handler="SUM-Handler" [Add Filter (B
S Automation > O # Event Event Type Count  Severity First Occurrence  Handler
B Event Monitor vy ot > 10.2.129.60 (2) £ Traffic 47 Medium An hour ago SUM-Handler
o 2 >192.168.174.219 (2) £ Traffic 379 Medium An hour ago SUM-Handler
By Endpoint > O 3 > 192.168.174.217 (2) £ Traffic 352 Medium An hour ago SUM-Handler
By Threat > O 4 >192.168.174.45 (2) £ Traffic 224 Medium An hour ago SUM-Handler
System Events > O 5 > 10.2.107.41 (2) L Traffic 70 Medium An hour ago SUM-Handler
o o 6 >192.168.50.20 (2) £ Traffic 9297 Medium An hour ago SUM-Handler
= Handlers > O 7 >10.2.0.250 (1) £ Traffic 1042 Medium An hour ago SUM-Handler

*% Threat Hunting
Incidents

Fi:RTINET

Dashboards

This section lists the new features added to FortiAnalyzer for dashboards:

o SD-WAN chart to include more ADVPN shortcut information on page 40

o SD-WAN chart for MOS scoring on page 42
e Add ZTNA dashboard to FortiView on page 46
« |oT visibility on page 49

 Traffic shaping charts 7.2.1 on page 50
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o CASB Apps Access widget 7.2.1 on page 53
o Auto-refresh on FortiSoC dashboard elements 7.2.2 on page 54

SD-WAN chart to include more ADVPN shortcut information

The SD-WAN Interfaces widget is available in FortiView > Monitors > Secure SD-WAN Monitor.

This widget displays the following information for SD-WAN interfaces: IP, Remote Gateway, Sessions, Upload,
Download, Latency (ms), Jitter (ms), and Packet Loss (%). The Upload and Download columns can be used to show
outbound and inbound bandwidth. For a VPN tunnel interface, IP and Remote Gateway are the local IP and Remote
Gateway IP of the VPN tunnel.

To view the SD-WAN interface information:

1. Goto FortiView > Monitors > Secure SD-WAN Monitor.
The SD-WAN Interfaces widget is displayed.

&3 Fortiview v

FortiView Monitors ADOM:root & ea&ninv

® Threats +AddWidget ~ HEditLayout MFGT-6 ~ @ Last 1 Day ~ Apr 03 2022 - Apr 04 2022 DarkMode @B &
= Taffe SD-WAN Interfaces & o 100
i lications & =

Websites Add Filter

18 Compromised Hosts Alnterface P Remote Gateway Sessions Upload Download Latency (ms) Jitter (ms) Packet Loss (%)

~ 4 OL_INET_O 172.2011.6 172.20.10.5 0 18.4 Kbps 8.2 Kbps 0.85 026 0.00
4 OL_INET_.0.0 @ 17220116 172.20.11.7 0 6.1 Kbps 2 Kbps 0.17 0.09 0.00
& SD'VYAN summary ~ 4 OL_MPLS_0 17220.12.6 172.209.5 0 18.4 Kbps 8.2 Kbps 0.84 0.26 0.00
= EZ”;:”O“C 4 OL_MPLS_0.0 ©17220.12.6 172.20.12.7 0 6.1 Kbps 2 Kbps 015 009 0.00
= FortiMail 0 29.7 Kbps 26.6 Kbps 0.13 0.08 0.00
O Endpoints 0 29.7 Kbps 26.6 Kbps 0.14 0.09 0.00
@ VPN 0 0 Kbps 0 Kbps
= WiFi SD-WAN Performance Status

@ FortiClient Software @) (inverse) Device: sn:FGVMO8TM21003684

(nverse)

Inventory
-O- OLINET.0
— 95% - 100% @
@ Shadow IT -O- OLINET 0.0
. 80% - 95%
% Threat (FortiClient) -O- OLMPLS 0 S0% - 80%

OL_MPLS_0_0

#1 Applications & Websites
(FortiClient)

0% - 50%
port2 =

-O- port3
-O- port4
= Traffic (FortiDDoS) 0O~ ports

G2 Endpoints (FortiClient)

2. Ifthereis an expand icon in the row, click the icon to view the ADVPN shortcut information in a row below. The
IP and Remote Gateway are the local spoke IP and remote spoke IP of the shortcut VPN tunnel.
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SD-WAN Interfaces

Add Filter

& Top: 100

Alnterface P
~ 4 OL_INET O 172.20.11.6
£ OLINET.0.0 @ 172.20.11.6

~ 4 OL_MPLS 0 172.20.12.6
2 OL_MPLS_0.0 ©172.20.12.6

4 port2
4 port3
4 portd
4 port5

Remote Gateway Sessions
172.20.10.5

172.2011.7

172.20.9.5

172.20.12.7

Upload
18.4 Kbps
6.1 Kbps
18.4 Kbps
6.1 Kbps
29.7 Kbps
29.7 Kbps
0 Kbps

0 Kbps

The following information is available in the widget:

Interface

Download Latency (ms) Jitter (ms)
8.2 Kbps 0.26

2 Kbps

8.2 Kbps

2 Kbps

26.6 Kbps

26.6 Kbps

0 Kbps

0 Kbps

The name of the interface.
IP The IP address for the interface.

Remote Gateway The remote gateway IP address.

Sessions The number of sessions for the interface.
Upload The upload speed for the interface.
Download The download speed for the interface.

Latency (ms) The latency for the interface.

Jitter (ms) The jitter for the interface.

Packet Loss (%) The packet loss for the interface.
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3. Inthe table chart, you can apply the following filters: Interface, IP, and Remote Gateway.

SD-WAN Interfaces

1

AfFilter Sessions Upload Latency (ms)
P

Interface
6.1 Kbps 2 Kbps
Remote Gateway
o o e i 18.4 Kbps 82 Kbps

4 OL_MPLS_0.0 ©172.20.12.6 172.20.12.7 6.1 Kbps 2 Kbps
4 port2 29.7 Kbps 26,6 Kbps
4 port3 29.7 Kbps 26,6 Kbps

4 portd 0 Kbps 0 Kbps

4 port5 0 Kbps 0 Kbps

SD-WAN chart for MOS scoring

An Audio MOS Score widget is added to FortiView > Monitors > Secure SD-WAN Monitor and FortiView > Monitors >
SD-WAN Summary. These widgets display logs for the MOS (mean opinion score) of voice and video traffic.

MOS is a method to measure the impact network quality has on the quality of a voice call. It is the industry standard for
measuring voice and video quality on a WAN link.

MOS threshold attributes defined for SD-wan health check in order for FortiAnalyzer to display

\‘é’, The FortiGate version must be on version 7.2 or later and have the MOS codec and
- information in the MOS scoring widgets.

To view the Audio MOS Score for individual devices:

1. Goto FortiView > Monitors > Secure SD-WAN Monitor.

2. Click Add Widget, and add the Audio MOS Score widget.
The widget includes a line graph of the MOS score for different codecs for the selected device over a specified time
period.
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= FortiView Monitors ADOM: root % ozdminv

® Threats =+Add Widget ~ [#EditLayout BFGT-6 Last 1 Day ~ Jun 07 2022 - Jun 08 2022 Dark Mode @i &

2 Traffic < >
£ Applications & i)
Websites SD-WAN Bandwidth Overview [E I SD-WAN Performance Status oz
sent (ops)
2 Compromised Hosts Device: sn:FGVMO8TM21003684
25K
€ Secure SD-WAN Monitor 20K -O- port4 B e s
& SD-WAN Summa Recéived (bps) 80% - 95%
v e . . -O-OoLINETO porta
a7 2100 Jam U8 0200 T OB 0700 Tam 081 2:0 .
i ZTNA BKOy TE00 AO7 2100 Jan U8 0200 Jun 08 0700 Jun U8 12:00 ports . 50% - 80% :
15K 0% - 50%
FortiSandbox (] 10K ~O-oLMAs 0 LINET 0
Detections o -O- port3 ! I
& FortiMail @ ' i i O nu f i
3 Endpoints.
@ VPN
Top SD-WAN SLA Issues O Top: 10 - § Audio MOS Score o i
2 WiFi
Interface Q Go Sort By: Jitter
@ FortiClient Software
Inventory MOS Score -O- 9711 -O-g722 -O- 9729
5 722 Max-MOS Score: 4.5
® loT |—ﬁ§"(‘)533m§ 4
@ ShadowIT @ =( Y
:00ME. Jitter 3
® Threat (FortiClient) ~~ 0ms 0.1ms 0.2ms 03ms b.4ms B

2 Applications & Websites 1

0
2022-06-07 16:00:00 2022-06-07 23:30:00  2022-06-08 07:00:00 22-06-08 14:30:00

(FortiClient)
° v 202206
. v

3. Click a codec in the legend to make it appear/disappear on the chart.
Greyed-out interfaces on the legend do not appear on the chart.

Audio MOS Score

MOS Score -O-g722 -O- g729

9722 Max MOS Score: 4.5

0
2022-06-07 16:00:00 2022-06-07 19:30:00 2022-06-07 23:00:00 2022-06-08 02:30:00 2022-06-08 06:00:00 2022-06-08 09:30:00 2022-06-08 13:00:00

4. Hover your cursor over the chart to see a summary at that point.
This summary includes the MOS score and the VolP quality at that time. VoIP quality is divided into levels based on
MOS scoring: Excellent=4.3-5.0, Good =4.0-4.3, Fair=3.6-4.0, Poor=3.1-3.6,Bad=2.6-1.0.

Audio MOS Score

MOS Score

O-g711 -O-g722 -O- 729

9722 Max MO Score: 4.5

2022-06-08 00:30:00

® g711

MOS Score: 4.4 (Max: 4.4)
VolP Quality: Excellent

® g722

MOS Score: 4.5 (Max: 4.5)
VolP Quality: Excellent

® g729

MOS Score: 4.1 (Max: 4.1)
VolP Quality: Good

0
2022-06-07 16:00:00 2022-06-07 19:30:00
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To view the Audio MOS Score across all devices:

1. Go to FortiView > Monitors > SD-WAN Summary.
2. Click Add Widget, and add the Audio MOS Score widget.
The widget includes a line graph of MOS score per device on the network.

FortiView Monitors ADOM:root o eadminv

® Threats = Add Widget [#iEdit Layout B All Devices v © Last 1 Day v Apr 03 2022 - Apr 04 2022 Dark Mode@® &

= Traffic

SD-WAN Health Overview [}
Critical Alerts Devices
0 S

Top SD-WAN SLA Issues @ Top: 10

i Applications & 0

§ Interface Q. GO Sort By: Jitter .
Websites

1= Compromised Hosts

€2 Secure SD-WAN Monitor

2 SD-WAN Summary

B FortiSandbox )
Detections

Major Alerts Devices 2 Healthy Devices
1 Device [ I

& FortiMail @
&2 Endpoints

© VPN

= WiFi Top SD-WAN Applications BB Top: 5 H Audio MOS Score

@ FortiClient Software
Inventory

-O- FGT-6 -O- FGT-7

FGT=6'Max MOS Score:4:5

@ ShadowIT @

'$* Threat (FortiClient)

22 Applications & Websites
(FortiClient)

G2 Endpoints (FortiClient)

2 Traffic (FortiDDoS) @

2 Traffic (FortiFirewal) @ 2-04-03 15:00:00

VN a

3. Click a device in the legend to make it appear/disappear on the chart.
Greyed-out devices on the legend do not appear on the chart.

Audio MOS Score

-O- FGT-7

FGT-6 Max MOS Score: 4.5

2022-04-03 22:30:00 2022-04-04 2022 30:0( 2022-04-04 09:00:00
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4. Hover your cursor over the chart to see a summary at that point.
This summary includes the MOS score and the VolP quality at that time.

Audio MOS Score

MOS Score -O- FGT-6 - FGT-7

5

FGT-6 Max MOS Score: 4.5

2022-04-03 23:30:00

® FGT-6

MOS Score: 4.5 (Max: 4.5)
VolIP Quality: Excellent

® FGT-7
MOS Score: 4.5 (Max: 4.5)
VolIP Quality: Excellent

2022-04-03 22:30:00 2022-04-04 02:00:00 2022-04-04 05:30:00 2022-04-04 09:00:00 2022-04-04 12:30:00

To configure the FortiGate MOS codec and threshold in health check settings:

1. Access the FortiGate CLI.

2. Enter the following commands:
config system sdwan
config health-check
edit <name>
set server {string}
set sla-fail-log-period {integer}
set sla-pass-log-period {integer}
set members <seg-numl>, <seg-num2>,
set mos-codec [g711|g722]|...]
config sla
edit <id>
set link-cost-factor {optionl}, {option2},
set mos-threshold {string}
next
end
For example:
config system sdwan
config health-check
edit "test dc"
set server "10.200.1.1"
set sla-fail-log-period 15
set sla-pass-log-period 15
set members 1 2
set mos-codec g722
config sla
edit 1
set link-cost-factor latency jitter packet-loss mos
set mos-threshold "2.0"
next
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end

Add ZTNA dashboard to FortiView

A ZTNA dashboard is added to FortiView > Monitors, providing visibility to ZTNA metrics.

This dashboard includes the following widgets:

« Statistics: Displays the blocked sessions/total sessions, blocked users/total users, and blocked devices/total
devices. The percentage of blocked sessions, users, and devices displays within their donut chart.

FortiView Monitors ADOM:root & £ 3 eadmin

® Threats +AddWidget ~ FEditlayout AllDevices ~ @ Last 1 Hour v 14:37 - 15:37 DarkMode @B &}

2 Traffic

£ Applications & Websites Statistics o

iE Compromised Hosts

& Secure SD-WAN Monitor >

€ SD-WAN Summary o48% 1429 / 15079
® Blocked Sessions

ZTNA

FortiSandbox Detections

& FortiMail
& Endpoints
@ Fabric State of Security 31.25% 10732

® Blocked Users
B VPN
= WiFi

@ FortiClient Software

Inventory
® loT
9 9/26
@ Shadow IT 3a62% i
@ Shadow ® Blocked Devices

$* Threat (FortiClient)

£ Applications & Websites

o ZTNA Device Tags: Displays the total number of device tags.

£72 Fortiview v = FortiView Monitors ApoMiroot & 3 (@ admin v

® Threats +AddWidget ~ [Editlayout MAllDevices ~ @ Last 1 Hour ~ 14:37 - 15:37 DarkMode @B &

2 Traffic

£ Applications & Websites

ZTNA Device Tags x4

= Compromised Hosts
& Secure SD-WAN Monitor
€3 SD-WAN Summary

r: 26

B FortiSandbox Detections )
Device Tags

FortiMail

3 Endpoints

@ Fabric State of Security

o Known Devices with Failed Posture Check: Displays the number of known devices with failed posture check by
user. Mouse over the donut chart to display the related number devices and its percentage of the total in a tooltip.

23 FortiView v = FortiView Monitors ADOM:root & £ 3 oadmin

® Threats +AddWidget  [EditLayout M AllDevices v O Last 1 Hour v 14:37 - 15:37 DarkMode @B &
2 Traffic
£ Applications & Websites Known Devices with Failed Posture Check G Top:5 « &
= Compromised Hosts
VANOOT (16) @ DESKTOP-B28FUGF
€ Secure SD-WAN Monitor VANT1 (16)
VAN 148) @ wanopt-win10
&3 SD-WAN Summary wanopt-win10 (240) @ VANTT1
ZTNA VAN1

FortiSandbox Detections ©® DESKTOP-B28FU6F: 1.4k(81.23%) @ VANOO1

FortiMail
&2 Endpoint: \— DESKTOP-B28FUSF (1385)
ndpoints

o Top Users by Connections: Displays the number of allowed and blocked sessions per user. Mouse over the bar
chart to display the number of allowed and blocked sessions for that user in a tooltip.

FortiAnalyzer 7.2.0 New Features Guide
Fortinet Inc.



Security Operations (SOC)

S5 FortiView v = FortiView Monitors ADOM:root & 0 3 Oadminv

® Threats 4+ Add Widget [#i Edit Layout

2 Traffic -

B AllDevices ~ @ Last 1 Hour + 14:37 - 15:37 DarkMode @B &

£ Applications & Websites Top Users By Connections O Tops v
£ Compromised Hosts

3 Secure SD-WAN Monitor Allowed Blocked

€ SD-WAN Summary

FortiSandbox Detections 0 ‘

Allowed: 14407

=) il
& FortiMai Blocked: 1338

& Endpoints

@ Fabric State of Security
© VPN

= WiFi

o Public Cloud Business Apps Access: Displays the top three public cloud business apps, including a description and
the number of blocked/allowed sessions for each app.

273 FortiView v = Fortiview Monitors ADOM:root & 03 oadminv

L idget 7 Edit Layout M All Devices ~ st 1 Hour ~ 14:37 - 15 ark Modef 2
@ Threats + Add Wid [ Edit La & Al D O Last 1 Hour - 14:37 - 15:37 Dark Mod e

2 Traffic

58 Applications & Websites Public Cloud Business Apps Access &
i& Compromised Hosts Top 3 Public Cloud Business Apps Blocked / Allowed
& Secure SD-WAN Monitor ")

Facebook 14770

An online social media and social networking service
€ SD-WAN Summary s

2QQ 0/42
QQ. also known as Tencent QQ. is an IM software developed by Tencent.

ZTNA
FortiSandbox Detections 2 Gl -
FortiMail Google email service

&2 Endpoints

» Policy Overview: Displays the top five violated policies, including the total number of blocked/allowed sessions. This
widget also displays the number of blocked sessions per policy.

= FortiView Monitors ADOM:root &2 L 3 eadmln

@ Threats B }AddWidget [Editlayout SAllDevices v  © Last1 Hour v 14:37 - 15:37 DarkMode @B &

2 Traffic
£ Applications & Websites Policy Overview [}
T Compromised Hosts Violated Policies 611/23901
€ Secure SD-WAN Monitor -

&3 SD-WAN Summary

Top 5 Violated Policy Blocks #
L
ZTNA R1 451

FortiSandbox Detections

ri11 100

FortiMail
1002 20

End 1t
© Endpoints o0t 2
@ Fabric State of Security 12 20

S VPN

» Private & Public Applications Access Failure History: Displays the private and public applications with failed access
history. Mouse over the line chart to view the number of access failures per app in a tooltip.

FortiView Monitors

@ Threats +AddWidget ~ FiEditLayout SAllDevices ~  © Last1 Hour ~ 15:05 - 16:05

2= Traffic

plications & Websites

Private & Public Applications Access Failure History x4
mpromised Hosts \
) Secure SD-WAN Monitor e -O- Facebook -O- ZTNA ST -O- s1 52 -O-s3 -O-ztnasl 15:50
® Facebook : 2
 SD-WAN Summary - ® ZTNA S1:205
= / ®s1:6
4 s2:6
B FortiSandbox Detections ®s3:4
€ FortiMail / © ztnasi: 44
©J Endpoints [ =~

@ Fabric State of Security

o Connection Attempts: Displays the number of allowed and blocked sessions within the selected time range. Mouse
over the bar chart to display the number of allowed and blocked sessions at that specific time in a tooltip.
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= FortiView Monitors ADOM:roct & £ 3 Qadminv

® Threats B FAddWidget [HiEditLayout SMAllDevices~ O Last1Hour v 15:13- 16:13 DarkMode @B &

2 Traffic

i Applications & Websites Connection Attempts °

= Compromised Hosts

€ Secure SD-WAN Monitor o @ Allowed (29994) Blocked (3141)
) SD-WAN Summary o o
ZTNA 25k
I FortiSandbox Detections 2.0k
FortiMail k
&3 Endpoints k
@ Fabric State of Security W Allowed: 2494
& VPN . Blocked: 265

= WiFi

o Users: Displays the number of allowed and blocked users within the selected time range. Mouse over the bar chart
to display the number of allowed and blocked users at that specific time in a tooltip.

= FortiView Monitors ADOM:root & 03 eadmlnv

® Threats +AddWidget  [FEditlayout MAllDevices v @ Last 1 Hour~ 15:13 - 16:13 Dark Mode @

2 Traffic -
Users [

£ Applications & Websites
i Compromised Hosts @ Allowed (285) [ Blocked (130)
& Secure SD-WAN Monitor
€ SD-WAN Summary
ZTNA

. FortiSandbox Detections

& FortiMail
&2 Endpoints
@ Fabric State of Security
© VPN = Allowed: 22
Blocked: 10
2 WiFi . 555 6

= e

& FortiClient Software
Inventory

o Private Apps Access: Displays the number of allowed and blocked sessions per access proxy. Mouse over the bar
chart to display the number of allowed and blocked sessions for that access proxy in a tooltip.

= Fortiview Monitors ADOM:root & £ 3 o:dminv

® Threats +AddWidget ~ iEditlayout MAllDevices - O Last 1 Hour~ 15:13 - 16:13 DarkMode @B &

2 Traffic -
Private Apps Access O Top:5 v}

£ Applications & Websites

i& Compromised Hosts @ Allowed Blocked

& Secure SD-WAN Monitor

€3 SD-WAN Summary P

ZTNA

B FortiSandbox Detections tna s’  Allowed: 27327

FortiMail Blocked: 2404
2 Endpoints

@ Fabric State of Security

G VPN

= WiFi

2 FortiClient Software Sessions
Inventory 0 5.0k 0.0k 5.0k 20.0k 25.0k 30.0k

o Bandwidth Trends: Displays the bandwidth trends in the selected time range. Mouse over the line chart to display
the bandwidth at that specific time in a tooltip.

272 Fortiview v = FortiView Monitors ADOM:root & [ 3 eadminv

® Threats B +AddWidget  [Editlayout MAllDevices~ O Last 1 Hour v 15:13- 16:13 DarkMode @B &

2 Traffic

Bandwidth Trends o

£ Applications & Websites

i Compromised Hosts idth Bandwidth

& Secure SD-WAN Monitor

€3 SD-WAN Summary
ZTNA

B FortiSandbox Detections

FortiMail

&I Endpoints

i i 10.0M -
@ Fabric State of Security 1555
S VPN Bandwidth : 25.0M
5.0M

= WiFi

@ FortiClient Software 0
Inventory
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« User Overview: Displays the top five high risk users, including their combined blocked/total sessions and the total
number of blocked sessions per user.

272 Fortiview v = Fortiview Monitors ADOM:root & 03 eadmin

® Threats +AddWidget  FiEditLayout SAllDevices ~ @ Last1 Hour - 15:13 - 16:13 DarkMode@B &
2 Traffic

£ Applications & Websites

User Overview x4}

= Compromised Hosts

€ Secure SD-WAN Monitor High Risk Users 2915/30627
O

€ SD-WAN Summary

FortiSandbox Detections ec_frank118 2092
& FortiMail qa 377
2 Endpoints 10.1.100.118 206
@ Fabric State of Security jyhao 120
& VPN ul@idp.devaa.com 120

« Devices: Displays the blocked and allowed session number of the devices. Mouse over the donut chart to display
the allowed session number or blocked session number, including the percentage in a tooltip.

73 FortiView v = FortiView Monitors ADOM:root & 03 Oadminv

® Threats 4+ Add Widget [#iEdit Layout B All Devices ~ © Last 1 Hour v 15:13 - 16:13 Dark Mode @) =

2 Traffic -

£ Applications & Websites Devices .
= Compromised Hosts

& Secure SD-WAN Monitor Allowed
€ SD-WAN Summary Blocked

LR
B FortiSandbox Detections Blocked (9)

& FortiMail

2 Endpoints 26 Allowed: 17(65.38%)

@ Fabric State of Security

S VPN
Allowed (17)

= WiFi

@ FortiClient Software
Inventory

@ loT

loT visibility

A dashboard is added to FortiView > Monitors for internet of things (loT) device activity in FortiAnalyzer. 0T devices
include smart devices, such as Amazon Echo.

This feature requires an loT detection service license on FortiGate. Disable 1ocal-sig on FortiGate and configure the
FortiGate to send logs to FortiAnalyzer so they are visible on the IoT dashboard.

To use the loT dashboard:

1. Goto FortiView > Monitors > loT.

2. From the Device dropdown, select the devices to filter the dashboard, as needed.

3. From the Time dropdown, select the time period to filter the dashboard, as needed.
The loT Inventory widget displays the total number of IoT applications installed. This widget also includes a table of
the Top IoT by # Hosts, which displays the top applications' name and host count.
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= FortiView Monitors ADOM:pm17350 (& | A admin v

+AddWidget  [Editlayout MAlDevices ~  © Last 180 Days v DecO012021 - May 30 2022 DarkMode @B &

16T Inventory B Top: 100 v §

Total 6T Installed

5

Top IoT by # Hosts.

ER N ]
] I

2

3

Example: srcip=172.1

T @ B &

]

Application ¥ Host Count
Amazon Echo

Nest Cameras

Ring Hue Bridge

0
1
2
3 Ring Doorbell
4
5

WeMo Smart Plug.

srchuvendor-Amazon’ srchuversion='Echo’ devtype='IoT Ta ©
# v Date/Time Device ID Action User Destination IP Service Application Sent/Received Security Event List
1 02-1017:09 FWFS1ETKOO0000... v NS NS 6108/283
2 02-1017:09 FWFS1ETK000000... v/ HTTPS HTTPS 226 KB/827.
3 02:1017:09 FWF61ETK000000... v/ NS NS 7608/124
4 02-1017.09 FWFS1ETKO00000... v NS s 7608/00K8 1
5 02101708 FWF61ETK000000... v/ HTTPS HTTPS 1147 KB/5.
6 02-10 1708 FWFS1ETKOO0000... v s ons 7508/351
7 02-1017:08 FWFS1ETK000000... v/ HTTPS HTTPS 37KE/7.4KB
8 02101708 FWF61ETK000000... v/ HTTPS HTTPS 654.1KB/BL.. 0
5 02-10 1708 FWFS1ETKO00000... v NS NS 760 8/124
2
1 02-10 1708 FWF61ETK000000... v/ =6858 DNs NS 6108/77.08 |
12 02101708 FWFS1ETKO00000.. v/ 96454545 DNs s 6108/00K8 1
13 02101708 FWF61ETK000000... v/ none 1ok587.27 HTTPS HTTPS 29KB/7.9KB
14 02-10 1708 FWFS1ETKO00000... v none 88838 NS NS 7608/124
15 02101708 FWF61ETK000000... v/ none 454545 NS NS 760B/00KB 1
16 02-10 1708 FWF61ETK000000... v/ HTTPS HTTPS 3.4KB/7.7KB
7 02-1017:07 FWFS1ETKO00000... v/ NS s 6208/406
18 02101707 FWF61ETK000000... v/ 96454545 DNs DNs 7508/312
19 02-10 1707 FWFS1ETKO00000... v 96454545 NS NS 7508/347.
2 02101707 FWF61ETK000000... v/ 182141806 HTTPS HTTPS 141KB/63...1
2 02-10 1707 FWF61ETK000000... v/ 182141806 HTTPS HTTPS 145KB/65 .1
2 02-10 1707 FWFS1ETKO00000... v 182141806 HTTPS TIPS 164KB/64..1
o Local Threat Rescarch 2 02-101707 FWF61ETK000000... v/ none 182141806 HTTPS HTTPS 141KB/65...1
2 02-10 1707 FWF61ETKO00000... v/ none 182141806 HTTPS HTTPS 147 KB/65 .1
& Archive >
2 Total logs for analytics: 116 days 9 hours. 50 v items per page B: s + 5 0 ~o2secod

Traffic shaping charts -7.2.1

The Traffic Shaping Monitor dashboard is added to FortiView > Monitors.
This dashboard includes the following widgets:

» Bandwidth: Displays the bandwidth of traffic shapers over time in a line chart.
o Top Applications and Traffic Shaping: Displays the traffic volume and dropped bytes for the top applications in a
stacked bar chart.

« Dropped Bytes Over Time Per Shaper: Displays the dropped bytes for different traffic shapers on a selected
interface over a period of time in a line chart.

\‘é’, To use the Traffic Shaping Monitor, you must configure per-IP traffic shaper and shared traffic

shaper on the FortiGate device. Then, configure a traffic shaping policy. For more information,
see the FortiGate Administration Guide.

To use these widgets, go to FortiView > Monitors > Traffic Shaping Monitor.
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FortiView v FortiView Monitors ADOM: Lab_FGT & A admin v

® Threats +Add Widget ~ [#Edit Layout B AIl FortiGate ~ wan1 (FGT91E-3) ~ @ Last 1 Day ~ May 24 2022 - May 25 2022 Dark Mode @ &

= Traffic
## Applications & Websites Bandwidth (K. Top Applications and Traffic Shaping M Top: 5 « %

i& Compromised Hosts Bandwidth Bandwidth

€D Secure SD-WAN Monitor @ Application Traffic Dropped Bytes.

Bytes

€ SD-WAN Summary

€ Traffic Sh Monitor

i ZTNA

FortiSandbox Detections
3 Endpoints
@ Fabric State of Security

May 241400  May2419:00  May250000  May 25 05:00

@ VPN Dropped Bytes Over Time Per Shaper o
= WiFi More Details
® loT

Bytes ~O- low-priority4 ~O- medium-priorityd ~O- per-ip-shaper4
1% Local System Performance 38MB
'$ Global Threat Research 29 MB
% Local Threat Research 19 ME

test

A\

09:00 May 24 11:30 May 24 14:0 May 24 16:30 May 24 19:00 May 242 y 25 00: May 2 ]

test2

keyboard ° v

From the toolbar, select the devices, the traffic shaping interface, and a time range for the monitor. In the image below,
the user selects wan1 (FGT91E-3) as the traffic shaping interface.

So= FortiView v = FortiView Monitors ADOM: Lab FGT & A admin v

® Threats

+AddWidget ~ iEditlayout Al FortiGate ~ @ wan1 (FGT91E-3) v @ Last 1 Day ~ May 24 2022 - May 25 2022 Dark Mode @ &

2 Traffic [ Y ]

licati Websit Bandwidth d Traffic Shapit M Top: 5 « %
pplications & Websites andwit an (SD-WAN) (FWF61E-2) and Traffic Shaping fop:

Compromised Hosts Bandwidth internal (FGT91E-3)

Bandwidth|
€ Secure SD-WAN Monitor 50 Kbps 1 wan1 (SD-WAN) (FWF61E-2) @ Application Traffic Dropped Bytes
. dmz (FGT91E-3)
@ SD-WAN Summary e wan2 (SD-WAN) (FWF61E-2)
¢ Traffic Shaping Monitor 30 Kbps v wan1 (FGT91E-3)
§ wan2 (FGT91E-3) ——
0 7TNA 20 Kbps > . c
B FortiSandbox Detections 10Kbps - -
. 0Kbps
3 Endpoints May 240000  May24 1400  May341900  May250000  May 250500
@ Fabric State of Security
@ VPN Dropped Bytes Over Time Per Shaper o i
= WiFi More Details
® loT
Bytes ~O- low-priority4 O~ medium-priority4 ~O- per-ip-shaper4.
2 Local System Performance 38MB
%" Global Threat Research 29M8
%" Local Threat Research 19M
test 976.6 KB /\
test2 0.0 K

May 24 09:00 May 24 11:30 May 24 14:00 May 24 16:30 May 24 19:00 May 24 21:30 May 25 00:00 May 25 02:30

keyboard ° v

To use the Bandwidth widget:

1. Todisplay the bandwidth at a specific time in a tooltip, mouse over the line chart.

Bandwidth

Bandwidth Bandwidth
50 Kbps

0 Kbps
May 24 09:00 May 24 11:30 May y May 24 19:00

You can also click the bandwidth icon in the legend to hide/show the corresponding line in the chart.
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To use the Top Applications and Traffic Shaping widget:

1. From the Top dropdown, select the number of top applications (5/10/15/20) to display in the widget .
The widget displays the top five applications by default.

2. Todisplay a summary of application traffic and dropped bytes in a tooltip, mouse over the stacked bar chart.

Top Applications and Traffic Shaping

@ Application Traffic (1) Dropped Bytes

Application: DNS

Application Traffic: 45.3 M8

Dropped Bytes: 534 MB

Application Traffic and Dropped Bytes can be hidden/shown in the bar chart by click the corresponding icon in the
legend.

3. Todisplay the Application Users table view, click a bar in the chart.
This view includes a summary of the application traffic, including the number of sessions and bytes (sent/received)

® Threats ~
= Traffic Top Applications and Traffic Shaping >  Application Userss €
£ Applications & Websites dstintf=wanl app_group=DNs oT 0 B B
£ Compromised Hosts
Summary
€D Secure SD-WAN Monitor Application: DNS

Application Traffic: 45.3 MB
Dropped Bytes: 53.4 MB

€ SD-WAN Summary

¢ Traffic Shaping Monitor

£ ZTNA #  User Name 13 Sessions Bytes (Sent/Received)
B FortiSandbox Detections 1 4078 E—— 190.8KB/342.8KB =
O Endpoints 2 2783 e— 2062KB/289.3KB
@ Fabric State of Security 3 1993 1317 KB/186.0KB 'm
4 905 m— 1282KB/1485KB 'm
@ VPN
5 368 mm 924.6 KB/2.3MB ——
= WiFi
® lor

% Local System Performance
% Global Threat Research
% Local Threat Research
test

test2

keyboard ° v

4. To return to the widget, click Top Applications and Traffic Shaping.
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To use the Dropped Bytes Over Time Per Shaper widget:

1. Todisplay a summary of dropped bytes per shaper in a tooltip, mouse over the line chart.

Dropped Bytes Over Time Per Shaper [CI

More Details

O~ low-priority4 ~O- medium-priority4 ~O- per-ip-shaper4

May 24 21:30
® low-priority4: 0.0 KB
® medium-priority4: 2.7 MB

® perip-shaper4: 115.0 B

2. Click a shaper in the legend to hide/show it in the line chart.
Greyed-out shapers in the legend are hidden in the line chart.
3. Click More details to display the Traffic Shaping Policy Hits table view.
This table includes the total sessions and bytes (sent/received) by shaping policy.

® Threats ~

= Traffic Dropped Bytes Over Time Per Shaper > Traffic Shaping Policy Hitsv €)

88 Applications & Websites dstintf-wani oT 0 B B
12 Compromised Hosts #  ShapingPolicy  SourceInterface  Shared Shaper  Reverse Shaper  PerlPShaper  Service  Applications Sessions Bytes (Sent/Received)

& Secure SD-WAN Monitor 11 wan2 per-ipshaperd  HTTPHTTPS HTTP  HTTPS 102721 W 199.5MB/15GB  /mem
@ SD-WAN Surmmary 2 3 wan2 medium-priority4  medium-priority4 DNSSMTPS DNs  sMTps 10,627 | 20.3MB/26.6MB

I ——— 3 2 wan2 low-priority4 low-priority4 FTP FTP 1 | 13KB/14KB

€ Traffic Shaping Monitor

i ZTNA

FortiSandbox Detections
©J Endpoints

@ Fabric State of Security
@ VPN

= WiFi

® loT

% Local System Performance
% Global Threat Research
% Local Threat Research
test

test2

keyboard ° v

4. To return to the chart, click Dropped Bytes Over Time Per Shaper.
Note that shared shapers, reverse shapers, and per-ip shapers are supported in this widget.

CASB Apps Access widget -7.2.1

The new CASB Apps Access widget is added in FortiView > Monitors > ZTNA.

This widget lists the top 10 inline CASB applications, including a count of the Blocked / Allowed sessions per application.
The CASB application name in this chart is the "saasname" in ZTNA traffic logs.
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£ FortivView = FortiView  Monitors ADOM:root > @~ L3 ~ eadminv

® Threats +4AddWidget ~ [FEditlayout Al Devices ~ @ Last 1 Day~ Aug 152022 - Aug 16 2022 DarkMode @ &
2 Traffic
35 Applications & Websites CASB Apps Access ]
=C ised Host:
= Tompromped st Top10CASBApps  Blocked / Allowed
@ Secure SD-WAN Moni
200m-app 90/ 141
SD-WAN Summa
@ ey dropbox-app 125/84

3¢ Traffic Shaping Monitor

. ZTNA i

B FortiSandbox Detectio...
@ FortiMail
©J Endpoints

Auto-refresh on FortiSoC dashboard elements -7.2.2

An auto-refresh dropdown is added to all FortiSoC dashboard, including Playbooks, Incidents, and Events. From each
dashboard toolbar, the auto-refresh interval can be set to:

o Every 10 Seconds

o Every 30 Seconds

« Every 1 Minute

o Every 5 Minutes

e Manual Refresh

By default, the auto-refresh interval is set to Manual Refresh. With this setting selected, you must click Refresh in the
toolbar to refresh the dashboard when needed.

When another auto-refresh interval is selected, the dashboard will automatically refresh at the interval time.
Alternatively, you can click Refresh to refresh the dashboard before the interval time is reached.

See below for images of the auto-refresh dropdown in the FortiSoC dashboards:

e FortiSoC > Dashboards > Playbooks

Dashboards

Playbooks Playbook Summary Playbooks Executed Every 10 Seconds

Incidents Every 30 Seconds
Events
vents Total Playbooks Executed

i Every 1 Minute
# Outbreak Alerts

< Automation > 34

W Event Monitor > vManual Refresh

Very 5 Minutes
i= Handlers >
% Threat Hunting

@ Incidents Total Playbook Actions Executed

72

Total Executed Playbooks and Actions Trend

* Playbooks - Actions

e FortiSoC > Dashboards > Incidents
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Playbooks

Events
# Outbreak Alerts
€ Automation
W Event Monitor
i Handlers
 Threat Hunting
[ Incidents

© Dark Mode & Refresh v

Total Incidents Unsolved Incidents

Total Incidents

Incidents Timeline

« Uncategorized

e FortiSoC > Dashboards > Events

Every 10 Seconds

Every 30 Seconds

Every 1 Minute

Every 5 Minutes

“Manual Refresh

Playbooks
Incidents.

Event Summary Top Events by Type

Total Events Generated

# Outbreak Alerts
< Automation
| Event Monitor
= Handlers

% Threat Hunting

[ Incidents

Others

1088
0

Total Events Unha

16

Events by Severity Top Events by Handler
Medium
= High

Events by Severity)

© Dark Mode & Refresh v

Every 10 Seconds

Every 30 Seconds

Every 1 Minute

Every 5 Minutes

“Manual Refresh

This section lists the new features added to FortiAnalyzer for other topics related to security operations:

« Rename Outbreak Alerts Service to Outbreak Detection Service on page 55

Rename Outbreak Alerts Service to Outbreak Detection Service

The Outbreak Alerts Service in FortiAnalyzer is renamed to Outbreak Detection Service. See examples from the GUI
and CLI below.

B Fortinalyzer Fabric

& Logging Topology
@ All ADOMs

© storage Info

© Network

& HA

2 Admin >

6@ Certificates >

& Log Forwarding
Fetcher Management
8 Event Log

2 Task Monitor

B Advanced >

Toggle Widgets v

System Information @& % License Information
Host Name FAZVM64 @ EVMS License
Serial Number FAZVMSTM22000673 @ ADOM License
Platform Type FAZVM64, & FortiCloud
HAStatus Standalone © FortiGuard
System Time Mon May 30 09:24:46 2022 PDT =)
Firmware Version V7.2.1-build1165 220526 (Interim) & [ roAS license
S 2a
System Configuration Last Backup : N/A 22 | g securityOperations
Current Administrators admin / 1in total 8
2 Logging
Up Time 2 days 21 hours 14 minutes 18 seconds
Administrative Domain «©
& Storage Connector Servi
Operation Mode L Colecto

4O Undate Server
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oex
© VMS License w4 s
ONo License (5 Used / 5 Total) -
O Registered
Indicators of Compromise .. Licensed (Expires 2023-02-14)
Server Location =5 Servers located in US only =]
Outbreak Detection Service @ Licensed (Expires 2023-02-14)
$0C service Licensed (Expires 2023-02-14)
Devices/VDOMs 42/10,000(04%)
GB/Day @ 0.0/500(0.0%) a2
Cloud © No License -

AntiVis and IPS 122497 14 (8= Ashhum Vireinia United States)
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There is no change to functionality for this service. The FortiAnalyzer Outbreak Detection Service is a licensed feature
that allows FortiAnalyzer administrators to view outbreak alerts and automatically download related event handlers and
reports from FortiGuard. When FortiAnalyzer has a valid license for the Outbreak Detection Service, outbreak alerts from
Fortinet are displayed in FortiSoC > Outbreak Alerts from any ADOM.

@ Dashboards ~

9% Playbooks seereh Q -
Fortinet Outbreak Alert
& Events HermeticWiper Malware

Win32k Privilege Escalation

€ Automation v WinHTTP Protocol Stack RCE

“ Connectors AD Privilege Escalation . Dea rC ry Ra n SomWa re
% Playbook Logdj2 Vulnerability
QJ Playbook Monitor Zoho Exploit

G2 Event Monitor v

Windous intaler Zer-Day Targeting the MS Exchange Exploit

@ All Events hitps:/ftwitter. 7459076
Emotet Malware

18 By Endpoint >

VMWare vCenter vulnerabilities Following initial compromise of the MS Exchange system, the attacker can execute the primary
® ByThreat P N L y
Yy Threat > REvil Ransomware jective. From ring these , @ new family of ransomware has been detected. The
B System Events > threat is known as DoejoCrypt or DearCry.
Kaseya VSA Attack
2 Custom View (4) >
DarkSide
= Threat Hunting
DearCry Rar
Incidents Earliest detection of the MS Exchange vulnerability is covered in the MS Exchange Outbreak report.

Microsoft Exchange

SolarWinds Announced

To view outbreak event handlers and reports:

1. Goto FortiSoC > Handlers > Event Handler List.
Event handlers created by the FortiAnalyzer Outbreak Detection Service are displayed with the Outbreak Alert
prefix.

@ Dashboards ~ + CreateNew [# Edit B Delete % Clone  Morev Q
9 Playbooks Q¥ Status Name Filters Devices SendAlertto  Events Included Subnets  Excluded Subnets
& Incidents i ——————— ——— _
 evenss Outbreak Alert - VMware.vCenter Vulnerability Detection >2Filters  All Devices
£ Outbreak Alerts Outbreak Alert - HermeticWiper Malware Event-Handler >4Filters  All Devices
< Automation ~ Outbreak Alert - DarkSide Ransomware Detection > 11Filters  All Devices
 Connectors Outbreak Alert - MS Exchange-HAFNIUM Attack Detection >5Filters  All Devices
% Playbook Outbreak Alert - Big-IP Attack Detection > 2Filters All Devices

&3 Playbook Monitor

(] Outbreak Alert - REvil Ransomware Detection > 3 Filters All Devices

G2 Event Monitor v
€ All Events

Outbreak Alert - DearCry Ransomware Detection > 3 Filters All Devices

Outbreak Alert - Emotet Malware Event-Handler > 4Filters All Devices
18 By Endpoint >
Outbreak Alert - Windows Installer Zero-Day Event-Handler > 3 Filters All Devices

Outbreak Alert - Zoho Exploit Event-Handler > 3 Filters All Devices

Outbreak Alert - Logaj2 Vulnerability Event-Handler >2Filters  All Devices

® ByThreat >
B System Events >

2 Custom View (4) >

= Handlers v Outbreak Alert - AD Privilege Escalation Event-Handler > 2Filters All Devices

Sl s indows HTTP Protocol Stack RCE Event-Handler >4Fiters  All Devices

= FortiGate Event Handlers
& Threat Hunting

Incidents
> 3 Filters Al Devices

Outbreak Alert - SolarWinds Compromised Host Detection > 18Filters  All Devices

O ©  Unique Count IP_PortScan > 1 Filter All Devices 18

2. Goto Reports > All Reports.
The Outbreak Alert Reports folder includes available reports from the FortiAnalyzer Outbreak Detection Service.
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BS Generated Reports | Show Scheduled Only

& Report Definitions v ATitle
SR ® Wi Application
B Templates (@B Detailed User Report.
(@& FortiClient Report
Il Chart Library @

£ Macro Library

§= Datasets @
£¥ Advanced v

N Language

2 Output Profile

[ Report Calendar

0 @kwe
O B 360-Degree Security Review English
O B Admin and System Events Report English
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Log and Report

This section lists the new features added to FortiAnalyzer for logs and reports:

» Logging on page 58
» Reports on page 69
e Others on page 93

Logging

This section lists the new features added to FortiAnalyzer for logging:

o Summary dashboard for event logs on page 58

» Log caching enhancement on page 62

» FortiNDR logging and reporting enhancements 7.2.1 on page 64
« Security events consolidated page 7.2.1 on page 66

Summary dashboard for event logs

A new event log dashboard is added in Log View > FortiGate > Events > All Types. This dashboard displays total counts
for the event logs by type, name, and level. You can choose which types of event logs display on the dashboard by
toggling the widgets on/off. You can also filter the dashboard by FortiGate device(s) and time frame for the event logs.

The Total Events widget in this dashboard displays a line chart of event logs by level. Hover your cursor over the line
chart to display a summary at that point.
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% Fabric > Toggle Widgets v All_FortiGate v @ Last1 Hour v 2022-02-14 10:26:00 - 2022-02-14 11
M FortiGate ~ Total Events
+ Traffic 0 information -0~ notice - waming -0 error <O~ critical
@ Security v~
Antivirus
Intrusion Preventi
2022/02/14 10:45
Application Control @ information 210
DNS ® notice 519
S ® warning 27
error 0
All Types ® critical 70 4
Endpoint ——

Security Rating

SDN Connector
System Events x VPN Events x
SD-WAN View general system events. View events relating to VPN,

Switch-controller Event Name Level Count Event Name Level Count
System Object attribute configured i 333 Negotiate IPsec phase 1 notice 84 ——
Router System performance statistics notice 71 - IPsec tunnel statistics notice 72 I
Synchronization of global object report. notice 66 - Progress IPsec phase 1 notice 48 —
VPN NTP server status changes to unreachable natice 54 - Certificate regenerated information 36 —
User NTP server status changes to reachable notice 54 - IPsec SA installed tice 36 —
Wi Attribute configured information 40 ] Negotiate IPsec phase 2 tice 36 —
= Forticlient s FortiCloud activation failed warning 35 ] Progress IPsec phase 2 36 —
FortiCloud auto-join attempted notice 35 [ ] IPsec phase 2 status changed 12 -
Fortisandbox > Files dropped due to poor network connection [/ Warning || 34 = IPsce connection status changed notice 12 -
FortiAnalyzer > FortiGate update succeeded notice 25 n Certificate loaded information 7 ™
2 Custom View (2) >
@ SP-WAN Events x B l_!ser Events x
Nl View events relating to SD-WAN. View events relating to users.
Event Name Level Count Event Name Level Count
SDWAN SLA information information 1215 ]| Seeding from entropy source notice 3 . ]
SDWAN status notice 599 —

To toggle widgets on the dashboard:

1. Goto Log View > FortiGate > Event > All Types.
2. From the Toggle Widgets dropdown, select the widgets to display on the dashboard.
You can also toggle widgets off by clicking X on the widget.

% Fabric > All_FortiGate v @ Last4 Hours v 2022-02-10 13:24:00 - 2022-02-10 17:24:00
M FortiGate + System Events i
= Traffic Router Events 0- information -0 notice -0~ warning O~ error
@ Security ~ + VPN Events
Antivirus / SD-WAN Events
Intrusion Prevention N\

+ User Events /\\//\
ser Events R AT
Application Control /\/ /\,/\f/ /
+ Endpoint Events

DNS

E Event v

All Types

Endpoint

Security Rating

SDN Connector
System Events x VPN Events *
SD-WAN View general system events. View events relating to VPN.
System Event Name Level Count Event Name Level Count
VPN System performance statistics notice 240 _— IPsec tunnel statistics notice 288 I
® FortiClient > NTP server status changes to reachable notice 198 [ Progress IPsec phase 2 notice 168 """
NTP server status changes to unreachable notice 195  mmm IPsec SA installed notice 108 —
FortiSandbox > ; .
Files dropped due to poor network connection warning 88 [ Negotiate IPsec phase 2 notice 108 I
@ FortiAnalyzer > DHCP statistics information 88 - Negotiate IPsec phase 1 notice 54 -
2 Custom View (2) > FortiGate update succeeded notice 80 - Progress IPsec phase 1 notice 24 -
DHCP client lease granted information 35 ™~ IPsec phase 1 SA deleted notice 12 "
E3 Log Browse
Scanunit reloaded AV Database notice 27 n SSLVPN alert error 10 n
Log Group CPU usage statistics notice 9 1 SSLVPN exit error error 7 1
e —— — - * 7 SSLVPNnewconnection information 1 |
SD-WAN Events x User Events x
View events relating to SD-WAN View events relating to users.
Event Name Level Count Event Name Level Count
SDWAN status notice 5817  DE— No record found. .
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Ay
b [ 4
9 The Total Events widget cannot be toggled off.

To filter the dashboard:

1. From the device dropdown, select the FortiGate devices to include for the dashboard.
2. Click OK.

3 Fabric > Toggle Widgets v All_FortiGate v @ Last 1 Hour v 2022-02-14 10:26:00 - 2022-02-14 11:26:00
M FortiGate Total Events
+ Traffic @ AllFortiGate o information <0+ notice <o warning - eror <o critical
@ Security @ FGVMO10000166
At @ Enterprise_Second
@ Enterprise_First_Fl
Intrusion Prevention e
Application Control @ Branch_Office_02
@ Branch_Office 01
DNS
= fvent (=] m Cancel

AllTypes

Endpoint

Security Rating

SDN Connector
System Events x VPN Events x
SD-WAN View general system events, View events relating to VPN.

Switch-controller Event Name Level Count Event Name Level Count
System Object attribute configured i i 333 Negotiate IPsec phase 1 notice 84 .1
Router System performance statistics notice 71 - IPsec tunnel statistics notice 72 ——
Synchronization of global object report. notice 66 - Progress IPsec phase 1 notice 48 |
VPN NTP server status changes to unreachable notice 54 - Certificate regenerated information 36 I
User NTP server status changes to reachable notice 54 -, IPsec SA installed notice 36 I
WiFi Attribute configured information 40 - Negotiate IPsec phase 2 notice 36 —
3 Forticlient > FortiCloud activation failed warning 35 [ ] Progress |Psec phase 2 notice 36 I
FortiCloud auto-join attempted notice 35 ] IPsec phase 2 status changed notice 12 -
Fortisandbox > Files dropped due to poor netwark connection warning 34 = IPsec connection status changed notice 12 -
FortiAnalyzer > FortiGate update succeeded notice 25 [ ] Certificate loaded information 7 -
2 Custom View (2) >
SD-WAN Events User Events
2 Log Browse . View events relating to SD-WAN x B View events relating to users. x
Lag Group Event Name Level Count Event Name Level Count
SDWAN SLA information i 1215 Seeding from entropy source notice 3 ]
SDWAN status notice 599 [ ]

3. From the time dropdown, select the time frame for the dashboard.
You can select Custom... to set a custom time frame.
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$ Fabric > Toggle

M FortiGate ~ Total Events Last 5 Minutes
= Traffic Last 30 Minutes
@ Security v Last 1 Hour
Antivirus

Last 4 Hours

Intrusion Prevention
Last 12 Hours

Application Control
Last 1 Day
Last 1 Week

Last N Hours

Last N Days

Last N Weeks

Security Rating

gets v All_FortiGate v (EC & L LT 2022-02-14 10:26:00 - 2022-02-14 11:26:00

-0~ information -0~ notice -0~ waming O~ error -0~ critical

Custom..
SDN Connector
System Events x VPN Events
SD-WAN View general system events. View events relating to VPN,
Switch-controller Event Name Level Count Event Name Level Count
System Object attribute configured information 333 I Negotiate IPsec phase 1 notice 84
Router System performance statistics notice 71 [ | IPsec tunnel statistics notice 72
Synchronization of global object report. notice 66 - Progress IPsec phase 1 notice a8
VPN
NTP server status changes to unreachable notice 54 -, Certificate regenerated information 36
User NTP server status changes to reachable notice 54 -, IPsec SA installed notice 36
WiFi Attribute configured information 40 ] Negotiate IPsec phase 2 notice 36
FortiCloud activation failed wari 35 [ ] Progress IPsec phase 2 notice 36
@ FortiClient > T s
FortiCloud autc-join attempted notice 35 [ ] IPsec phase 2 status changed notice 12
FortiSandbox > Files dropped due to poor network connection warning 34 ™ IPsec connection status changed natice 12
FortiAnalyzer > FortiGate update succeeded notice 25 ] Certificate loaded information 7
2, Custom View (2) >
SD-WAN Events x User Events
B Log Browse View events relating to SD-WAN View events relating to users
Log Grou
® " Event Name Level Count Event Name Level Count
SDWAN SLA information information 1215 ] Seeding from entropy source notice 3
SDWAN status notice 599 I

To open a list view of log messages from the dashboard:

1. Toopen alist view of related log messages, click an event name in a widget.

% Fabric > Toggle Widgets ¥ All_FortiGate v @ Last 1 Hour v 2022-02-14 10:26:00 - 2022-02-14 11:26:00
I FortiGate v Total Events
 Trafhc . . . . "
- information -0~ notice <= warning <0 error =0~ critical
© Security v

Antivirus

Intrusion Prevention

Application Control i \

DNS -

B Event v 0

AllTypes

Endpoint

Security Rating

SDN Connector
System Events x VPN Events
SD-WAN View general system events. View events relating to VPN.
Switch-controller Event Name Level Count Event Name Level Count
System Object attribute configured 333 Negotiate IPsec phase 1 notice 84 .1
Router System performance statistics notice 71 - IPsec tunnel statistics notice 72 |
Synchronization of global object report. notice 66 - Progress IPsec phase 1 notice 48 I
VPN
NTP server status changes to unreachable notice 54 - Certificate regenerated i 36
User NTP server status changes to reachable notice 54 - IPsec SA installed notice 36 I
WiFi Attribute configured information 40 ] Negotiate IPsec phase 2 notice 34 —
) FortiCloud activation failed warning 35 ™ Progress IPsec phase 2 notice 34 —
@ FortiClient >
FortiCloud auto-join attempted notice 35 ] IPsec phase 2 status changed notice 12 -
Fortisandbox > I iles dropped due to poor netwark connection I werning 34 [ IPsec connection status changed notice 12 -
FortiAnalyzer > FortiGate update succeeded notice 25 [ ] Certificate loaded information 7 -
2, Custom View (2) >
SD-WAN Events User Events
2 Log Browse View events relating to SD-WAN * View events relating to users.
Event Name Level Count Event Name Level Count
SDWAN SLA information i 1215 Seeding from entropy source notice 3 ]
SDWAN status notice 599 ——

The list of event logs is filtered by the devices and time frame that you selected on the dashboard.
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%k Fabric > B Al Devices + @ Custom..~ 10:26:00 To 11:26:00 H B -
M FortiGate Log Description = "Files dropped due to poor network connection”  Add Filter o ‘ Q ‘ @
= Trafc # ¥ Date/Time Level Device ID Message User
© Security 1 11:07:32 warning FGVM02TM21010777 1 files were dropped by quard to ..
Antivirus 2 11:07:32 warning FGYMO2TM21010777 1 files were dropped by quard to ..
Intrusion Prevention 3 11:07:32 warning FGYMO2TM21010777 1 files were dropped by quard to ..
4 11:07:32 warning FGYMO2TM21010777 1 files were dropped by quard to ..
Application Control 5 11:07:25 warning FGVYMO02TM21012920 1 files were dropped by quard to ..
DNS 6 11:07:25 warning FGYMO2TM21012920 1 files were dropped by quard to ..
 Event ~ 7 11:07:24 warning FGYMO2TM21012920 1 files were dropped by quard to .
Al Types 8 11:07:23 warning FGYMO02TM21012920 1 files were dropped by quard to ..
9 11:07:23 warning FGYMO2TM21012920 1 files were dropped by quard to ..
Endpoint 10 11:07:22 warning FGYM02TM21012633 1 files were dropped by quard to ..
Security Rating 11 11:07:22 warning FGYMO2TM21012633 1 files were dropped by quard to ..
SDN Cannectar 12 11:07:22 warning FGYMO2TM21012633 1 files were dropped by quard to ..
13 11:07:22 warning FGYMO2TM21012633 1 files were dropped by quard to .
spwAN 14 11:07:16 warning FGYMO2TM21011279 1 files were dropped by quard to ..
Switch-controller 15 11:07:16 warning FGVM02TM21011279 1 files were dropped by quard to ..
16 11:07:16 warning FGYMO02TM21011279 1 files were dropped by quard to ..
couter 17 11:07:16 warning FGYMO2TM21011275 1 files were dropped by quard to ..
18 10:46:13 warning FGYMO2TM21010777 1 files were dropped by quard to ..
VPN 19 10:46:13 warning FGYM02TM21010777 1 files were dropped by quard to .
User 20 10:46:13 warning FGYMO2TM21010777 1 files were dropped by quard to ..
WiFi 21 10:46:13 warning FGYMO2TM21010777 1 files were dropped by quard to ..
_ 22 10:46:13 warning FGYMO2TM21011279 1 files were dropped by quard to ..
© FortiClient > 23 10:46:13 T FGYM02TM21011275 1 files were dropped by quard to ..
FortiSandbox > 24 10:46:13 warning FGYMO2TM21011279 1 files were dropped by quard to ..
FortiAnalyzer 25 10:46:13 warning FGYMO2TM21011279 1 files were dropped by quard to .
2 CostomView 2) > 2 10:46:12 warning FGYMO02TM21012633 1 files were dropped by quard to ..
27 10:46:12 warning FGYMO2TM21012633 1 files were dropped by quard to ..
& Log Browse 28 10:46:12 warning FGYMO2TM21012633 1 files were dropped by quard to ..
Log Group 29 10:46:12 warning FGYMO2TM21012633 1 files were dropped by quard to ..
30 10:45:47 warning FGYMO2TM21012920 1 files were dropped by quard to ..
£ Total logs for analytics: 1 hour. 50 |+ |ltems perpage B - oovsecond

Log caching enhancement

FortiAnalyzer log caching mechanism in reliable mode is enhanced to prevent Fortigate log loss during connection
interruptions.

Log sync logic guarantees that no logs are lost due to connection issues when reliable mode is enabled on the FortiGate
device. If connection is lost between the FortiAnalyzer and FortiGate device, logs will be cached and sent to
FortiAnalyzer once the connection resumes.

A\,

Reliable mode is disabled by default on FortiGate devices.

To configure the FortiGate device:

1. Configure the FortiGate device to send logs to FortiAnalyzer.

2. Inthe FortiGate CLlI, enter the following commands to confirm reliable is enabled:
config log fortianalyzer2 setting
show

For example:

config log fortianalyzer2 setting

show

config log fortianalyzer2 setting
set status enable
set server "10.2.169.54"
set serial "FAZ-VM00000000O1"
set upload-option realtime
set reliable enable
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end
3. Inthe FortiGate CLI, enter the following commands to confirm the value of Llogsync_enabledis 1:
diagnose test application fgtlogd 1
For example:
diagnose test application fgtlogd 1

faz2: global , enabled
server=10.2.169.54, realtime=1, ssl=1, state=connected
server log status=Log is allowed.,
src=, mgmt name=FGh Log root 10.2.169.54, reliable=1, sni prefix type=none,
required entitlement=none, region=ca-west-1,
logsync_enabled:1l, logsync_conn_1d:131071, seq no:257
status: ver=6, used disk=0, total disk=0, global=0, vfid=0 conn verified=Y
SNs: last sn update:2097 seconds ago.
Sn list:
(FAZ-VM0000000001, age=2097s) (FAZ-VMJY00000004, age=2097s)
queue: glen=0.
filter: severity=6, sz exclude 1list=0

To confirm cached logs are sent when connection is lost/'resumed between FortiGate and FortiAnalyzer:

In this example, the FortiGate device has already been configured according to the steps above. When connection is lost
between the FortiGate and FortiAnalyzer device, logs are cached on the FortiGate until connection resumes. Once
connection resumes, the cached logs are sent to the FortiAnalyzer.

1. While connection between the FortiGate and FortiAnalyzer is established, check the log sequence number on the
OFTP connection.

In the FortiAnalyzer CLI, enter the following command:

diagnose test application oftpd 3
# DEVICE CONN HOSTNAME IP UPTIME IDLETIME #PKTS

1 FGT40FTK20025663 131071: 257 FortiGate-40F 10.3.169.1 31mld4s 4s 620
The coNN column has been added to record the connection ID and log sequence number. In this example, the
connection ID is 131071 and the sequence numberis 257.

2. When the connection between the FortiGate and FortiAnalyzer is lost, check the log sequence number on the OF TP
connection.

In the FortiAnalyzer CLI, enter the following command:

diagnose test application oftpd 3
# DEVICE CONN HOSTNAME IP UPTIME IDLETIME #PKTS

1 FGT40FTK20025663 131071: 257 FortiGate-40F 10.3.169.1 35mlds 244s 620
While the connection is lost, logs generated on the FortiGate device will be stored in its memory queue. The log
sequence number on the OF TP connection will not increase. In this example, the log sequence number has
remained at 257.

3. When the connection between the FortiGate and FortiAnalyzer device resumes, check logs on the FortiGate device.

In the FortiGate CLI, enter the following command:
diagnose test application fgtlogd 41

cache maximum: 100573388 (95MB) objects: 37 used: 25788 (0MB) allocated: 29440 (0OMB)

VDOM: root
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Memory queue for: global-faz
queue:
num:0 size:0(0MB) total size:25788 (0MB) max:100573388 (95MB) logs:0
Confirm queue for: global-faz
queue:
num:25 size:17382(0MB) total size:25788(0MB) max:100573388 (95MB) logs:81
Memory queue for: global-faz2
queue:
num:0 size:0(0MB) total size:25788 (0MB) max:100573388 (95MB) logs:0
Confirm queue for: global-faz2
queue:
num:12 size:8406 (0MB) total size:25788 (0MB) max:100573388 (95MB) logs:40

The confirm queue on the FortiGate device shows all the logs that are waiting to be confirmed and cleared. Once
the confirm queue displays 0, all of the cached logs have been sent to the FortiAnalyzer device.

4. Once the logs have been confirmed and cleared from the FortiGate device, check the log sequence number on the
OFTP connection.
In the FortiAnalyzer CLI, enter the following command:

diagnose test application oftpd 3
# DEVICE CONN HOSTNAME IP UPTIME IDLETIME #PKTS

1 FGT40FTK20025663 131071: 308 FortiGate-40F 10.3.169.1 36m23s ©6s 635
Once the cached logs have been sent to the FortiAnalyzer device, the log sequence number increases. In this
example, the log sequence number has increased to 308.

FortiNDR logging and reporting enhancements -7.2.1

The following enhancements are introduced for FortiNDR devices:

« In Log View, support is added for log type: ndr
* In FortiSOC, support is added for FortiNDR as log device type
¢ In Reports, the FortiNDR Network Anomalies Report and additional datasets are added

See below for more details.

A new log type is added for the FortiNDR device. These logs can be found in Log View > FortiNDR > NDR.

% Fabric > B AllFortiNDR ~ © Last 1 Hour~ 09:49:05 To 10:49:04 % B -
I FortiGate > Add Fiter o ale@
FortiAnalyzer > - §
# VDate/Time Device ID Type SubType Severity Application Layer Protocol Cipher Bet
& FortiNDR ~ 1 10:47:57 FAIVMS0000000000 ndr Encrypted critical OTHER TLS_AES_256_GCM_SHA384
B Event 2 10:47:52 FAIVMS0000000000 ndr Encrypted critical OTHER TLS_AES_256_GCM_SHA384
® Attack > 3 10:47:47 FAIVMS0000000000 ndr Encrypted critical OTHER TLS_AES_256_GCM_SHA384
4 10:47:42 FAIVMS0000000000 ndr Encrypted critical OTHER TLS_AES_256_GCM_SHA384
_ 5 10:47:37 FAIVMS0000000000 ndr Encrypted critical OTHER TLS_AES_256_GCM_SHA384
B Log Browse 6 10:47:32 FAIVMS0000000000 ndr Weak cipher high OTHER TLS_NULL_WITH_NULL_NULL
B Log Group 7 10:47:32 FAIVMS0000000000 ndr Encrypted critical OTHER TLS_AES_256_GCM_SHA384
8 10:47:32 FAIVMS0000000000 ndr Encrypted critical OTHER TLS_AES_256_GCM_SHA384
9 10:47:27 FAIVMS0000000000 ndr Encrypted critical OTHER TLS_AES_256_GCM_SHA384
10 10:47:22 FAIVMS0000000000 ndr Encrypted critical OTHER TLS_AES_256_GCM_SHA384

This log type is supported in event handlers. In FortiSoC > Handlers > Event Handler List, you create event handlers with
Log Type = NDR Log (ndr) when the Log Device Type = FortiNDR.
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3 Dashboards > Create New Handler

4 Outbreak Alerts St ©

S Automation > Name FortiNDR - NDR log handler

G2 Event Monitor > Description

landlers Devices @Al Devices Ospecify OlLocal Device
Subnets @AIl Subnets  OSpecify
‘ortiGate Event Handlers Pre-filters Add Pre-Filter

% Threat Hunting

B Incidents Filters +
Filter 1 © v
Log Device Type FortiNDR v
Log Type NDR Log (ndr) M
Group By Source IP (srcip) v+
Logs match OAll- @Any of the following conditions

In FortiSoC > Event Monitor > All Events, the events generated by this handler will display with Event Type = ndr.

3 Dashboards > B Al Devices +  @All~ . Expand All Show Acknowledged ORefresh~ &% B~ &
# Outbreak Alerts ‘ Add Filter °
<€ Automation > O #  Event Event Status Event Type Count Severity First Occurrence ¥ Last Update Handler
G Event Monitor o1 > @7) ndr 4438 Medium 18 hours ago Aminute ago FNDR - NDR test
o2 > @ nar a0 Medum  tshowsago Aminse g0 DR - NDR et
18 By Endpoint > o 3 > (37) ndr 4434 Medium 18 hours ago A minute ago FNDR - NDR test
® By Threat > O 4  >reasonsiN/A(37) ndr 16872 Medium 18 hours ago Aminute ago FNDR - NDR test
B System Events > o 5 > 37) ndr 14513 Medium 18 hours ago A minute ago FNDR - NDR test
12 Handlers O 6  >Encrypted(37) ndr 15157 Medium 18 hours ago Aminute ago FNDR - NDR test
2 Event Handler List o 7 > ciphername:N/A (37) ndr 15231 Medium 18 hours ago A minute ago FNDR - NDR test
. o 8 > campaign:N/A (37) ndr 16896 Medium 18 hours ago Aminute ago FNDR - NDR test
-ortiGate Event Handlers
o 9 > OTHER (39) ndr 17305 Medium 18 hours ago A minute ago
% Threat Hunting.
o 10 > critical (37) ndr 15216 Medium 18 hours ago A minute ago FNDR - NDR test
EH Incidents
o 1n > vname:N/A (37) ndr 16813 Medium 18 hours ago A minute ago FNDR - NDR test

In Reports > Report Definitions > Datasets, new datasets are added for the FortiNDR device. These new datasets
display in the table view with Device Type = FortiNDR and Log Type = Vulnerability Scan.

B Generated Reports +CreateNew  [Edit [ Delete  § More v EortiNDR Q
& Report Definitions O  AName Device Type Log Type

& All Reports O B fai-Files-Proccessed-Summary FortiNDR Event
& Templotes O | B fai-Host-quarantined-Summary FortiNDR Event
[ | B fai-Hosts-Infection-Summary FortiNDR Attack
ul Chart Library @ O | B fai-Learnt-Customer-Features-Summary FortiNDR Event
% Macro Library O | B fai-Malicious-File-Summary FortiNDR Attack
O | B fai-Malware-Detection-Type-Summary FortiNDR Attack
O | BB fai-System-Events-Summary FortiNDR Event

© Advanced v O | B fdr-Anomaly-Count-by-Severity FortiNDR Vulnerability Scan

IN Language O | B fdr-Anomaly-Count-by-Severity-Timeline FortiNDR Vulnerability Scan

2 Output Profile O B8 fdr-Anomaly-Type-and-Feature-by-Count FortiNDR Vulnerability Scan

2) Report Calendar O | B fdr-Botnet-Name-by-Count FortiNDR Vulnerability Scan

O B fdr-Botnet-Severity-by-Count FortiNDR Vulnerability Scan

[ | B fdr-Botnet-Traffic-Summary FortiNDR Vulnerability Scan

O | B fdr-Encrypted-Attack-Summary FortiNDR Vulnerability Scan

O | B fndr-Encrypted-Severity-by-Count FortiNDR Vulnerability Scan

In Reports > Report Definitions > Macro Library, new macros are added for the FortiNDR device. These new macros
display in the table view with Device Type = FortiNDR and Category = Vulnerability Scan.

B Generated Reports +CreateNew  [Edit  HiDelete  § More v FortiNDR

& Report Definitions v O  AName Description Device Type  Category

B All Reports [m} & & FortiNDR- FortiSandbox Files Accepted FortiSandbox Files Accepted FortiNDR Event
& Templates O | BB FortiNDR-FortiSandbox Files Detected FortiSandbox Files Detected ForfiNDR  Event
[m} & & FortiNDR-FortiSandbox Files Proccessed FortiSandbox Files Proccessed FortiNDR Event

Ll Chart Libary @ a & & FortiNDR-Total Number of Critical Anomalies FortiNDR Total Number of Critical Anomalies FortiNDR Vulnerability Scan

O | BB FortiNDR-Total Number of High Anomalies FortiNDR Total Number of High Anomalies FortiNDR  Vulnerability Scan

Datasets @ [m} & & FortiNDR-Total Number of Low Anomalies FortiNDR Total Number of Low Anomalies FortiNDR Vulnerability Scan

a & & FortiNDR- Total Number of Medium Anomalies FortiNDR Total Number of Medium Anomalies FortiNDR Vulnerability Scan

£ Advanced v

In Reports > Report Definitions > Templates, a new default report template is added: Template - FortiNDR Network
Anomalies Report.
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ADOM: fabric & oadmin <

B8 Generated Reports +CreateNew  [©Edit @ Delete  § More v FortiNDR Q
& Report Definitions v 0O  ATitle Languz Description
b All Reports F& Template - Fortil reach Prevention Report en ortil reach Prevention Report.
D B3 Template - FortiNDR Breach P R FortiNDR Breach Prevention R
O | BB Template - FortiNDR Network Anomalies Report en  FortiNDR is the Fortinet Network Detection and Response product responsibe for detecting Network Anomalies.
Fa Template - Fortinet Email Risk Assessment en mail remains a critical tool for business, as well as a successful delivery vehicle for cybercriminals. To assess your organizat
B& Template - Fortinet Email Risk A Email remains a critical tool for bi Il ful del hicle for cybercriminals. T

lut Chart Library @
& Macro Library

£ Datasets @

This template can be used to create a report. You can also use the default report in Reports > Report Definitions > All
Reports.

£33 Reportsv = aomas o (@ admin
B Generated Reports ®RunReport  {¥Report v MiFolder v Morev [ FortiNDR C
B Report Definitions O  ATite Language  Cache Status Time Period Devices Schedule  OutputProfile  Report Owner

B All Reports O  GM&FortiNDR Reports

& Templates [a] B FortiNDR Breach Prevention Report English Previous 7 Days | All_FortiNDR

a] B FortiNDR Network Anomalies Report English Previous 7 Days | All_FortiNDR
[l Chart Library @ O  GmSOCReports
% Macro Library m] B FortiNDR Breach Prevention Report English Previous 7 Days | All_FortiNDR

£ Datasets @

Below is a sample of the FortiNDR Network Anomalies Report in PDF format.

FortiNDR Network Anomalies Report “ERATINET

Data Range: 202 00:00:00 2022-0

% INTRODUCTION

FortiNDR is the Fortinet Network Detection and Response product responsibe for detecting Network Anomalies with auto and manual mitigation techniques.

Apart from netwark anomalies and attack FortiNDR also uses Artificial Neural Networks (ANN) to provide sub-second malware detection and verdict.

FortiNDR's ANN is able to mimic human behavior using the Virtual Security Analyst (VSA) ™, which is capable of the following:

0 o =

LJd
® Detect encrypted attack {via JA3 hashs), « Detect malicious files in sub-seconds  OutBreak search can use the similarity
loak for presence of malicious web through neural network analysis engine to search for malware outbreaks
campaigns visited , weaker ciphers, ineluding NFS file scan shares. with hashes and similar variants in the
wulnerable protocols, network- and network.

botnet-based attacks.

+ Analyze malware scientifically by

classifying malware based on its o Take advantage of Fortinet's Security
« Profile ML traffic and identify anomalies detected features, for example, Fabric with FortiGate(s) and other
with user feedback mechanism Ransomware, Downloader, CoinMiner, Fortinet Security Fabric solutions, along
and o on with 3rd party API cals, to quarantine
infected hosts.

* Trace the origins of the attack, for
‘example, Worm infection.

Security events consolidated page -7.2.1

Security logs are consolidated in a new widget style page: Log View > FortiGate > Security > All Types.

To simplify monitoring, security log subtypes such as AntiVirus and Web Filter are presented in individual widgets. Each
widget lists the most frequent events by count in descending order. By clicking any consolidated entry, you can drill-
down to the exact log entries.
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To view the security logs dashboard:

1.

Go to Log View > FortiGate > Security > All Types.

% Fabric > Toggle Widgets v All FortiGate v @ Last 4 Hours v 2022-07-18 11:03:00 - 2022-07-18 15:03:00
W FortiGate v AntiVirus x Web Filter x
= Traffic
© security v Top Virus/Botnet Action | Count Top Category Action Count
Al Types 737967¢9d3eb2c9986¢106¢bd12d654c9d560173 | blocked | 156 ——— Unrated passthrough 201 ———————— l
Antivirus W32/Farfl.CMittr bocked | 16 - Information Technology | passthrough 00—
Intrusion Prevention image.out passthrough 6 - Malicious Websites blocked 7 -
Application Control test-fsa.exe monitored | 6 - ‘Web Hosting. passthrough 7 -
iter
Web Filte EICAR TEST_FILE monitored | 5 N Travel passthrough B .
NS
eicarexe analytics | 5 . Education passthrough 4 ]
Data Leak Prevention
faz-yméd-image.out passthrough | 4 .
Email Filter
Web Application Firewall
a
x DNS Query x
ssH @
Vlnerabilty Scan . .
Top Category Action  Count Top Category Action  Count
volP Logid_62000 blocked 40 DNs qu 8¢ 1386 N
ssL
SSL connection is locked due to the server certificateis blocKlisted | blocked | 3 - Domain is monitored s 1228 e—
File Flter
DNS resolution error message pass 265 m—
 Event >
FortiGuard rating error warning pass | 69 =
® FortiClient >
Domain blocked because it s in the domain-fiter st | block | 19 '
= FortiMail >
DNS Safe Search enforced pass 13 '
@ FortiAnalyzer >
Domain belons to 2 denied category in policy redirect | 2
B Syslog >
@ FortiSOAR >
‘Web Application Firewall File Filter
{8 Log Browse * *
B Log Group
Top Category Action  Count Top Category Action  Count
Web application frewall bocked application by signature blocked 16 — File was blocked by fil fiter | blocked | 72

Web application firewall blocked application by custom signature | blocked | 16

Web application firewall blocked application by HTTP constraints | blocked | 16

From the Toggle Widgets dropdown, select the widgets to display on the dashboard.
You can also toggle widgets off by clicking X on the widget.

5 Fabric > gle Wids All FortiGate v @ Last 4 Hours v 2022-07-18 110300 - 2022-07-18 150300
@ FortiGate v  AntiVirus Web Filter
x x
= Traffic  Web Fitter
© Security v vssL Action Count ‘Top Category Action Count
AllTypes  DNS Query bd12d654c9d5¢0173  blocked | 156 —— Unrated passthrough 201 ———————— l
Antivirus  Web Application Firewall bocked | 16 - Information Technology passthrough 100 ——
Intrusion Prevention  File Fiter passthrough | 6 - Malicious Websites blocked 7 =
Application Control
plicati + Application Control monitored | 6 . Web Hosting passthrough 7 =
iter
Web Filte + Intrusion Prevention monitored | 5 N Travel passthrough H .
NS
vssH analytics 5 " Education passthrough 4 .
Data Leak Prevention
 Anomaly passthrough | 4 .
EmailFiter
Web Application Firewall
@
. DNS Query x
SSH Nz
Vulnerabilty Scan . .
Top Category Action  Count Top Category Action | Count
VolP
© Logid_62000 blocked | 40 DNs g 2 1386 ————
sst
5L connection is blocked due to the server certificate i blocklisted | blocked | 3 - Domain is monitored pass 1228 —
File Filter
DNS resolution error message pass 265 —
" Event >
FortiGuard rating error warning pass 69 -
® Forticlient >
Domain blocked because it i n the domain-fiter st | block | 19 '
= FortiMail >
DN Safe Search enforced pass 13 '
@ FortiAnalyzer >
Domain belongs to a denied category in policy redirect | 2
B Syslog >
© FortiSOAR > —
Web Application Firewall File Filter
8 Log Browse * *
B Log Group
Top Category Action  Count Top Category Action  Count
Web application firewal blocked application by signature blocked | 16 File w flefiter | blocked | 72

Web application firewall blocked application by custom signature | blocked | 16

Web application firewall blocked application by HTTP constraints | blocked | 16

Click an entry in the following widgets to display the details in the security view.
e AntiVirus
« Web Filter
» Web Application Firewall
« Application Control
« Intrusion Prevention
e Anomaly
See the example below that drills down from the AntiVirus widget.

FortiAnalyzer 7.2.0 New Features Guide
Fortinet Inc.

67



Log and Report

Log View v

% Fabric >

Toggle Widgets v All_FortiGate v @

Last4 Hours v 2022-07-18 13:01:00 - 2022-07-18 17:01:00

[ FortiGate v AntiVirus « Web Filter «
= Traffic
@ Security v Top Virus/Botnet Action Count Top Category Action Count
Virus s frame.ww.tremi anayncs 2 '
s o Unrated passthrough 208 ————— |
FMG_VM64-v6-build2755-FORTINET.out assthrough 2 1
Antivirus - P ® Information Technology passthrough 121 I
i Malware_Generic.PO monitored 2
Intrusion Prevention X 1 Web Hosting passirough A -
FortiClientEMS_PDB_6.4.3.10274 _qa.i assthrough 2
Application Control e passthrovs ! Malicious Websites blocked 7 L]
Web Filter FortiClientEMS_PDB_6.4.3.10277_qa.zip passthrough 2 i
Education passthrough 5 '
DNs EICAR TEST FILE blocked 2 1
Abortion blocked 4 '
Data Leak Prevention fmg-vmé4-image.out passthrough 2 1
73% 23 Travel passthrough 4 1
Email Filter FortiClientEMS_PDB_6.4.3.10275_qa.zip passthrough 2 1
‘Web Application Firewall
.-~ DNS Query x
SsH
Vulnerability Scan " "
Top Category Action  Count ‘Top Category Action Count
VolP
° Logid_62000 blocked | 40 DN query messag 1520 ———
SsL
SSL connection is blocked due to the server certificate is blocklisted  blocked = 3 - Domain is monitored pass 1361 I
File Filter
DN resolution error message pass 24 w—
® Event >
FortiGuard rating error warning pass 43 '
@ FortiClient >
Domain blocked because it i in the domain-fite st block 19 1
FortiMail >
DNS Safe Search enforced pass 10 1
@ FortiAnalyzer >
Domain belongs to a denied category in policy redirect 2
[@ Syslog >
@ FortiSOAR >
Web Application Firewall File Filter
B Log Browse x x
[ Log Group . §
Top Category Action | Count Top Category Action Count
Web application firewall blocked application by HTTP constraints | blocked | 16 I File was blocked by file filter blocked 72
Web application firewall blocked application by custom signature | blocked | 16 I
Web application firewall blocked application by signature. blocked | 16 ——

Log View v

ADOM:root & o;dm\’n v

% Fabric > 8 Al Devices + O Custom...> 13:01:00 To 17:01:00 % B F-
[ FortiGate v action = blocked . virus = EICAR_TEST_FILE Add Filter 0 a @
2 Traffi
e # ¥ Date/Time Device ID Action Source Service Destination IP Virus/Botnet User File Name
@ Security v 1 14:55:55 FGT37D4615801346 blocked 172.17.148.150 HTTP 172.18.62.71 EICAR_TEST_FILE eicar
AllTypes 2 144109 FGT37D4615801346  blocked 172.17.148150 HTTP 172186271 EICAR_TEST FILE cicar

Intrusion Prevention

4. Click an entry in the following widgets to display the event view filtered by the Log ID for details.
o DNS Query

o File Filter
e SSH
e SSL

See the example below that drills down from the SSH widget.

Log View v

3 Fabric >

@ FortiGate v Web application firewall blocked application by signature blocked | 16 ——
= Traffic Web application firewall blocked application by HTTP method | blocked | 8 —
© Security v

Al Types

Antivirus
Intrusion Prevention

Application Control

Toggle Widgets v

Al FortiGate v @ Last 4 Hours v 2022-07-18 13:04:00 - 2022-07-18 17:04:00

plication Cont Intrusion Prevention
Application Control « Intrusion Preventi .

Web Filter

DNS Top Category Action Count Top Attack Action Count

Data Leak Prevention Network.Service pass 3155 ——— UDPPORTO detected 120 ——

Email Filter Web.Client pass 581 — TCPOverlapping Fragments detected 2 —

Web Application Firewall Collaboration pass 281 - UDPPORTO dropped 20 —

SsH Storage.Backup pass 89 " Asprox Botnet dropped 13 -

Vulnerabilty Scan General Interest pass 84 " HTTPUnknown Tunnelling detected 12 -

Vol

° Update pass a1 1 DNS Invalid.OPcode detected 8 -
SsL
Email pass 34 1 0% 15 Traceroute detected 6 -
File Filter - - [
Event >
= Even SSH . Anomaly .
@ FortiClient >
& FortiMail > Top Category Action Count Top Attack Action Count
8 FortiAnalyzer > SSH shell command i detected passthrough 53 ——— tep_syn._flood clear_session 3 —————
B Sysiog > ‘SSH channel s blocked blocked 53
——

@ FortiSOAR >
(B Log Browse
[ Log Group

FortiAnalyzer 7.2.0 New Features Guide
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Log View v

B All Devices ~ @ Custom...> 13:04:00 To 17:04:00 % B F-

@ FortiGate Action = blocked ©Log ID=61010  Add Filter kY -

= Toffic # ¥ Date/Time SubType Action Source Profle Direction Login
O Security v 1 15:02:33 ssh blocked userd sshrlog-test-flter outgoing sshrlog-test-login
AllTypes 2 150232 ssh blocked userd sshrlog-test-fiter outgoing sshrlog-test-login
Antivinss 3 15:02:31 ssh blocked userd sshrlog-test-flter outgoing sshlog-test-login
) 4 14:55:46 ssh blocked user(11.1.1) sshlog-test-filter outgoing sshlog-test-login
Intrusion Prevention 5 145546 ssh blocked user(1.1.1.1) sshrlogtest-fiter outgoing sshlogtest-login
Application Control s 14:55:46 ssh blocked user(1.1.1.1) sshlog-test-flter outgoing sshlog-test-login
Web Filter 7 14:55:46 ssh blocked user(1.1.1.1) sshlog-test-filter outgoing sshlog-test-login
ons 8 14:55:46 ssh blocked user(1.1.1.1) sshlog-test-flter outgoing sshlog-test-login
9 14:55:46 ssh blocked user(1.1.1.1) sshlog-test-filter outgoing sshlog-test-login
Data Leak Prevention 10 145546 ssh blocked user(11.1.1) sshrlog-test-fiter outgoing sshlogtest-login
Email Filter 1 14:55:46 ssh blocked user(1.1.1.1) sshlog-test-fiter outgoing sshlog-test-login
[P 12 14:55:46 ssh blocked user(1.1.1.1) sshlog-test-filter outgoing sshlog-test-login
13 14:55:46 ssh blocked user(1.1.1.1) sshlog-test-fiter outgoing sshlog-test-login
S 14 14:55:46 ssh blocked user(1.1.1.1) sshlog-test-filter outgoing sshlog-test-login
Vulnerabilty Scan 15 14:55:46 ssh blocked user(11.1.1) sshrlog-test-fiter outgoing sshlogtest-login
ol 16 14:55:46 ssh blocked user(1.1.1.1) sshrlog-test-fiter outgoing sshlog-test-login
. 17 14:55:46 ssh blocked user(1.1.1.1) sshlog-test-filter outgoing sshlog-test-login
18 14:55:46 ssh blocked user(1.1.1.1) sshrlog-test-fier outgoing sshlog-test-login
File Filter 19 14:55:46 ssh blocked user (1.1.1.1) ssh-log-test-filter outgoing ssh-log-test-login
& Event > 20 14:55:46 ssh blocked user (11.1.1) sshrlog-test-fiter outgoing sshlog-test-login
© FortClent > 21 14:55:46 ssh blocked user (1.1.1.1) sshlog-test-filter outgoing sshlog-test-login
2 14:55:46 ssh blocked user(11.1.1) sshrlog-test-flter outgoing sshlog-test-login
@ FortiMail > 2 14:55:46 ssh blocked user (1.1.1.1) ssh-log-test-filter outgoing ssh-log-test-login
@ FortiAnalyzer > 2 14:55:46 ssh blocked user(1.1.1.1) sshlog-test-filter outgoing sshlog-test-login
B ysiog > 25 14:55:46 ssh blocked user (11.1.1) sshlog-test-filter outgoing sshlog-test-login
© FortsoRR > 2 145546 ssh blocked user (1.1.1.1) sshrlog-test-filter outgoing sshrlogtest-login
27 14:55:46 ssh blocked user(11..1) sshlog-test-fiter outgoing sshlog-test-login
B Log Browse. 28 14:55:46 ssh blocked user (1.1.1.1) ssh-log-test-filter outgoing ssh-log-test-login
) Log Group 29 14:41:08 ssh blocked user (11..1) sshrlog-test-flter outgoing sshlog-test-login
30 14:41:08 ssh blocked user(11.1.1) sshlog-test-filter outgoing sshlog-test-login
3 14:41:08 ssh blocked user (1.1.1.1) sshrlogtest-filter outgoing sshrlog-test-login

£ Totallogs for analytics: 21 days 3 hours. 1000 + lltems per page || A 0005 Second

purry]

Reports

This section lists the new features added to FortiAnalyzer for reports:

e Reportin JSON format on page 69

o Report cache control on page 70

o Upgrade report editor on page 71

» Improve data visualization for the web usage report on page 74

o 360 Security Report on page 76

e VPN report update 7.2.1 on page 78

» Application risk and control report update 7.2.1 on page 82

« Bandwidth and applications report update 7.2.1 on page 84

o Security events and incidents summary report update 7.2.1 on page 85
» High bandwidth application usage report update 7.2.1 on page 87
o Cyber-bullying indicators report update 7.2.1 on page 89
 Self-harm and risk indicators report update 7.2.2 on page 91

Report in JSON format

The JSON format is now available for reports.

FortiAnalyzer 7.2.0 New Features Guide
Fortinet Inc.



Log and Report

To download a report in the JSON format:

After running the report, go to Reports > Generated Reports.
In the Format column for the report, click JSON.

B Generated Reports £ Dclete @ Last 7 Days ~ 4 Column Settings v Order by Name search... qQ
B Report Definitions v O  Report Name Format Time Range Devices Status
B All Reports w Today (1)
& Templates O  360-Degree Security Review-2022-02-18-1052 877  HTMLPDF XMLCSVJSON  2022/02/11 - 2022/02/17 11 Devices (including 11 VDOMs) » 34s
~ Earlier This Week (136)
ul Chart Library @ O  Cyber Threat Assessment-2022-02-17-1534_875 HTMLPDF XMLCSVJSON  2022/02/10 - 2022/02/16 6 Devices (including 6 VDOMs) > 20s
% Macro Library O  Client Reputation-2022-02-17-1534_873 HTMLPDF XMLCSV JSON ~ 2022/02/10 - 2022/02/16 11 Devices (including 11 VDOMSs) > 3s
£ Dotascts @ O  Client Reputation-2022-02-17-1530_871 HTMLPDF XMLCSVJSON  2022/02/10 - 2022/02/16 11 Devices (including 11 VDOMSs) 4s
O  Client Reputation-2022-02-17-1530_869 HTMLPDF XMLCSVJSON  2022/02/10 - 2022/02/16 11 Devices (including 11 VDOMs) > 4s
© Advanced ~ O  Client Reputation-2022-02-17-1505_867 HTML PDF XMLCSV JSON  2022/02/10 - 2022/02/16 11 Devices (including 11 VDOMs) > 4s
IN Language O  Client Reputation-2022-02-17-1505_865 HTMLPDF XMLCSVJSON ~ 2022/02/10 - 2022/02/16 11 Devices (including 11 VDOMS] > 4s
= Gutput Profile O  Cyber Threat Assessment-2022-02-17-1504_862 HTMLPDF XMLCSVJSON  2022/02/10 - 2022/02/16 6 Devices (including 6 VDOMS) » 21s
Report Calendar O  Cyber Threat Assessment-2022-02-17-1504_861 HTMLPDF XMLCSVJSON  2022/02/10 - 2022/02/16 6 Devices (including 6 VDOMs) > 21s
O  Client Reputation-2022-02-17-1500_859 HTMLPDF XMLCSVJSON  2022/02/10 - 2022/02/16 11 Devices (including 11 VDOMSs) > 4s

Report cache control

Admins can now control caching for individual reports in the report settings.

To control the report cache for an individual report:

o bd-=

FortiAnalyzer 7.2.0 New Features Guide

Go to Reports > All Reports, and double-click the report to edit.

Go to the Settings tab.

Expand the Advanced Settings for the report.
Configure the following options to control the report cache:

Enable Report Filter Caching

Enable High Accuracy
Caching

Fortinet Inc.

Select to accelerate processing speed when generating multiple reports. In
this case, all filters are applied when querying the hcache table. This is the
default.

De-select to improve report accuracy. In this case, the filters are put inside the

hcache to increase data accuracy. However, this will also impact performance.

Select to increase the maximum hcache rows, increasing data accuracy.

You can show, set, or reset the maximum number of rows for high-accuracy
hcache by entering the following command in the FortiAnalyzer CLI:
diagnose sgl config hcache-max-high-accu-row [reset | set
<integer>]
De-select to use the default number of hcache rows, increasing system
performance. This is the default.

You can show, set, or reset the default number of hcache rows by entering the

following command in the FortiAnalyzer CLI:
diagnose sqgl config hcache-max-rpt-row [reset | set
<integer>]
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5. Click Apply to save the changes.

% Security FabricDemo % L 1 eAdminl v

eports v

B Generated Reports Edit: 360-Degree Security Review
B3 Report Definitions v Generated Reports  Settings Editor

B5 All Reports
Advanced Settings™
B Templates

Language English v
lul Chart Library @

Bundle Rest into "Others" Auto v
[& Macro Library
_ Print Orientation @® Portrait Q Landscape
£z Datasets @ Chart Heading Level Heading 2 e

{¥ Advanced v

Default Font Open Sans ™
IN Language

Hide # Column
[ Output Profile Layout Header
Report Calendar Header Text

Header Image Select Image fortinet_grey.png
Layout Footer @ DefaultQ Custom
Print Cover Page Edit Cover Page

Print Table of Contents

Print Device List Compact v
Print Report Filters

[ Obfuscate User

[ Resolve Hostname

Date Format Default v
Allow save maximum 99

Color Code Blue ~
Report Owner Click to select v

Enable Report Filter Caching
[ Enable High Accuracy Caching

Apply Return

Upgrade report editor
The report editor has been replaced with a custom rich text editor.

To use the report editor:

1. Goto Reports > Report Definitions > All Reports.
2. Rightclick a report and select Edit.
3. Gotothe Editortab.
The Editortab is also available when creating a new report.

FortiAnalyzer 7.2.0 New Features Guide
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4. Mouse over options in the toolbar to view the related action.

$ Security Fabric Demo (2 oAdmin v

B5 Generated Reports Edit: Copy of 360-Degree Security Review

BS Report Definitions v Generated Reports  Settings  Editor
B Al Reports InsertChart InsertMacro @ Bv = B & MW X I i ~ ~ Nomav Foitv Szev B I U & x X A D

& Templates R

EiE EE 9 = £ £ E @SaeasTemplate X

ul i

lul Chart Library @ Q Find Replace Rep

[# Macro Library

£= Datasets @

£¥ Advanced v

IN Language Summary

= Output Profile This report provides the findings of the comprehensive security review that Fortinet conducted for your network. Fortinet next generation firewall
FortiGate 1500D is used for this analysis. This report begins with a summary of these findings, followed by details of the threats, applications and type of

Report Calendar content found and closes with a set of recommended actions.

Application Visibility and Control

You can also use the following shortcuts in the editor:

e CTRL+C to copy text

o CTRL+Xto cuttext

o CTRL+Vto paste copied or cut text

o CTRL+Ztoundo

e CTRL+Ytoredo

o CTRL+Bto apply bold formatting

o CTRL+to apply italic formatting

o CTRL+Uto apply underline formatting
5. Toadd achartin the report, click Insert Chart.
6. Inthe Chart Properties pane, select a chart, enter a title, adjust the width, and set the filters.
7. Click OK.

ann _ Chart P ti
&2 Reports v = art Properties
B Generated Reports Edit: Copy of 360-Degree Security Review Chart
B Report Definitions v Generated Reports ~ Settings  Editor All v
B5 All Reports Insert Chart InsertMacro W EBv=H &S W X b ki - ~ Click to select ~
Templates = = e e e o
& Temp IEiE EE 99 = = == @saeaTempate X Q Edit Chart | Clone Chart
[ul Chart Library @
[® Macro Library Title
£ Datasets @ (default]

£3 Advanced v Width (px / %)

IN Language 100%
2 Output Profile
Report Calendar Filters

Log Field Match Criteria  Value

Click here to add a new filter

Summary

This report provides the findings of the comprehensive security review that Fortinet
used for this analysis. This report begins with a summary of these findings, followed
set of recommended actions.

8. Toadd a macro in the report, click Insert Macro.
9. From the macro dropdown in the report, select a macro.
You can delete the macro as though it is regular text by using the backspace key.

FortiAnalyzer 7.2.0 New Features Guide
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BY Generated Reports

BS Report Definitions v
& Templates
|ul Chart Library @
% Macro Library

Datasets @
£¥ Advanced v
N Language

[® Output Profile

Edit: Copy of 360-Degree Security Review

Generated Reports Settings Editor

Q

® v Application Control

1% Asset Endpoint Total Count
[# Botnet and Malware Infections
[® CTAP Top Used Application

% CTAP Total Apps Detected

% Application Visibility and Control Total C...

X N

late

x Q

Normal v

Font v

Find

Size v

BIU

Sxx A0

Replace  Replace Al

Report Calendar

|

% CTAP Total High Risk Used
[% CTAP Total Proxy Applications Detected

Application Control ~

Summary

This report provides the findings of the comprehensive security review that Fortinet conducted for your network. Fortinet next generation firewall FortiGate 1500D is
used for this analysis. This report begins with a summary of these findings, followed by details of the threats, applications and type of content found and closes with a

set of recommended actions.
Apply Return

10. To add atable in the report, select the number of rows and columns from the insert table dropdown.

Security Fabric Demo /%

BS Generated Reports Edit: Copy of 360-Degree Security Review

B Report Definitions v Generated Reports

B5 All Reports Insert Chart

Settings Editor

BEv=HOMNM X B L -~ ~

Insert Macro Normal v Fontv Szev B I U & X, X* A @
& Templates S| === @ te R Q Find Replace  Replace Al
[ul Chart Library @
[% Macro Library X
Datasets @
{¥ Advanced v
1x1
N Language
[® Output Profile
Report Calendar ‘
[ Asset Endpoint Total Count v

Summary

This report provides the findings of the comprehensive security review that Fortinet conducted for your network. Fortinet next generation firewall FortiGate 1500D is

L1 fnr thic amalicic Thic ranart hamine with + crimman: nf thaen fndinae fnllaund b dntaile af tha thrante annlicabinne and fma af rantant fanind and dlacac with

Apply Return

11. Click the table to use icons for editing the table.
You can use the yellow arrows at the edge to add space above or below the selected chart or table.
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3% Security Fabric Demo &% oAdmin <

BY Generated Reports Edit: Copy of 360-Degree Security Review
B5 Report Definitions v Generated Reports Settings Editor
InsertChart  InsertMacro @ Bv = & W X W l ~ ~ Nomalv Fontv Szev B I U S X X A D
& Templates 2= == 99 = = = = @saveasTemplate X Q Find Replace  Replace Al
ul Chart Library @
% Macro Library x

£ Datasets @
£¥ Advanced v
N Language

[® Output Profile
Report Calendar ‘

% Asset Endpoint Total Count Byv@EvBvy &0

Apply Return

Improve data visualization for the web usage report

A new Web Usage Summary Report is implemented based on the existing Web Usage Report. This report provides an
enhanced user experience with improved charts and graphs.

For example, below is a sample of the report in PDF format.

Web Usage Summary Report F::RTINET

Data Range: 2022:03-17 09:00:00 2022-03-17 20:59:00PDT (FAZ local)

'WEB USAGE SUMMARY

467,333 Requests  Ex 324 Applications 151 61 Categories @ 1,668 Users [ 5 Malicious Sites

Total Requests Top 10 Users by Allowed Requests Top 10 Users by Blocked Requests
R -
TR Y P | =
12 s . 29
467k W s B 7« $ s 10K v,
e
. o \ s

Requests Summary

Allowed Request @ Blocked Request

Request Count

03470900 03171000 03471100 03171200 03471300 03171400 03171500 03171600 03171700 0371800 03171900 03172000

page 10f 12
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Web Usage Summary Report

Data Range: 2022-03-17 09:00:00 2022-03-17 20:59:00PDT (FAZ local)

Top 10 Users by Visited Categories

Search Engines and Portls (478)

Information Technology (3038)

Content Servers 199)

Business(436)
Sestch Engines snd Portls (698)
(@K
Advertsing (836)
nformtion Technology (2057
S (560

Web-based Emai (53

Information and Computer Securty (11K)

)

Socil Networking (2400)

Information Technology (1529)

) @ soxcn s mapora 00

Nz

/. tetin

oK)

Instant Messaging (683)

Secure Websites (6221

Informstion Technology (6K)

FZ:RTINET

Web Usage Summary Report

Data Range: 2022-03-17 09:00:00 2022-03-17 20:59:-00PDT (FAZ local

INTERNET BANDWIDTH USAGE

Top 10 Bandwidth Users
I ®211%

1001

57GB © 1525%

936%

«“wp °

Top 10 Bandwidth Users over Time

. .
°
1268 A
1068 \
sc8|
E e
£

(19868)
7.95G8)
@.5168)
(53168)
49268)

789%
®719%
674%
®so1%
se1%

(a48G8)
(@08GB)

©8368)

@a168)
(83068)

N

F::RTINET

03170900 03471000 03471100 03171200 03171300 03171400 03471500 03171600 03171700 03171800  03-171%:00

03.172000

page 9 of 12

To use the Web Usage Summary Report template:

1. Goto Reports > Report Definitions > Templates.

From the Preview column, you can click PDF or HTML to preview the report in that format.

2. Select the checkbox for Template - Web Usage Summary Report.
3. From the More dropdown, click Clone to clone template and make adjustments.
You can also click Create Report to create a report using the template.

FortiAnalyzer 7.2.0 New Features Guide
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B Generated Reports

4 CreateNew © View Tl Delete 3 More v & Column Settings v

B Report Definitions v ATitle Languz Description
AR e . S A SaaEe e et e e s s 1 S SRS S 4 S SR Sat
B AllReports [ Template - Secure SD-WAN Assessment Report en Secure SD-WAN Assessment Report.
B Templates [ Template - Secure SD-WAN Report en Secure SD-WAN Report.
lul Chart Library @ F Template - Security Analysis en  Security Analysis of traffic, application, user, destinati idth and sessions. DHCP, Wifi, traffi
16 Macro Lib Fs Template - Security Events and Incidents Summary ~ en  Present a brief summary of the events/Incidents collected.
lacro Library
F Template - Self-Harm and Risk Indicators Report en  Self-Harm and Risk Indicators Report.
< Datasets @ [@ Template - Situation Awareness Report en Provide awareness of your current security posture, and allow for a better understanding of the 'big
£ Advanced v B Template - SOC Incident Report en  Presentabrief summary of SOC Incidents.
N Langusge B Template - Social Media Usage Report en  Social Media Usage Report.
F@ Template - Threat Report en  Malware, Botnets - detected, victims and sources. Intrusions detected, sources, blocked severity anc
[ Output Profile E8 Template - Throughput Utilization Billing Report en Interface Throughput Utilization Billing Report

Report Calendar [& Template - Top 20 Categories and Applications (Bandwi en Top 20 Categories and Applications (Bandwidth)
@ Template - Top 20 Categories and Applications (Session en Top 20 Categories and Applications (Session)
[& Template - Top 20 Category and Websites (Bandwidth) en Top 20 Category and Websites (Bandwidth)

B8 Template - Top 20 Category and Websites (Session) ~ en  Top 20 Category and Websites (Session)

000 «0000000000O0OOCOO0OO0DODOOO0OO0O0OO0CO

B8 Template - Top 500 Sessions by Bandwidth en  Top 500 Sessions by Bandwidth

8 Template - Top Allowed and Blocked with Timestamps en  Top Allowed Applications by Session and Top Blocked Applications by idth with Ti

[ Template - User Detailed Browsing Log en Detailed Web Browsing Log by Users

B8 Template - User Security Analysis en User Security Analysis of Blocked and Allowed sites, categories. Top attacks by severity. Top Viruses
& Template - User Top 500 Websites by Bandwidth en Top 500 Websites visited by Users by Bandwidth

[@ Template - User Top 500 Websites by Session en Top 500 Websites visited by Users by Session

& Template - VPN Report en VPN Traffic, authenticated and failed User logins, top VPN users. SSL VPN tunnels and IPsec VPN, u
[ Template - Web Usage Report en Web usage requests, browsing and bandwidth summary. Top active users, sites categories. Top banc
[ Template - Web Usage Summary Report en Present a brief summary report about web usage.

[ Template - What is New Report en What is New on your Security Fabric

B8 Template - WiFi Network Summary en  WiFi data transferred, distinct clients. Top APs, SSID, Application, OS, Device type, clients by usage.
B8 Template - Wireless PCI Compliance en Managed, unclassified, AP Detection summary. On-wire and off-wire - rogue, suppressed, accepted, -

To run the web usage report:

1. Goto Reports > All Reports, and double-click the row for Web Usage Summary Report.
The Edit: Web Usage Summary Report pane opens.

2. Click Run Report.

3. Once the report is available, click the format to view the report in.

360 Security Report

A new 360 Security Report is implemented based on the existing 360-Degree Security Review Report.

The 360 Security Report includes data from the FortiOS security rating, providing an enhanced user experience with
organized charts and graphs. For example, see a sample of the report in PDF format below.

FortiAnalyzer 7.2.0 New Features Guide
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360 Security Report F::RTINET

Data Range: 2022-03-22 00:00:00 2022-03-28 23:59:59PDT (FAZ local)

USERS & DEVICES
Hardware Vendors Top 10 Software OS Top 10 Interfaces

L
3294 © 24420 et 3294

852 Fortinet
Devices Count

e =

Top 10 Assets from Fortinet by Session

D S
1\ 60D

FortiOS FortiGate
2 | @8 Windows
3 H FortiFone OS FortiFone FON-C70
4 7 Windows Computer
5
6 @ Windows
7 @ Windows
8 H FortiOS Firewall FortiGate-3040B
9 H FortiFone OS FortiFone FON-350i
10 = FortiFone OS FortiFone FON-175

e 1081
360 Security Report Fi:RTINET

Data Range: 2022-03-22 00:00:00 2022-03-28 23:59:59PDT (FAZ local)

SECURITY RATING

n Security Posture  Identity configuration weaknesses and best practice violations in deployment.

Score 2.27 Overall Grade [l
Grades
© 45.71% Passed (16)
35 ® 25.71% Failed (9) ﬂ Fabric Security Hardening E Audit Logging & Monitoring

® 22.86% Un t (8)
Total et 5] Threat & Vulnerability Management A Network Design & Policies
\ @ Endpoint Management 2] Firmware & Subscription

E Fabric Coverage Identity in the overall network, where Security Fabric can enhance visibility and control.

‘ Score 0.71
Grades
© 90% Passed (9) ) Firmware & Subscription

10 © 10% Failed (1)
Total ® 0% Exempt (0) ﬂ Threat & Vulnerability Management

Optimization  Optimize fabric development.

Score 1.05
Grades
6 bl vpidtsemiinl @ Performance Optimization

' Total © 16.67% Exempt (1) )| Firmware & Subscription

N

To use the 360 Security Report template:

1. Go to Reports > Report Definitions > Templates.

From the Preview column, you can click PDF or HTML to preview the report in that format.

2. Select the checkbox for Template - 360 Security Report.

Overall Grade [l

E Audit Logging & Monitoring
2 Network Design & Policies

Overall Grade [l

I Network Design & Policies

3. From the More dropdown, click Clone to clone template and make adjustments.
You can also click Create Report to create a report using the template.
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eadmin -

B5 Generated Reports [ + create New | [ @ View || fif Delete | [ & More v Search...
‘ B Report Definitions v )
O] Title ¢ Category < Preview <
All Reports
[m} FeTemplate - 360 Protection Report ware inventory of the FortiGate devices over a 30 day period. System HTML PDF
emplates
Chart Lib ry 2 EaTemplate - 360 Security Report ic, threat, app, user, incident, compromised host and so on. Security HTML PDF
art Library
Ve i O FaTemplate - 360-Degree Security Review d Control, Threat Detection, Data Exfiltration Detection, Endpoint Detection, P Security HTML PDF
Datasets e (] EeTemplate - Admin and System Events Report system severity event counts. System HTML PDF
¥ Advanced > [m} E#Template - Application Risk and Control app, web categories, vulnerability exploits, virus, botnet, adware malicious attac Application HTML PDF
O F#Template - Asset and Identity Report and their users, vulnerabilities, software installed as well as running processes. ~Assets HTML PDF
O  E&Template - Bandwidth and Applications Repo summaries - by users and applications Application  HTML PDF

To run the 360 Security Report:

1. Goto Reports > All Reports, and double-click the row for 360 Security Report.
The Edit: 360 Security Report pane opens.

2. Click Run Report.
3. Once the report is available, click the format to view the report in.

VPN report update -7.2.1

The VPN report has been updated with a new visualization, more analytics, and better organization.

For example, below is a sample of the report in PDF format.

FZiRTINET
SUMMARY
VPN USAGE SUMMARY
¥ 11 Connections ® 6 ysers ] 9,078 Login Attempts ® 6 Failed Logins 2= 5 31 ¢ Used
Total Connections by VPN Type Total Bandwidth Used by VPN Type
11 v 5GB * Cia e
Connections © 209 et Bandwidth © 035 s el 527 MB)
Total Users by VPN Type Total Login Attempts
® sl
& S X
page1of6
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VPN Report
Data Range: 2019-09-17 00:00:00 2022-06-12 23:59:59PDT (FAZ local)
VPN TRAFFIC USAGE TREND
SSL IPSEC
o«
4
%
1001 oLo1 0401 o001 1001 o101 0401 0701 1001 0101 0401
VPN USER LOGINS
3
2
1
1001 001 001 o701 1001 o101 001 o701 1001 o101 0101
page20f6
VPN Report RTINET

Data Range: 2019-09-17 00:00:00 2023-06-12 23:59:59PDT (FAZ local)

AUTHENTICATED LOGINS

Top 15 Authenticated Logins by VPN Connections

I S I e
1 4

a ssl-tunnel 2021-01-07 05:13:00 13:42:50
2 \n ipsec 2017-07-30 13:51:42 3 91:28:03
) ipsee 2020-03-15 12:22:01 1 46:40:03
4 A ipsee 2021-01-06 22:44:00 1 23:54:18
5 8 ipsee 2021-01-06 22:44:00 1 23:54:18
LaN: ) ssh-web 2022-05-27 10:57:32 1 00:09:33

pogedofé

FortiAnalyzer 7.2.0 New Features Guide
Fortinet Inc.



Log and Report

VPN Report FE:RTINET

Data Range: 2019-09-17 00:00:00 2022-06-12 23:59:59 PDT (FAZ local)

Failed Login Attempts by User Failed Login Attempts Time Line
.
E
6 LY “
Srminerz N

o
1001 0101 0401 0701 1001 0101 0401 0701 1001 0101 0401

Top 5 Dial-up VPN Users

N TR
18 ipsec 2017-07-3013:51:42  1.04GB 91:28:03
2 B ipsec 2021-01-06 22:4400  148.25MB 23:54:18
3|\ ssl-tunnel 2021-01-0705:13:00 527 MB 13:42:50
4B ssl-web 2022-05-2710:57:32 1373 MB 00:09:33
pagedots
VPN Report

Data Range: 2019-09+17 00:00:00 2022-06-12 23:59:59 PDT (FAZ local)

SSLVPN
Top 5 SSL VPN Tunnel Users by Duration Top 5 SSL VPN Tunnel Users By by Bandwidth
MSent WReceived
® 100K hiao (1342500
hzhao 5MB
v ™6 i WE e E
Top 5 SSL VPN Web Mode Users by Duration Top 5 SSL VPN Web Mode Users by Bandwidth
WSent WReceived
© 985 o 13:37:49)
@ 1am8
g TME  aME  eMB  EME 1oV 1ME

page5of6

FortiAnalyzer 7.2.0 New Features Guide
Fortinet Inc.



Log and Report

VPN Report

Data Range: 2019-0

IPSEC VPN

Top 5 Users of IPsec VPN Dial-up Tunnel by Bandwidth

.
1213MB T Srasaa e aeas vy =

Top 5 Dial-up IPsec Users by Duration

..

MReceived MiSent.
dalup-3b 1030MB
2% 500 922805
20725 172184152 3 5418)
dialup-1b 148MB
dialup-20 il 34MB
O Z00MB Zo0ME. ZooME E00ME To0oME

peer-1-{] 51MB

U S00ME 1000ME 1500MB 2000ME 2500ME 3000ME 3500ME A000ME

Top 5 Dial-up Ipsec Tunnels by Bandwidth

Top 5 Site-to-Site IPsec Tunnels by Bandwidth
MSent W Received

ZIRTINET

page6ofé

To use the VPN Report template:

1. Go to Reports > Report Definitions > Templates.
From the Preview column, you can click PDF or HTML to preview the report in that format.
2. Select the checkbox for Template - VPN Report.
3. From the More dropdown, click Clone to clone the template and make adjustments.
You can also click Create Report to create a report using the template.

BY Generated Reports
BS Report Definitions v
BS All Reports
[ul Chart Library @
[ Macro Library
g2 Datasets @
£¥ Advanced v
IN Language
= Output Profile

Report Calendar

=+ Create New  © View il Delete

ATitle % Clone

[ Template - Top 20 Category and ' B Create Report
[ Template - Top 500 Sessions by E
[ Template - Top Allowed and Bloc
[&@ Template - User Detailed Browsing Log

& Template - User Security Analysis

[@ Template - User Top 500 Websites by Bandwidth
[@ Template - User Top 500 Websites by Session

[ Template - VPN Report

[ Template - Web Usage Report

[ Template - Web Usage Summary Report

[ Template - What is New Report

[ Template - WiFi Network Summary

00000 «<0000000 @

[ Template - Wireless PCI Compliance

To run the VPN Report:

1. Go to Reports > Report Definitions > All Reports.
2. Double-click the row for VPN Report.
3. Inthe Generated Reports tab, click Run Report.

FortiAnalyzer 7.2.0 New Features Guide
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en
& Install Template Pack
en

Language Description Category
en Top 20 Category and Websites (Sessic Web

Top 500 Sessions by Bandwidth Web

Top Allowed Applications by Session 2 Application
en Detailed Web Browsing Log by Users | User
en User Security Analysis of Blocked and | User
en Top 500 Websites visited by Users by User
en Top 500 Websites visited by Users by User
en VPN Traffic, authenticated and failed | Security
en Web usage requests, browsing and ba Security
en Present a brief summary report about| Security
en What is New on your Security Fabric = Security
en WiFi data transferred, distinct clients. Security
en Managed, unclassified, AP Detection s Security

Search...

Preview

HTML PDF
HTML PDF
HTML PDF
HTML PDF
HTML PDF
HTML PDF
HTML PDF
HTML PDF
HTML PDF
HTML PDF
HTML PDF
HTML PDF
HTML PDF
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4. Once the report is generated, click a format in the Format column to view the report.

BY Generated Reports Edit: VPN Report
B Report Definitions v Generated Reports  Settings  Editor
& All Reports ®RunReport il Delete @ Last 7 Days v Order by Name Search... Q
& Templates (m} Report Name Format Time Range Devices n
[ul Chart Library @ O Today (1)
[% Macro Library [m] VPN Report-2022-06-13-1431_107 | HTML PDF XML CSV JSON | 2022/06/06 - 2022/06/12 | 3 Devices (including 3 VDOMs) >
Datasets @
£¥ Advanced v
[N Language
= Output Profile
Report Calendar Return

Application risk and control report update -7.2.1

The Application Risk and Control report is updated to improve data visualization.
For example, below is a sample of the report in PDF format.
Application Risk and Control 179 - 9% + (B RS) L . ]

Application Risk and Control

Data Range: 2022-06-06 00:00:00 2022-07-05 23:59:59PDT (FAZ local)

Application Visibility and Threats

B2 14 High Risk Apps 2 58 Threats 2 31.16 cs Total Bytes A 8 Malware
High Risk Apps Visibility and Control Threat Detection and Prevention
ors ‘
14 Praf 58 2 Vs & ishin 18
fosd * R pcesa B R

Application Risk Definition

© SEVERE HIGH ELEVATED © GUARDED © Low
Malicious applications or the  Applications that can cause i used for licatic Business applications or
applications that can bypass malware infection or data personal communication or bandwidth or affect software update

security. leakage: often these have known vulnerabilities. productivity. applications.
applications are used for

|«
s ]

Application Risk and Control 2/9 - 9% + (B2 R)
Top 10 High Risk Applications

| Agpcaton e Cagary iy [bar [ Tommyes | erden |
3 2

(-] & Asprox.Botnet  Botnet Client-Server 171 MB 639
(-] 2 ProxyHTTP © Proxy Network-Protocol 11 66.54 KB 55
o = Proxy.Websites @ Proxy Browser-Based 3 479.89 KB 28
() ® Hotspot.Shield © Proxy Client-Server 2 21.36 KB 3
(-] 1 TouchVPN © Proxy Client-Server 1 9.25KB 1
& Telnet % Remote.Access Client-Server 3 24802 KB 88
* ThunderXunlei - P2P Peer-to-Peer 1 27247 KB 84
b Thunder.Xunlei.Kankan - P2P Peer-to-Peer 1 309.08 KB 83
‘« RDP % Remote.Access Client-Server 1 558.31 MB 44
PPStream - P2P Peer-to-Peer 3 16.85 KB 13
Application Behavioral Characteristics Application Behavioral Characteristics History
o pertovesr  @pray —
‘ 0
e 2
& 1K,
H A
R
H

0606 0609 0612 0615 0618 0621 0624 0627 0630 0703
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le
e ]

Application Risk and Control 2/9 - g% + | @O

Top 10 High Risk Applications

(-] & Asprox.Botnet € Botnet Client-Server 2 171MB 639
-] & Proxy.HTTP © Proxy Network-Protocol 1 66.54 KB 55
e = Proxy.Websites © Proxy Browser-Based 3 479.89 KB 28
o ® Hotspot.Shield © Proxy Client-Server 2 21.36 KB 3
) L TouchVPN © Proxy Client-Server 1 9.25KB 1
B Telnet % Remote.Access Client-Server 3 24802 KB 88
¢ Thunder Xunlei = P2P Peer-to-Peer 1 27247 KB 84
& Thunder.Xunlei.Kankan = P2P Peer-to-Peer 1 309.08 KB 83
‘“ RDP i Remote.Access Client-Server 1 558.31 MB 44
PPStream = P2P Peer-to-Peer 3 16.85 KB 13
Application Behavioral Characteristics Application Behavioral Characteristics History
miccss @puciopex  @piny
© 1039% pesriopeer 5
H A
o

0606 0609 0617 0615 0618 0621 0624 0627 0630 o703

To use the Application Risk and Control report template:

1. Go to Reports > Report Definitions > Templates.
From the Preview column, you can click PDF or HTML to preview the report in that format.

2. Select the checkbox for Template - Application Risk and Control.

B Generated Reports [+ createNew |[@ View | [ Delete |[ 3 More v | Search...
‘ B Report Definitions v =
(m Title® Category Preview
All Reports
[0 B Template - 360 Protection Report 2 inventory of the FortiGate devices over a 30 day period. System HTML PDF
'emplates
Chart Lib o [0 B Template - 360 Security Report threat, app, user, incident, compromised host and so on. Security HTML PDF
art Library

Ve L [0 | B Template - 360-Degree Security Review ontrol, Threat Detection, Data Exfiltration Detection, Endpoint Detection, P Security HTML PDF
BrEsEs Py [0 B Template - Admin and System Events Report em severity event counts. System HTML PDF
& Advanced 5 v  [&Template - Application Risk and Control , web categories, vulnerability exploits, virus, botnet, adware malicious attac Application HTML PDF
[0 B Template - Asset and Identity Report their users, vulnerabilities, software installed as well as running processes. = Assets HTML PDF
O [ Template - Bandwidth and Applications Report  maries - by users and applications Application HTML PDF
[0 B Template - Client Reputation oy user, devices, threat summary. User HTML PDF
[0 & Template - Cyber Threat Assessment nd Control, Threat Detection, Prevention and Recommended Actions. Security HTML PDF
[0 B Template - Cyber-Bullying Indicators Report Application HTML PDF
[0 [ Template - Daily Summary Report hreat, app, user, incident, compromised host and so on. Security HTML PDF
[m} [ Template - Data Loss Prevention Detailed Report ail, Web, and FTP. Security HTML PDF
[0 B Template - Detailed Application Usage and Risk  er-to-peer, remote access, email. Backup and storage, general access. Incluc Application HTML PDF
[0 B Template - DNS Report ctivity on the network. System HTML PDF
[0 & Template - DNS Security Report curity. Security HTML PDF
F:i:RTINET Lk SRRV T S e d e Al il it LTl nAe

3. From the More dropdown, click Clone to clone the template and make adjustments.
You can also click Create Report to create a report using the template.

To run the Application Risk and Control report:

1. Go to Reports > Report Definitions > All Reports.
2. Double-click the row for Application Risk and Control.
You can find the report using the search bar. For example, see the image below.
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Reports v = ADOM:root-new  >_ @~ eadmin o

B Generated Reports © Run Report | [€3 Report - | [B& Folder v | [ § More v | O Show Scheduled Only [ application risk|
B Report Definitions v . N -
O Tite® Language Cache Status = Time Period Devices Schedule Output Profile Report Owr
All Reports
Templat O = MeApplication Reports
emplates
Chart Lib o () B5 Application Risk and Control English Previous 7 Days = All_FortiGate
art Library
MEEm UERy [0 & MeFortiGate Reports
Datasets e O B Application Risk and Control English Previous 7 Days | All_FortiGate
% Advanced > [0 BMsOCReports
(] B Application Risk and Control English Previous 7 Days = All_FortiGate

3. Inthe Generated Reports tab, click Run Report.
4. Once the reportis generated, click a format in the Format column to view the report.

Bandwidth and applications report update -7.2.1

The Bandwidth and Applications Report is updated to improve data visualization.

For example, below is a sample of the report in PDF format.

Bandwidth and Applications Report

Bandwidth and Applications Report SRTINET
207:16 0 071705,

Data Rang 9:59PDT (FAZ oca

SUMMARY
Fortinet Bandwidth

d

ifyi
introducing the most risk. This report summarizes the findings and provides an overall sk assessment with recommended actions.

TRAFFIC STATISTIC

& 18.02K @ 24326 K % 52011 M 22,69 TB
Applications Users Sessions. Bytes Transferred
19 640K 520.11M 226978
Categories Endpoins Average essions er Day Average Bytes Per Dy

Network.Service 14389 K 2022-07-16 6.59TB
Used Most Bandwidth Destinations Most Active Date By Sessions Average per Day from
Network Service

BANDWIDTH SUMMARY SESSIONS SUMMARY

Bandwidth and Applications Report

Bandwidth and Applications Report FZ:RTINET
Dsta Range: 2022-07-16 0600 07.17 05:59:599D (FAZ loca)

TOP 10 APPLICATION CATEGORIES BY BANDWIDTH

ssnsa2uoce

e R
sl
s nsasuscn

r——

B)
v sz Unaneli5EE
nows e
SMTP 2231MB) s il
Mo e sene 768 o
sus7ce) 781
—
ot o B
pa————
s oz
MdaLmcn s-w-emumnegm/.
- Generalnterest71568)
par—
Johyp—" Urlnoun (108868 lent (2654G8) sutucmaticn
ronmqucn) s issoue)
Grogeseis 7208 s ooy
oven s
[r—
overrica [r———
s 0200
Seiagimen

e HTTPSROWSER, Cvme 5148
1657568 et

LB aows 2cce)
P 0 ey
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To use the Bandwidth and Applications Report template:

1. Goto Reports > Report Definitions > Templates.
From the Preview column, you can click PDF or HTML to preview the report in that format.

2. Select the checkbox for Template - Bandwidth and Applications Report.

ADOM: root-new e admin v
B Generated Reports [+ createNew |[@ view | | Delete |[ 3 More v | Search...
& Report Definifions v ® | Tites Category Preview
All Reports
[ B Template - 360 Protection Report nventory of the FortiGate devices over a 30 day period. System HTML PDF
Chart Library o [ B Template - 360 Security Report reat, app, user, incident, compromised host and so on. Security HTML PDF
VT i O [ Template - 360-Degree Security Review itrol, Threat Detection, Data Exfiltration Detection, Endpoint Detection, P Security HTML PDF
Datasets o [J B Template - Admin and System Events Report m severity event counts. System HTML PDF
£ Advanced » [0 B Template - Application Risk and Control web categories, vulnerability exploits, virus, botnet, adware malicious attac Application  HTML PDF
[0 | B Template - Asset and Identity Report reir users, vulnerabilities, software installed as well as running processes. | Assets HTML PDF
v [ Template - Bandwidth and Applications Report  1aries - by users and applications Application HTML PDF
O [ Template - Client Reputation user, devices, threat summary. User HTML PDF
[0 B Template - Cyber Threat Assessment 1 Control, Threat Detection, Prevention and Recommended Actions. Security HTML PDF
[0 B Template - Cyber-Bullying Indicators Report Application  HTML PDF
[ B Template - Daily Summary Report reat, app, user, incident, compromised host and so on. Security HTML PDF
[0 B Template - Data Loss Prevention Detailed Report , Web, and FTP. Security HTML PDF
[ B Template - Detailed Application Usage and Risk  to-peer, remote access, email. Backup and storage, general access. Inclu¢ Application HTML PDF
[0 G Template - DNS Report ivity on the network. System HTML PDF
[0 | B Template - DNS Security Report Irity. Security HTML PDF
Fi:RTINET M Tamalata Fanadl Do Lt Clnn b nnnin Cmetse — 0%-74

3. From the More dropdown, click Clone to clone the template and make adjustments.
You can also click Create Report to create a report using the template.

To run the Bandwidth and Applications Report:

1. Goto Reports > Report Definitions > All Reports.
2. Double-click the row for Bandwidth and Applications Report.
You can find the report using the search bar. For example, see the image below.

ADOM:root-new  >_ @~ eadminv

B Generated Reports

Run Report | |£¥ Report v‘ B Folder v H $ More v | [J Show Scheduled Only bandwidth and|

By Report Definitions v ) 5
Title ¢ Language Cache Status = Time Period Devices Schedule Output Profile Report Owr
All Reports
= M Application Reports
Templates
5 Bandwidth and Applications Report English Previous 7 Days  All Devices
Chart Library [} g PP P 8 4

Macro Library

D aeers ) B Bandwidth and Applications Report English Previous 7 Days = All Devices

= M Network Reports

(]
[m]
O
[m]
O | ©@MeFortiGate Reports
[m]
£¥ Advanced > O
O

B Bandwidth and Applications Report English Previous 7 Days = All Devices

3. Inthe Generated Reports tab, click Run Report.
4. Once the report is generated, click a format in the Format column to view the report.

Security events and incidents summary report update -7.2.1

The Security Events and Incidents Summary report is updated to improve data visualization.

For example, below is a sample of the report in PDF format.
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Security Events and Incidents Summary

Security Events and Incidents Summary
Data Range: 2022.05-25 000000 2022-06.09 000000PDT (FAZloc

FZ:RTINET

QUICK INSIGHT

5.43 M Logs 7.00 Kevents @ 4 Analyzed Events 8.80 Kincidents L0 98 Affected Endpoints

OVERALL SEVERITY

Total Events by Severity Total Incidents by Severity

l u #

7K e 9K

Events Incdents.

Security Events and Incidents Summary

Fi:RTINET

Security Events and Incidents Summary
Data Range: 2022.05-25 000000 2022-06.09 000G0OPDT (FAZloca

TOTAL EVENTS COUNT BY SEVERITY AND CATEGORY

T Agp o Event )

[ —

- ‘\
Ol ety A Dotcti B rdoee 1) @—————Low(35)
PSLow severy(16) /

To use the Security Events and Incidents Summary report template:

1. Goto Reports > Report Definitions > Templates.
From the Preview column, you can click PDF or HTML to preview the report in that format.
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2. Select the checkbox for Template - Security Events and Incidents Summary.

oadmin B

B Generated Reports
| B Report Definitions
All Reports

Templates

Chart Library

Macro Library

Datasets

£ Advanced

F:i:RTINET

+ Create New He View ‘ Bl Delet ‘ t More v‘ Search
Y @ i Tites Category
[0 B Template - SaaS Application Usage Report o all applications, Sanctioned vs Unsancationed Saa$ applications, and tot Application
P [0 B Template - Secure SD-WAN Assessment Report System
[0 B Template - Secure SD-WAN Report System
[ [0 B Template - Security Analysis stination, bandwidth and sessions. DHCP, Wifi, traffic history. Web usage | Security
> v [ Template - Security Events and Incidents Summars collected. Security
[0 B Template - Self-Harm and Risk Indicators Report Application
[0 B Template - Situation Awareness Report ure, and allow for a better understanding of the 'big picture’ which will hel Security
[0 B Template - SOC Incident Report Security
[0 B Template - Social Media Usage Report Application
O [ Template - Threat Report 2s. Intrusions detected, sources, blocked severity and timeline. Security
[0  E Template - Throughput Utilization Billing Report System
[0 B Template - Top 20 Categories and Applications (B2 Application
[0 B Template - Top 20 Categories and Applications (Se Application
[0 [ Template - Top 20 Category and Websites (Bandw Web
O [Template Web

- Top 20 Category and Websites (Sessior

Preview E

HTML PDF
HTML PDF
HTML PDF
HTML PDF
HTML PDF
HTML PDF
HTML PDF
HTML PDF
HTML PDF
HTML PDF
HTML PDF
HTML PDF
HTML PDF
HTML PDF
HTML PDF

3. From the More dropdown, click Clone to clone the template and make adjustments.
You can also click Create Report to create a report using the template.

To run the Security Events and Incidents Summary report:

1. Goto Reports > Report Definitions > All Reports.
2. Double-click the row for Security Events and Incidents Summary.
You can find the report using the search bar. For example, see the image below.

B Generated Reports

5 Report Definitions
& Rep YO Tites
All Reports

Templates

Chart Library

Macro Library

Datasets

{£¥ Advanced

ADOM:root-new >_ @~

eadmin v

O Run Report ‘c} Report v ‘ ‘H Folder v ‘ : More v | (J Show Scheduled Only security events
Language Cache Status = Time Period Devices Schedule  Output Profile Report Ovn
[0 @ © MeFortiGate Reports
O B Security Events and Incidents Summary English Previous 7 Days | All Devices
O ©MSsOCReports
English Previous 7 Days = All Devices

@ O | B Security Events and Incidents Summary

>

3. Inthe Generated Reports tab, click Run Report.
4. Once the reportis generated, click a format in the Format column to view the report.

High bandwidth application usage report update -7.2.1

The High Bandwidth Application Usage Report is updated to improve data visualization.

For example, below is a sample of the report in PDF format.
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High Bandwidth Application Usage Report

Data Range: 1

High Bandwidth Application Usage Report FZ:RTINET
4 0718 23:59:59PDT (FAZ loca)

SUMMARY

Fortinet High Bandwidth Application Usage Report provides visibility for identifying the applications and users on your network that are consuming the most
bandwidth and This thefindings and provid Il risk

KEY FINDINGS

©195.59 K appiications  Z 19 Categories (339.11 TB TotalBytes  (D19.56 TB perDay 2 544.75 K users

Top 3 Application Categories by Bandwidth

(&

© Networcsenice: 17878
Glent 9.3
torage Sack:

High Bandwidth Application Usage Report

High Bandwidth Application Usage Report

PEER-TO-PEER APPLICATIONS

‘The following is a summary of the most used P2P applications, identifying those with the most usage by bandwidth, session, number of users
and highest risk.

O 3e2p Applications & 7 users (2 144.32 KB Total Bytes 631 sessions

Top 10 P2P Apps by Bandwidth Top 10 P2P Apps by Sessions

© 9518 Gruela (13737 K8) ® Grutaha: 585
354X BifTorent(5.1KE) 631 BiToren 33
Thundie Xonli (184 k6] Sessions. o ThonderXonli- 13

Top 10 P2P Apps by Number of Users Top 10 P2P Users by Bandwidth
@ 93345 w2450 134 70K8)

254% Usr 12616 511 KB)
144KB o 185% e 20259 266 KB)
L07% 1P 3669 (154 KB)
Tt o 0% IPa-63279 1528)
01 it 46431 (152 8)

 Trunderxuret 3
orrent 2

BiTorment
o Gtz

To use the High Bandwidth Application Usage Report template:

1. Goto Reports > Report Definitions > Templates.
From the Preview column, you can click PDF or HTML to preview the report in that format.
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2. Select the checkbox for Template - High Bandwidth Application Usage Report.

ADOM:root  >- @~ [13 ~ oadmin-

By Generated Reports + Create New ‘ ‘ © View ‘ Bl Delete [ § More v ‘ Search...
| & Report Definitions v ® | Titles Category Preview u
All Reports U | o s 1 i uny sros waspn nopurs A D
[0 B Template - FortiSandbox CTAP Report FortiSandbox HTML PDF
Chart Library ©® [ B Template - FortiSandbox Default Report malware severity of targeted hosts, top 20 targeted hosts, top 20 malware FortiSandbox HTML PDF
Macro Library [0 | B Template - FortiWeb Default Report s, login events by user, top destinations, attack destinations and event tyg FortiWeb HTML PDF
2cI=RE ® & Template - Fortiweb Web Application Analysis Re consolidated views in a multi-FortiWeb environment. FortiWeb HTML PDF
£ Advanced > O B Template - GTP Report System HTML PDF
| v | & Template - High Bandwidth Application Usage Ref Application HTML PDF
[0 B Template - Hourly Website Hits Web HTML PDF
[ B Template - IPS Report surces, blocked, monitored, attacks over http-https. Security HTML PDF
[0 | B Template - PCI-DSS Compliance Review tory Requirements, Related Best Security Practices, PCI DSS 3.1 Regulatic Security HTML PDF
[J | B Template - SaaS Application Usage Report oall icati i vs Ur i SaaS icati and tot Application HTML PDF
O [ Template - Secure SD-WAN Assessment Report System HTML PDF
[0 | B Template - Secure SD-WAN Report System HTML PDF
O B Template - Security Analysis stination, bandwidth and sessions. DHCP, Wifi, traffic history. Web usage | Security HTML PDF
[0 | B Template - Security Events and Incidents Summars collected. Security HTML PDF
Fi:RATINET [0 B Template - Self-Harm and Risk Indicators Report Application HTML PDF

3. From the More dropdown, click Clone to clone the template and make adjustments.
You can also click Create Report to create a report using the template.

To run the High Bandwidth Application Usage Report:

1. Goto Reports > Report Definitions > All Reports.
2. Double-click the row for High Bandwidth Application Usage Report.
You can find the report using the search bar. For example, see the image below.

ADOM:root-new  >_ @~ eadminv

B Generated Reports O RunR £ Report v‘ B Folder v H : More v | [J Show Scheduled Only
B Report Definitions v 5 N N
O Tite® Language Cache Status = Time Period Devices Schedule Output Profile Report Owru
All Reports
[0 | ©MApplication Reports
Templates
Chart Ui P (=] B High Bandwidth Application Usage Report English Previous 7 Days | All Devices
art Library
Macro Library [0 | ©@MeFortiGate Reports
D e O B High Bandwidth Application Usage Report English Previous 7 Days | All Devices
£3 Advanced s> | O & MeNetwork Reports
(] B High Bandwidth Application Usage Report English Previous 7 Days = All Devices

3. Inthe Generated Reports tab, click Run Report.
4. Once the report is generated, click a format in the Format column to view the report.

Cyber-bullying indicators report update -7.2.1

The content and style of the Cyber-Bullying Indicators Report is updated to improve data visualization.

For example, below is a sample of the report in PDF format.
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I«
1]

=  Cyber-Bullying Indicators Report 1715 | — 91% + | B ©

Cyber-Bullying Indicators Report

01 00:00:00 2022-06-10 12:00:00PDT (FAZ local)

Data Range: 20

OVERVIEW OF CYBER-BULLYING INDICATORS AND BAD TERMS OF PHRASES USED WITHIN THE ENVIRONMENT

Offensive or Threatening Phrases Distribution By Platforms Offensive or Threatening Phrases Distribution By Users

[ o
141 e 141
tvents 12 Gmai Send Message. ® 3200N0TELLD

Top 10 Users by Offensive or Threatening Phrases

12

1 RAPHAEL
12
6

3

2 ERIC 5

Cyber-Bullying Indicators Report 7 /115 - 80% + =

Cyber-Bullying Indicators Report

Data Range: 2019-01-01 00:00:00 2022.06-10 1200:00PDT (FAZ local)

s b SEARCH TERMS WHICH MAY INDICATE CYBER-BULLYING

Top 10 Users with Bad Terms or Phrases in Searches

To use the Cyber-Bullying Indicators Report template:

1. Go to Reports > Report Definitions > Templates.
From the Preview column, you can click PDF or HTML to preview the report in that format.
2. Select the checkbox for Template - Cyber-Bullying Indicators Report.

B Generated Reports Search...
B Report Definitions v
@ Tite® Category Preview
PIRESIES [0  BsTemplate - Bandwidth and Applications Report 2y users and applications Application HTML PDF
Templatt
O B Template - Client Reputation 2vices, threat summary. User HTML PDF
Chart Library (i) .
O B Template - Cyber Threat Assessment Il, Threat Detection, Prevention and Recommended Actions. Security HTML PDF
Macro Library
| v | s Template - Cyber-Bullying Indicators Report Application HTML PDF
Datasets (i)
O B Template - Daily Summary Report ), user, incident, compromised host and so on. Security HTML PDF
£¥ Advanced >
O B Template - Data Loss Prevention Detailed Report ind FTP. Security HTML PDF
O B Template - Detailed Application Usage and Risk  r, remote access, email. Backup and storage, general access. Incluc Application = HTML PDF
O  BsTemplate - DNS Report the network. System HTML PDF
O s Template - DNS Security Report Security HTML PDF
O B Template - Email Report of emails. Security HTML PDF
O  EsTemplate - Endpoint Sandbox Detections Report ndbox FortiSandbo, HTML PDF
O B Template - FortiCache Default Report it timeline. Top 20 websites by bandwidth, bandwidth savings, cac FortiCache = HTML PDF
O s Template - FortiCache Security Analysis FortiCache A HTML PDF
[0 B Template - FortiCache Web Usage Report FortiCache A HTML PDF
10% 74
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3. From the More dropdown, click Clone to clone the template and make adjustments.
You can also click Create Report to create a report using the template.

To run the Cyber-Bullying Indicators Report:

1. Goto Reports > Report Definitions > All Reports.

2. Double-click the row for Cyber-Bullying Indicators Report.

You can find the report using the search bar. For example, see the image below.
ADOM:root-new >_ @~ eadmin -

& Folder v ‘ ‘ $ More v ‘ O Show Scheduled Only cyber-bullying

B Generated Reports © Run Report ‘1} Report v
BS Report Definitions v - -
O Title® Language Cache Status Time Period Devices Schedule ' Output Profile Re]
All Reports
O [E MeFortiGate Reports
Templates
Chart Library o (] B Cyber-Bullying Indicators Report English Previous 7 Days = All Devices
Macro Library
Datasets (i)
£¥ Advanced >

3. Inthe Generated Reports tab, click Run Report.
Once the report is generated, click a format in the Format column to view the report.

Self-harm and risk indicators report update -7.2.2

The Self-Harm and Risk Indicators Report is updated to improve data visualization.

For example, below is a sample of the report in PDF format.

Copy of Template - Self-Harm and Risk Indicators Report F::=RTINET

Data Range: 2022-09-01 00:00:00 2022-10-01 00:00:00PDT (FAZ local)

SUMMARY
SELF-HARM AND RISK INDICATORS SUMMARY

@ 4 Users @l 65 Risky Terms or Phrases

Risky Terms Used in Search Platform

® 37 Google Search_Search Phrase

SELF-HARM AND RISK INDICATORS TIMELINE

@ 1 search Platform

Risky Terms Used in Social Media

£

60
" [
4 [
i 45 L
k- |
3 |
% 30 [
2 |
£ [
2 15 [
ey
09-01 03-04 09-07 09-10 09-13 09-16 09-19 09-22 09-25 09-28

88 4 social Media APPs Used

® 11 Facebook_Chat
9 YouTube_Video Access

® 4 Gmail_Send Message.
4 Twitter_Post
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Copy of Template - Self-Harm and Risk Indicators Report F::RTINET

Data Range: 2022-09-01 00:00:00 2022-10-01 00:00:00PDT (FAZ local)
TOP 10 USERS WITH RISKY TERMS OR PHRASES

w

\\
/ RAPHAEL (4) DONOTELLO (4)

O :
\ ERIC(#) MATTHEW (4) /

DatlaSi

To use the Self-Harm and Risk Indicators Report template:

1. Go to Reports > Report Definitions > Templates.
From the Preview column, you can click PDF or HTML to preview the report in that format.

2. Select the checkbox for Template - Self-Harm and Risk Indicators Report.
3. Right-click the template to select Create Report.
You can also select Clone to clone the template and make adjustments.

ADOM:rootnew > @~ [ 1~ eadminv

B Generated Reports ‘ + Create New ‘ [ View ‘ fi De 1 More v ‘ Search...
B Report Definitions v 5 . 3
® Title® Languag Description = Category = | Preview =
All Reports o
_ [0 ETemplate - SaaS Application Usage Report en Summarizes the usage of SaaS apps compared to all applications Application HTML PDF
Templates
[0 ETemplate - Secure SD-WAN Assessment Report en Secure SD-WAN Assessment Report. System HTML PDF
Chart Library [}
[0 [EsTemplate - Secure SD-WAN Report en Secure SD-WAN Report. System HTML PDF
Macro Library
Eo ° [0  [ETemplate - Security Analysis en Security Analysis of traffic, application, user, destination, bandw Security HTML PDF
atasets
£ Advanced > [0 [ETemplate - Security Events and Incidents Summary en Present a brief summary of the events/Incidents collected. Security HTML PDF
v ETemplate - Self-Harm and RisK Indicators Repo e Self-Harm and Risk Indicators Report. Application HTML PDF
Vi
O [FeTemplate - Situation Awarene! View Provide awareness of your current security posture, and allow fc Security HTML PDF
W Delete
[0 [E&Template - SOC Incident Repq - Present a brief summary of SOC Incidents. Security HTML PDF
= Clone
E - ial q Y ial
[0 E&Template - Social Media Usag: B Create Report Social Media Usage Report. Application HTML PDF
[0 [G@Template - Threat Report Malware, Botnets - detected, victims and sources. Intrusions dei Security HTML PDF
[0 ETemplate - Throughput Utilization Billing Report ~ en Interface Throughput Utilization Billing Report. System HTML PDF
O [ Template - Top 20 Categories and Applications (Ban en Top 20 Categories and Applications (Bandwidth) Application HTML PDF
[0 [E&Template - Top 20 Categories and Applications (Sess en Top 20 Categories and Applications (Session) Application HTML PDF
[0 E&Template - Top 20 Category and Websites (Bandwid en Top 20 Category and Websites (Bandwidth) Web HTML PDF
M ElTamnlata - Tan 90 Catanan: and Waheitac (Caccinnl _an Thn 9N Fatamnn and Wiheitac (Saceinn) [YORN LT DA

To run the Self-Harm and Risk Indicators Report:

1. Go to Reports > Report Definitions > All Reports.
2. Double-click the row for Self-Harm and Risk Indicators Report.
Alternatively, you can use the copy that you created from the template. You can find the report using the search bar.

3. Inthe Generated Reports tab, click Run Report.
4. Once the reportis generated, click a format in the Format column to view the report.
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Others

This section lists the new features added to FortiAnalyzer for other topics relating to logging and reporting:

» Use device metadata in datasets and reports on page 93
« Search by object names on page 95
o Generate system event log when daemon crashes 7.2.2 on page 96

Use device metadata in datasets and reports

Device metadata such as branch ID, device geo-location, device names, and organization names can now be used by
datasets and reports to provide enriched information.

Below are steps to create and run a custom report with device metadata.

To create a dataset that queries the device metadata:

Go to Reports > Report Definitions > Datasets, and click Create New.
Configure a custom dataset to query logs and device metadata.

Click Go to test the output of the query.

If there are no errors to fix in the Query, click OK to save the dataset.

PoOobd-=

B Generated Reports Create Dataset

& Report Definitions
Name device metadata
& All Reports
Log Type Event ~
& Templates
Query 1 select tl.devname, t2.platform, t2.organization,

ul Chart Library @ 2.address, t2.phone, t2.email from ###(select devname

[# Macro Library from $log group by devname)### t1 inner join
= $ADOMTBL_PLHD_DEVMETA t2 on t1.devname=t2.name group by
£ Datasets @ i R
.devname, t2.platform, t2.organization, t2.address,
£ Advanced ~ t2.phone, t2.email order by tl.devname
[N Language
2 Output Profile

Report Calendar

Validate  Analyze Query | Format

Variables Variable Expression  Description

Click here to add new entry.
Go

Time Period Previous 7 Days ~

Devices Al Devices v
devname platform organization address phone email

FGT101F-HA FortiGate-101F Fortinet Still Creek

[ o T

To create a chart using the dataset with device metadata:

Go to Reports > Report Definitions > Chart Library, and click Create New.

In the Name field, type a name for the chart.

From the Dataset dropdown, select the dataset created with device metadata.
Configure the chart, and click OK.

See the FortiAnalyzer Administration Guide for more information about creating charts. Use the preview chart to
review the chart as it is configured.

o bd-=
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B Generated Reports Create Chart
B Report Definitions ~
@
B All Reports ‘Common ~
£ Real Data v
B Templates Narme Device Metadata DAl Devices v @ ThisYear v Go | Stop
il i Description
[l Chart Library @ # devname  platform  organizatio address  phone email
& Macro Library Dataset device metadata v 1 FG100 FortiGate Fortinet Still Creek 7 >
§= Datasets @ Resolve Hostname | Inherit v 2 FGT-5  FortiGate Fortinet Still Creek
2 Advanced ~ . 3 FGT-C  FortiGate Fortinet Still Creek “222
nL e Table e 4 FGT10 FortiGate Fortinet Stll Creek = oo
anguage
e Table Type © Regular ) Ranked () Drilldown 5 FGT40  FortiGate Fortinet —Still Creek =277 -
= Output Profile
" Order By ] 6 FWF-6  FortiWiFi Fortinet Robson St
Report Calendar ShowTop @foral) | 10 H
Regular Columns ~
Column 1 + @
Title devname
Width )
% (0 for Auta)

Data Binding Format

devname ~ | Default IE 3 Preview chart is for illustration purpose only. Actual report chart may vary from

preview chart.

[ o JEE

To create and run a report using the device metadata chart:

1. Go to Reports > Report Definitions > All Reports.
2. From the Report dropdown in the toolbar, click Create New.
You can also edit an existing or cloned report to use this chart according to your needs.
3. Configure a name and folder location for the report.
In this example, the report name is Device Metadata Report.
4. Go to the Editortab for the report, and click Insert Chart.
The Insert Chart dialog opens.
5. From the Chart dropdown, select the chart that uses the device metadata.
6. Click OK.

Insert Chart

+ | EDevice Metadata +

{default}

Width(1px - 900px)

Filters

Log Field Match Criteria Value @

Click here to add a new filter.

7. Configure other settings for the report, and click Apply to save the report.
See the FortiAnalyzer Administration Guide for more information about creating custom reports.

8. Go tothe Generated Reports tab, and click Run Report.
9. Once the report is generated, click the Format you would like to download the report in.
Below is an example of a PDF report with device metadata.
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Device Metadata

# Device Name Platform Organization Address Email
1 FGI00D3G14808004  FortiGate-100D Fortinet still Creek Drive 4190, Burnaby, British Columbia, Canada -

2 FGT-SIE FortiGate-51E Fortinet Still Creek Drive 310-4260, Burnaby, British Columbia, Canada i
3 FGT-CSF-Raot FortiGate-140D-POE  Fortinet Still Creek Drive 4190, Burnaby, British Columbia, Canada e
4 FGTIOIFHA FortiGate-101F Fortinet Still Creek Drive 310-4260, Burnaby, British Columbia, Canada —n
5 FGT40F FortiGate-a0F Fortinet still Creek Drive 4190, Burnaby, British Columbia, Canada wa
6 PWFGIF FortiWiFi-61F Fortinet Robson Street 800, Vancouver, British Columbia, Canada = P

Search by object names

Source Object and Destination Object filters are now available to simplify search. The FortiAnalyzer admin can
select an object filter and specify an object name to search Log View and FortiView.

To enable this feature from the FortiGate device:

1. Inthe FortiOS GUI, go to Log & Report > Log Settings.
2. Under UUIDs in Traffic Log, enable Address.
3. Click Apply.

1 admin v

=

@ Dashboard Log Settings
——

‘f’ Network 250 MB

B Policy & Objects

Security Profiles 2.00MB

User & Authentication

a
8 VPN 150 MB
a
_ 1.00 MB

= WiFi Controller
System 500.00 kB

SX Security Fabri
A ecurity Fabric 0B

Log & Report Mar 29 Mar 30 Mar 31 Apr01 Apr 02 Apr03 Apr 04

Forward Traffic M TrafficLog MMEventlLog MEDLPlog MESSLLog
Local Traffic
Sniffer Traffic Send logs to syslog (B
Events
D Cloud Logging Settings
AntiVirus
Web Filter UUIDs in Traffic Log @
=t Address @©
DNS Query
File Filter Log Settings
Application Control Event Logging Customize
Intrusion Prevention
P Local TrafficLog Al
. Log Allowed Traffic
E?tl'fta;e Cliza] Log Denied Unicast Traffic
P Log Local Out Traffic
Log Settings Log Denied Broadcast Traffic

F::RTINET Apply

Examples using the filters in FortiAnalyzer:

o Log View > FortiGate > Traffic filtered by Source Object and Destination Object. These filters are available
for traffic logs and utm logs. The Destination Object and Source Object columns are added.
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3k Fabric > "~ B 4 Devices selected v © Last 1 Day~ Mar 07 To Mar 08 % B F-
[ FortiGate v Source Object = "net-remote” < Destination Object = "net-localY" Add Filter 0 Qq ©
#  VDate/Time DevicelD Action Source D IP Service A Sent/Received  Destination Object ~ Source Object
© Security v 1 13:24:45 FGT91E4.. 192.16... 10.2.60.104 tep/514  tep/514 16.1 M... @ net-localY net-remote
Antivirus 2 13:23:10 FGT91E4.. v 192.16.. 10.2.60.104  SYSLOG SYSLOG net-localY net-remote
Intrusion Prevention 3 1322140 FGT91E4.. v 192.16.. 10.2.60.104  tcp/514  tep/514 net-localY net-remote
) 4 13:21:10 FGT91E4.. v 192.16.. 10.2.60.104  SYSLOG SYSLOG net-localY net-remote
Application Control 5 13:20:40 FGT91E4.. v 192.16... 10.2.60.104  tcp/514  tcp/514 net-localY net-remote

o FortiView > Traffic > Top Sourcesfiltered by Source Object. The Source Object column is added.

FortiView Monitors S Q1 eadmin

® Threats > B ¢ Devices selected ~ @ Last 1 Day ~ Mar 07 2022 - Mar 08 2022 Dark Mode @)

2 Traffic v

Top Source Addresses

Top Source Top: 100 - (Rl

Source Object = win7-vm | Add Filter

Top Destinations

Top Destination Addresses
Top Country/Region
Policy Hits

DNS Logs

ZTNA Servers 0 Mar 07 16:30 Ma ) Mar 07 22 far 08 01:3 Mar 08 04: Mar 0 [ 1
# Source Source Interface Source Object Device Threat Score 'V Sessions Bytes

1 10.2.60.145 internal win7-vm 22VAN-200289-F0 716 492.3KB/1.6 M

Sources(FortiWeb)

Countries(FortiWeb)

FortiView Monitors S Q1 eadmin

® Threats > B All Devices © Last 1 Hour v 12:28 - 13:28 Dark Mode @)

= Traffic v

Top Source Address Objects Top: 100

Top Sources

Top Source Addresses

Top Destinations

Source Object = SSLVPN_TUNNEL_ADDR1 | Add Filter

# Source Object Source Interface Device Threat Score ¥ Sessions

1 T SSLVPN_TUNNEL_ADDI ssl.root 0 2,584
Top Destination Addresses

o FortiView > Traffic > Top Destinations filtered by Destination Object.

FortiView v = FortiView Monitors &0 oadmin

® Threats > A ¢ Devices selected v © Last 1 Hour v 12:33 - 13:33 Dark Mode @)

2 Traffic v

Destination IPs

Top Sources
P Destination Object = ubuntu-server4 | Add Filter

Top Source Addresses

Top Destinations

Top Destination Addresses

ssions Block ~O- Pass

Top Country/Region ‘
Policy Hits 2
DNS Logs !
ZTNA Servers 235 124 12:45 12 2 0 13:1 15 2
Sources(FortiWeb) # Destination Destination Object Applications ¥ Sessions Bytes
1 10.2.60.147 ubuntu-server4 2306 5,538 16.4 MB/1.2 GB

Countries(Fortiweb)

o FortiView > Traffic > Top Destination Addresses filtered by Destination Object. The Destination Object
column is added.

FortiView v = FortiView Monitors & Q1 eadmin

® Threats > B All Devices + O Last 1 Hour v 12:29 - 13:29 Dark Mode @B &

= Traffic v Top Destination Address Objects

Top Sources — ; - TV
Destination Object = Private_IP_Range_Group | Add Filter

Top Source Addresses

# Destination Object 'V Sessions

1 & Private_IP_Range_Group 7 125 34.9 KB/34.9 KB -

Applications
Top Destinations

Top Destination Addresses

Generate system event log when daemon crashes -7.2.2

You can now enable, via CLlI, the functionality to generate a system eventlog when a daemon crashes.
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These event logs are generated with level=warning and the entire backtrace is included in the msg field.

To generate a system event log when a daemon crashes, you must enable 1og-daemon-crash in the FortiAnalyzer
CLI.

To generate a system event log when a daemon crashes:

1. Enter the following command in the FortiAnalyzer CLI:
config system locallog setting
set log-daemon-crash enable

end
\‘ ! 'l
q By default, Log-daemon-crash is setto disable. When disabled, a system event log is not
- generated when a daemon crashes.

To view the system event logs for daemon crashes:

1. Inthe FortiAnalyzer GUI, go to System Settings > Event Log.

x You can also check crash logs by entering the following command in the FortiAnalyzer CLI:

diagnose debug crashlog read
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System

This section lists the new features added to FortiAnalyzer for system settings:

 High Availability (HA) on page 98
o Administrators on page 101

« Network on page 103

e Others on page 105

High Availability (HA)

This section lists the new features added to FortiAnalyzer for high availability (HA):

» Global log search across FortiAnalyzer Fabric members 7.2.1 on page 98

Global log search across FortiAnalyzer Fabric members -7.2.1

The Log View pane is added to the FortiAnalyzer Fabric supervisor.

This Log View supports a global search of logs collected across FortiAnalyzer Fabric members. The supervisor displays
the same information about the logs as displayed in the FortiAnalyzer Fabric member that they were collected on.

Supervisor (% °Adminv

Device Manager Log View FortiSoC

* -

Management
Extensions

System Settings

Two columns are added in the supervisor's Log View to identify where the logs were collected:

FortiAnalyzer Host Name The host name for the FortiAnalyzer device that collected the log.

To find or edit the Host Name for a FortiAnalyzer Fabric member, go to System
Settings > Dashboard > System Information in the GUI for the member device.

ADOM The ADOM that the log was generated in.
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3 Fabric > B AllDevices @ Last1Day~ Apr27ToApr 28
M FortiGate > Add Filter
@ Forticlient > #  FortiAnalyzerHostName ~ADOM  VDate/Time DataSourcelD  EventMessage  EventType  EventSeverity ~SourcelP  DestinationlP  HostName  UserlD  Appli
& FortiMail > 1 eFAZ-52 fabric 134826 FGVMULTM220... EMSRESTAPIe... event warning
FortiSandbox > 2 eFAZ-52 root 13:48:26 FGVMULTM220... EMS RESTAPIe... event warning
e FortiAuthenticator > 3 eFAZ-52 fabric 13:48:26 FGVMULTM220... EMSRESTAPIe... event ‘warning
4 cFAZ-52 root 13:48:26 FGVMULTM220... EMS RESTAPIc... event warning
@ Fortiweb > 5 €eFAZ-52 fabric 13:48:21 FG101ETK1800. traffic notice 10.3.120.27 10.2.129.204 10.3.120.27
+ FortiCache > 6 eFAZ-52 root 13:48:21 FG101ETK1800... traffic notice 10.3.120.27 10.2.129.204 10.3.120.27
& FortiProxy > 7 eFAZ-52 root 13:48:21 FG101ETK1800... traffic notice 10.3.120... 10.2.120.241 DESKTOP-8...
8 eFAZ-52 fabric 13:48:21 FG101ETK1800. traffic notice 10.3.120. 10.2.120.241 DESKTOP-8.
W FortibDos > 9 eFAZ-52 fabric 13:48:21 FG101ETK1800... traffic notice fe80:2c7... ff02:c Win7QA  udp/:
FortiManager > 10 eFAZ-52 root 13:48:21 FG101ETK1800... traffic notice fe80:2c7...  ff02:c Win7QA  udp/:
@ FortiAnalyzer > 11 eFAZ-52 fabric  13:48:21 FG101ETK1800.. traffic notice 103120... 102120241  DESKTOP-B..
5 Syslog > 12 eFAZ-52 root 13:48:21 FG101ETK1800... traffic notice 10.3.120... 10.2.120.241 DESKTOP-8...
13 eFAZ-52 fabric 13:48:21 FG101ETK1800... traffic notice 10.3.120... 10.2.120.241 DESKTOP-8...
@ FortiNAC > 14 eFAZ52 root 13:48:21 FG101ETK1800... traffic notice 103120... 102120241  DESKTOP-S..
@ FortiDeceptor > 15 eFAZ-52 root 13:48:21 FG101ETK1800. traffic notice 10.3.120.27 10.2.129.204 10.3.120.27
2 FortiFirewall > 16  eFAZ-52 fabric 13:48:21 FG101ETK1800... traffic notice 10.3.120.27 10.2.129.204 10.3.120.27
17 eFAZ-52 root 13:48:21 FG101ETK1800... traffic notice fe80:2c7... ff02:c Win7QA  udp/:
18  eFAZ-52 fabric 13:48:21 FG101ETK1800. traffic notice feB0:2c7. f02::c Win7QA  udp/:
19 eFAZ-52 root 13:48:21 FG101ETK1800... traffic notice 10.3.120.27 10.2.129.204 10.3.120.27
20 eFAZ-52 fabric 13:48:21 FG101ETK1800... traffic notice 10.3.120.27 10.2.129.204 10.3.120.27
21 eFAZ-52 root 13:48:21 FG101ETK1800.. traffic notice 10312027 102129204 10312027
22 eFAZ-52 fabric 13:48:21 FG101ETK1800... traffic notice 10.3.120.27 10.2.129.204 10.3.120.27

50 o itemsperpage <« [l 2

The Log View in a FortiAnalyzer Fabric supervisor does not support Log Group, Log Browse, Log Downloads, Custom
View, or Chart Builder. These features are available in FortiAnalyzer Fabric members and regular FortiAnalyzer devices.
For more information, see the FortiAnalyzer Administration Guide.

3% Fabric > B AllDevices + O Last 1 Hour~ 09:03:42To 10:03:41
I FortiGate > Add Fiiter ©Real-time Log
® FortiClient > # FortiAnalyzer Host Name ADOM ¥ Date/Time DevicelD  Action Source User  Destination IP Service B Display Raw
2 FortiMail > 1 eFAZ-52 fabric 10:03:42 FGVULVTM2... v 10.3.120.201 10.2.120.241 tcp/8000 D Case Sensitive Search
Fortisandbox > 2 FAZ-52 fabric 10:03:41 FGVULVTM2.. v DESKTOP- m:52226,139.185  HTTPS HTTPS
= FortAuthenticator > 3 FAZ-52 fabric 10:03:41 FGVULVTM2... @ Policyvi... feB0:2c76: f02:c udp/1900  udp/1900
4 cFAZ 52 fabric 10:03:41 FGVULVTM2... @ Policy vi... feB0:2c76: £02:c udp/1900  udp/1900
© Fortiweb > 5 eFAZ-52 fabric 10:03:41 FGVULVTM2 1e80:2c76; ff02:c udp/1900  udp/1900
+ FortiCache > 6 eFAZ-52 fabric 10:03:41 FGVULVTM2... @ Policyvi... feB0:2c76: ff02:c udp/1900  udp/1900
& FortiProxy > 7 FAZ-52 fabric 10:03:41 FGVULVTM2... @ Policy Vi... feB0:2c76: ff02:c udp/1900  udp/1900
) 8 FAZ-52 fabric 10:03:40 FGVULVTM2.. v 10.3.120201 102120241 tcp/B000  tcp/BOCO
4 FortibDos > 9 cFAZ 52 fabric 10:03:39 FGVULVTM2... v/ DESKTOP- =1422513378  HTTPS HTTPS
ortiManager > 10 eFAZS52 fabric 10:0338 FGVULVTM2... v 103120201 102120241 tcp/B000  tcp/BOCO
FortiAnalyzer > 1 eFAZS2 fabric 10:03:38 FGVULVTM2... @ PolicyVi... feB0:2c76: ff02:c udp/1900  udp/1900
5 sysos > 12 eFAzS2 fabric 10:03:38 FGVULVTM2... @ Policy vi... feB0:2c76: ff02:c udp/1900  udp/1900
13 eFAZS2 fabric 10:03:38 FGVULVTM2... @ Policy vi... feB0:2c76: £02:c udp/1900  udp/1900
@ ForiNAC > 14 eFAZ-52 fabric 10:03:38 FGVULVTM2... @ Policyvi... fe80:2c76: f02:c udp/1900  udp/1900
@® FortiDeceptor > 15 eFAZ52 fabric 10:03:38 FGVULVTM2... @ Policyvi... feB0:2c76: ff02:c udp/1900  udp/1900

To use Log View in a FortiAnalyzer Fabric supervisor:

1. Confirm you are in the FortiAnalyzer Fabric supervisor.
2. GotoLog View.

3. From the Device Filter dropdown, select the FortiAnalyzer Fabric members and ADOMs to display logs from, and
click OK.
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3K Fabric > B Al Devices v © Last1Day~ Apr27 ToApr 28
0 FortiGate >
Q
) FortiClient > ]IDah Source ID Event Message Event Type Event Severity Source IP Destination IP
& FortiMail > 1 FGVMULTM220... EMS RESTAPIe... event warning
B FortiSandbox > 2 M@Q efAZS52 FGVMULTM220... EMS RESTAPIe... event warning
= FortiAuthenticator > 3 root FGVMULTM220... EMSRESTAPIe... event warning
4 Lab”_c FGVMULTM220... EMS RESTAPIe... event warning
@ Fortiweb > 5 ortiGats) FG101ETK1800... traffic notice 10312027 10.2.129.204
\ FortiCache > 6 FG101ETK1800... traffic notice 10.3.120.27 10.2.129.204
& FortiProxy > 7 FG101ETK1800... traffic notice 10.3120... 10.2.120.241
o FortiDbus g FG101ETK1800... traffic notice 10.3120... 10.2.120.241
il
oribbes > 9 FG101ETK1800... traffic notice fe80:2c7... ff02:c
FortiManager > 1 FG101ETK1800... traffic notice fe80:2c7... ff02:c
@ FortiAnalyzer > 1 FG101ETK1800... traffic notice 10.3120... 10.2.120.241
1 FG101ETK1800... traffic notice 10.3120... 10.2.120.241
& Syslog >
1 © Cancel " £G101ETK1800... traffic notice 10.3.120... 10.2.120.241
@ FortiNAC > 14 eFAZ52 root 134821 FG101ETK1800... traffic notice 103120... 102120.241
® FortiDeceptor > 15  eFAZ-52 root 13:48:21 FG101ETK1800... traffic notice 10.3.120.27 10.2.129.204
B FortFirewall > 16 eFAZ-52 fabric  13:48:21 FG101ETK1800... traffic notice 10.3.120.27 10.2.129.204
17 eFAZ-52 root 13:48:21 FG101ETK1800.. traffic notice fe80:2¢7... ff02:c

In the search bar, type the filters to apply to the table, and click the search icon.

The search bar supports a global search across all FortiAnalyzer Fabric members. The FortiAnalyzer Host Name
and ADOM columns display where the log was originally collected in the FortiAnalyzer Fabric.

S Fabric > B AllDevices +  © Last 1 Hour v 12:55:27 To 13:55:26 B F
I FortiGate Device ID = "FGYMULTM22000748" ©: Device ID !="FGVULVTM21000099" < Action = "all-accept" Add Filter oale
#  FortiAnalyzer HostName ~ ADOM  VDate/Time  Device ID Action  Source User  Destination [P Service ~ Application  Security Event List
O Security > 1 eFAZ-52 root 13:55:02 FGVMULTM22000748 v 10.3.120.207 103120240  HTTPS  HTTPS
¥ Event > 2 eFAZ52 root 13:55:01 FGVMULTM22000748 v 10.3.120.207 103120240  HTTPS  HTTPS
momw 3 eFAZ'SS fabric  13:54:36 FGVMULTM22000748 v 10.3.120.207 [41208.91.112... NTP NTP
4 eFAZ52 root 13:54:36 FGVMULTM22000748 v 10.3.120.207 [#1208.91.112... NTP NTP
ortictient > 5 eFAZ-52 root 13:54:32 FGVMULTM22000748 v 10.3.120.207 103120240  HTTPS  HTTPS
© FortiMail > 6 eFAZ'SS fabric  13:54:32 FGVMULTM22000748 v 10.3.120.207 [+1208.91.112... NTP NTP
B FortiSandbox > 7 eFAZ'SS fabric  13:54:32 FGVMULTM22000748 v 10.3.120.207 103120240  HTTPS  HTTPS
8 eFAZ52 root 13:54:32 FGVMULTM22000748 v 103120207 [+1208.91.112... NTP NTP
& FortiAuthenticator >
9 eFAZ5S fabric  13:54:31 FGVMULTM22000748 v 10.3.120.207 103120240  HTTPS  HTTPS
© FortiWeb > 10 eFAZ-52 root 13:54:31 FGVMULTM22000748 v 10.3.120.207 103120240  HTTPS  HTTPS
X FortiCache > 11 eFAZ-55 fabric  13:54:17 FGVMULTM22000748 v 10.3.120.207 10212030  tep/514  tep/514
A FortProxy > 12 eFAZ-52 root 13:54:17 FGVMULTM22000748 v 103120207 10212030 tep/514  tep/514
13 eFAZ-52 root 13:54:16 FGVMULTM22000748 v 10.3.120.207 10212030 tep/514  tep/514
- FortiDDoS > 14 oFAZ'SS fabric  13:5416 FGVMULTM22000748 v 104120219 mE352321010... HTTP  QHTTPBR.. a1 5 .
@ FortiManager > 15 eFAZ-55 fabric  13:54:16 FGVMULTM22000748 v 10.3.120.207 10212030 tep/514  tep/514
16 eFAZ-52 root 13:54:16 FGVMULTM22000748 v 104.120219 ®35.232.111... HTTP  GHTTPBR. ‘a1 s 5 ..

ortiAnalyzer >

To download FortiGate archive files for security logs from a FortiAnalyzer Fabric supervisor:

Confirm you are in the FortiAnalyzer Fabric supervisor.

Go to Log View > FortiGate > Security > Intrusion Prevention.

In this example, the administrator downloads archive files for intrusion prevention. The same steps can be used
from other log types available under Log View > FortiGate > Security.

Double-click the archive log to download.

The log details pane displays.
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4. Inthe Archive field, click the download icon.

View Packet Log

#  Source Destination Protocol

1 104120219 208.91.112.52 uDpP

@000 45 00 00 56 ab @ 40 00  3f 11 cc 47 0a 04 78 db
0010  do Sb 70 34 d5 7f 00 35 00 42 38 7c 67 2 01 00
©020 00 01 00 60 60 00 00 01 12 63 6f 6e 6e 65 63 74
0030 69 76 69 74 79 2d 63 68 65 63 6b 06 75 62 75 6e
0040 74 75 03 63 6f 6d 00 00 1c 00 01 00 00 29 62 0
@050 00 00 00 00 60 00

Administrators

This section lists the new features added to FortiAnalyzer for administrators:

» Add French language support to GUI on page 101

Add French language support to GUI

FortiAnalyzer GUI now supports French in addition to the previously supported languages.

ﬂ By default, the GUI language is set to Auto Detect, which automatically uses the language set
for the administrator's browser. If that language is not supported, the GUI defaults to English.

To set the GUI language to French:

1. Go to System Settings > Admin > Admin Settings.
2. From the Language dropdown, select French.
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3. Click Apply.

&3 Dashboard Admin Settings

= Logging Topology Administration Setti
ministration Settings

Redirects to HTTPS

& All ADOMs HTTP Port 80
C Storage Info HTTPS Port 443
letwork HTTPS & Web Service Certificate @ FortiDemo
& HA Idle Timeout 480
2 Admin ~ Idle Timeout (API) 900
Administrators Idle Timeout (GUI) 900
Profile View Seftings
Remote Authentication Server Language Erench
High Contrast Theme
SAML S50 Other Themes @

AUTO Letect
@B Certificates > English
nglis
& Log Forwardin,
6 & Simplified Chinese

Fetcher Management
Traditional Chinese
E Event Log

Japanese
[2 Task Monitor
Korean
s Advanced >
Spanish
+ French

~
(60-28800 Seconds)
(1-28800 Seconds)
(60-28800 Seconds)
~

Password Policy

To set the GUI language to French from the CLI:

config system admin setting
set webadmin language french
end

This setting does not affect the CLI.

Below is an example of the French GUI:

3 Tableau de bord Configuration de I'administrateur

= Topologie de journalisation
Parametres d'administration

2 Tous les ADOM

Port HTTP 80

¢ Informations sur le stackage Port HTTPS 43

> Réseau HTTPS et certificat de service Web @ FortiDemo

& HA Délai dlinactivité 480

: -

& Administrateur Délai d'inactivité (API) 900
Administrateurs Délai dinactivité (GUI) 500
Profil Afficher les réglages
Serveur dauthentification Langue Francais
distance

Théme & contraste élevé
Configuration de 'administrateur )

Autres thémes
550 SAML

EB Certificats >
& Transfert de journal

[ Gestion de Fetcher

Binary Tunnel E

& Journal des événements
[2 Moniteur de taches

B Avancé >

Politique de Mot de Passe
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Network

This section lists the new features added to FortiAnalyzer for networks:

o FortiAnalyzer supports VLANs on physical network interfaces on page 103

FortiAnalyzer supports VLANs on physical network interfaces

FortiAnalyzer supports VLANs on physical network interfaces.

To create a VLAN on FortiAnalyzer:

1. Go to System Settings > Network, and click Create New in the Interface table toolbar.

The Create New Network Interface window opens.

2. Select VLAN as the interface type, and enter the VLAN name, VLAN ID, and the interface to which the VLAN is

bound.
Network Create New Network Interface
Interface
+CreateNew  [#iEdit [ Delete
Name
A Name
o Alias
(m} portl
(m} port2 Type
O port3 VLAN ID
O  portd Interface
(m} port5
Protocol
(m} porté
O port? IP Address/Netmask
(m} port8 IPvé Address
O [£E75) Administrative Access
rt10
0 (= IPvé Administrative Access
O port11 .
Service Access
(m} port12
(m} test

Status

Description
DNS

Primary DNS Server

Secondary DNS Server

Routing Table
+ Create New [#iEdit Tl Delete

O I
o 1

3. Click OKto save the VLAN.
The VLAN is visible on the network page.

FortiAnalyzer 7.2.0 New Features Guide
Fortinet Inc.

VLAN10

VLAN Aggregate

10 - | ([1-4094])

port2
IEEE 802.1AD.

10.10.1.1/255.255.0.0

/0
HTTPS [ HTTP B PING [J SSH [J SNMP [J Web Service [J FortiManager
O HTTPS O HTTP O PING [J SSH [J SNMP [J Web Service [J FortiManager
O FortiGate Updates
O Web Filtering

Disable
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+ Create New [ Edit
A Name
portl
port2
port3
port4
port5
porté
port?
port8
port?
port10Q
portll
port12
test
VLAN10

O00O0O0OO0O0O0OO0O0ODOO0OO0OD0OO

DNS
Primary DNS Server

Secondary DNS Server

+ Create New  [# Edit

OD0OO0ODODDODO0OO0ODODOODODOODOO
B
=

DNS
Primary DNS Server

Secondary DNS Server

Routing Table

+ Create New  [#iEdit
O

o 1

T Delete % Column Settings ~

Type Members/Interface

Physical Interface
Physical Interface
Physical Interface
Physical Interface
Physical Interface
Physical Interface
Physical Interface
Physical Interface
Physical Interface
Physical Interface
Physical Interface
Physical Interface
Aggregate port3,
VLAN port2

8.8.88

208.91.112.53

IP/Netmask
10.100.55.12/255.255.255.0
10.100.88.12/255.255.255.0
0.0.0.0/0.000
0.0.0.0/0.000
0.0.0.0/0.000
0.0.0.0/0.0.0.0
0.0.0.0/0.0.0.0
0.0.0.0/0.0.0.0
0.0.0.0/0.0.0.0
0.0.0.0/0.0.0.0
0.0.0.0/0.0.0.0
0.0.0.0/0.0.0.0

, port4 192.168.50.242/255.255.255.0
10.10.1.1/255.255.0.0

If required, you can create a static route using the VLAN interface.

Create New Network Route

Delete

L} IP Type
Destination IP/Mask
Gateway
Interface

T Delete

To configure VLAN interfaces in the CLI:

1. Open the FortiAnalyzer CLI.

2. Enter the following commands.
config system interface
edit <vlan-name>

set
set
set
set

type vlan

interface "portx"

vlanid <1-4094>
vlan-protocol <8021qg/8021lad>
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end
For example:

config system interface
edit "vlan2"

set

set

set

set

set

set
end

Others

This section lists the new features added to FortiAnalyzer for other features relating to system settings:

» FortiAnalyzer Fabric usability improvements on page 105
o Add LLDP supporton FMG and FAZ 7.2.1 on page 109
» Mandatory FortiCare/FortiCloud registration 7.2.1 on page 109

FortiAnalyzer Fabric usability improvements

System Settings > FortiAnalyzer Fabric is a new GUI to easily setup a FortiAnalyzer Fabric Cluster.

The supervisor node provides a centralized view for the whole cluster. Card style summary dashboards are available in
the supervisor's Device Manager, and filters can be applied to those summary dashboards.

This topic includes:

» Configuring a FortiAnalyzer Fabric from the GUI on page 105
« Viewing member devices from the FortiAnalyzer Fabric supervisor on page 107

For more information about FortiAnalyzer Fabric, see the FortiAnalyzer Fabric Deployment Guide.

Configuring a FortiAnalyzer Fabric from the GUI

ip 2.2.2.2 255.255.255.0
allowaccess ping https ssh
type vlan

interface "port2"

vlanid 2

vlan-protocol 8021qg

To configure a supervisor from the GUI:

1. Confirm you are in the GUI for the FortiAnalyzer that will be the supervisor.

2. Goto System Settings > FortiAnalyzer Fabric.
3. Set Statusto enabled.
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4. Configure the following settings for the supervisor, and then click Apply to save.

Role Select Supervisor.

Cluster Name Type a name for the FortiAnalyzer Fabric.

Password Type a password for the FortiAnalyzer Fabric.

Session Port Default = 6443. Type the communication port if not using the default.
Secure Connection Enable or disable secure connection.

Member ADOM:root 25 &1 () admin

& Dashboard Fabric Settings
.

& Logging Topology Role @ Supervisor O Member

@ All ADOMs Cluster Name Fabric-FAZ

C storage Info Password  sessesss ®

€ Network Session Port 1

& HA Secure Connection «©

& Admin >

BB Certificates >

& Log Forwarding il e

[l Fetcher Management % Column Settings search Q
¥ Event Log [ Role P status

No record found.
[ Task Monitor © record fount

To configure a member from the GUI:

1. Confirm you are in the GUI for the FortiAnalyzer that will be a member.
2. Goto System Settings > FortiAnalyzer Fabric.
3. Configure the following settings for the member, and then click Apply to save.

Role Select Member.

Cluster Name Type the name of the FortiAnalyzer Fabric.

IP Type the IP of the supervisor for the FortiAnalyzer Fabric.
Password Type the password configured for the FortiAnalyzer Fabric.
Session Port Default = 6443. Type the communication port if not using the default.
Secure Connection Enable or disable secure connection.

& Dashboard Fabric Settings
<

& Logging Topology Role O Supervisor (@ Member

4 All ADOMs. Cluster Name Fabric-FAZ

C storage Info P 10.2.120.50

£ Network Passwor d  eseseees ®
& HA Session Port 1

2 Admin > Secure Connection «©

BB Certificates >

& Log Forwarding

To view the FortiAnalyzer Fabric from the supervisor:

1. Confirm you are in the GUI for the FortiAnalyzer Fabric supervisor.
2. Goto System Settings > FortiAnalyzer Fabric.

Once the supervisor and members are connected and synchronized, the Fabric Members table includes the
following information for each FortiAnalyzer in the FortiAnalyzer Fabric:
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Name The name of the FortiAnalyzer.
Role The role of the FortiAnalyzer in the FortiAnalyzer Fabric (supervisor or
member).
IP The IP address of the FortiAnalyzer.
Status The status of the FortiAnalyzer.
Supervisor & o:dmin <
€ Dashboard Fabric Settings
©
& Logging Topology Role @ Supervisor O Member
@ Al ADOMs Cluster Name Fabric-FAZ
C storage Info Password | eeseesss ®
€ Network Session Port 1
& HA Secure Connection «©
2 Admin >
& Log Forwarding EcheTber
[ Fetcher Management 5 Column Settings v Search Q
# Event Log Name Role P Status
eFAZ-50 Supervisor Local @ In Sync
B Task Monitor eFAZ-225 Member @ Offline
B Advanced > eFAZ300F Member @ Offline
eFAZ224 Member 10.3.120.224 @ In Sync

Viewing member devices from the FortiAnalyzer Fabric supervisor

To use the summary charts in Device Manager:

Confirm you are in the GUI for the FortiAnalyzer Fabric supervisor.
Go to Device Manager.
Five summary charts are available:

e Fabric Members
« ADOMs

¢ Device Types

e Status

Critical Alerts

By default, the Show Charts toggle is enabled. You can select which charts appear by selecting them in the Show
Charts dropdown, or you can hide all the charts by disabling the Show Charts toggle.

Hover your cursor over the charts to see more information about the data in a tooltip.

@ Devices v

Fabric Members ADOMs Device Types Status Criical Alerts
IF Search.. Q
@ cFAZ224 (24) @ FAZ-225 (4) ® FortiGate (35) @ Offiine (50) @ cFAZ224 (20)
@ CFAZ300F (23) @ cFAz224(2) @ FortiClient (7) ’ @ Oniine (9) @ cFAZ-225(0)
O eFAZ-225(12) ocrazaor () A O FortiWiFi (6) @ cFAZ300F (0)
‘ 59 ' 7 59 @ FortiNDR (3) 20
Devic frooM Devices B @ Fortiweb (3) Alert
Fabric Members ‘ @ Others (5)
€FAZ224: 24 (40.68%)
2 Collapse All & Expand All % Column Settings v &) ShowCharts v | Search, Q
Name 1P Address Platform Logs Average Log Ra Device Storage Description
BeFAz-225 FortiAnalyzer-VMé4
Broot
@ FCTEMS0000116009 103120241 FortiClient-EMS ®FRealTime  N/A o%
& root vdom ®FRealTime  N/A o%
@ FGT61FV6a 1026043 FortiGate-61F ®FRealTime  N/A o%
& root vdom ®RealTime  N/A 0%

Click an area on a chart or in its legend to filter Device Manager by that information.
You can click multiple charts and legends to apply multiple filters. A filter icon appears next to the chart title when it
is being used to filter the Device Manager.
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5. Toremove the filters, click the title of the charts that were used.

@ Devices v

IF Search.. Q

s
‘ >‘

ECollapse All - EJExpand All & Column Settings v
Name
Beraz224
Oroot
B @ eFGT-101F
@ root
G m FGT101E-2
& root
B @ FGT61F-V64
@ root

To use the table in Device Manager:

1. Confirm you are in the GUI for the FortiAnalyzer Fabric supervisor.

2. Goto Device Manager.

The table in the Device Manager provides the following information about each FortiAnalyzer Fabric member:

ADOMs

@ eFAZ224(2)

IP Address

10.3.120.26

10.2.6041

10.2.6043

Device Types

’I

24

Platform
FortiAnalyzer-VM64

FortiGate-101F
vdom
FortiGate-101E
vdom
FortiGate-61F
vdom

@ FortiGate (12)
@ FortiClient (5)
O FortiwiFi 2)
@ Others (4)

@ FortiNDR (1)

@ Real Time
@ Real Time
@ Real Time
@ Real Time
@ Real Time
® Real Time

Average Log Ra_Device Storage

Status

@ Offline (15)
@ Online (9)

Critical Alerts

@ ) ShowCharts ¥ Search.

I 122%
I 122%
0:32%
0.32%
1 3.66%
1 366%

Description

FGT101E-2

Name The name of the FortiAnalyzer Fabric member.

Platform The device's platform.

3. Click Expand All.

FortiAnalyzer Fabric member ADOMs are displayed below each member. Each ADOM includes their authorized

@ eFAZ224 (20)

logging devices. The following information is displayed for each device and VDOM in the table:

Name The name of the device.

IP Address The IP address of the device.
Platform The platform of the device.
Logs The real time log status.

A green circle indicates that logs are being sent. A red circle indicates that logs
are not being sent. The status indicator will turn from green to red when logs
have not been sent for 15 minutes or longer.

Average Log Rate (Logs/Sec) The average log rate per second. This information is only available when the
device is sending logs in real time.

Device Storage

@ Devices v Collapse All & Expand All  #% Column Settings v
IF Search o I
— Deraz-225
All Logging Devices Oroot

©m FCTEMS0000116009
& root
B mFGT61FV64
& root
Om FGTIIE-3
& root
o vt
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IP Address

10.3.120.241

10.2.60.43

10.2.60.250

Platform
FortiAnalyzer-VM64

FortiClient-EMS
vdom
FortiGate-61F
vdom
FortiGate-91E
vdom

vdom

Logs.

@ Real Time
@ Real Time
@ Real Time
@ Real Time
@ Real Time
@ Real Time
@ Real Time

N/A
N/A
N/A
N/A
N/A
N/A
N/A

J» ShowCharts v | Search
Average Log Ra Device Storage

Description

The amount of storage used by the device or VDOM.
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Add LLDP support on FMG and FAZ -7.2.1

Using the CLI, the link layer discovery protocol (LLDP) feature can be enabled on FortiAnalyzer ports to advertise the
device identity and make it discoverable by other devices on the local network segment. After enabling the LLDP feature
on a port, the port sends LLDP packets every 30 seconds.

Ay
S L4
q The LLDP feature is setto disable by default.

To enable the LLDP feature:

1. Inthe CLI, enter the following command:
config system interface
edit portl
set 1ldp enable
next
end

Mandatory FortiCare/FortiCloud registration -7.2.1

Starting in FortiAnalyzer v7.2.1, the administrator must complete the registration process via FortiCare/FortiCloud to use
the FortiAnalyzer unit.

To complete the mandatory FortiCare registration:

1. Log into the GUI for the new FortiAnalyzer hardware or virtual device.
The FortiAnalyzer Setup wizard displays.

2. Click Begin to continue to the Register and SSO with FortiCare step.

FortiAnalyzer Setup - Register and SSO with FortiCare (2/5)

Register with FortiCare

Serial Number FAZ-VMJY00000001

Account ID/Email | |

Password @
Register Forgot your password?
Country/Region Click to select -

Reseller Click to select -

SSO with FortiCloud

FortiCloud Single Sign-on @ @
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3. Click Register.
The FortiCare website opens, prompting you to register the FortiAnalyzer device.

C @& supportfortinet.com/cred/#/sign-up

Y
FortiCloud

Let's Get

Started

Register Your FortiCloud Account

Enjoy our one-stop access to all Fortinet Cloud service with FortiCloud!

Access all of your Fortinet Cloud B
Integrated with FortiCare, FortiCloud make the management of entitlement

service in one place and support just a click away.

4. After completing the registration, fill in the required information in the GUI.

FortiAnalyzer Setup - Register and SSO with FortiCare (2/5)

Register with FortiCare

Serial Number FAZ-VMJY00000001

Account ID/Email test@test.com

Password ® @
Register Forgot your password?

Country/Region Canada -

Reseller Click to select -

5SSO with FortiCloud

FortiCloud Single Sign-on @

5. Click Next and complete the remaining steps in the FortiAnalyzer Setup wizard.
The next time the admin logs in, the Register and SSO with FortiCare step will no longer be required.
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Cloud Services

This section lists the new features added to FortiAnalyzer for cloud services:

« FortiAnalyzer management from FortiGate Cloud 7.2.1 on page 111
» VM flexible shapes support for Oracle Cloud Infrastructure 7.2.1 on page 113
+ FortiAnalyzer-VM has been added to the Flex-VM offering 7.2.2 on page 115
 FortiAnalyzer-VM supported in OCI DRCC 7.2.2 on page 116

FortiAnalyzer management from FortiGate Cloud -7.2.1

FortiAnalyzer can now be managed from the FortiGate Cloud.

Your FortiAnalyzer device must be registered with FortiCloud.

You cannot enable remote access from FortiCloud if the FortiAnalyzer is managed by a
FortiManager. You must disable the management before enabling remote access.

For a FortiAnalyzer high availabiliy (HA) cluster, each member should independently register to FortiCloud. However,
only the primary unit can enable remote access from FortiCloud.

To enable remote access from FortiCloud using the GUI:

1. Goto System Settings > Dashboard.
2. Inthe License Information widget, click the edit icon for Remote Access.

FortiAnalyzer Fabric
Logging Topology
All ADOMs

Storage Info
MNetwork

HA

Admin

Certificates

Log Forwarding
Fetcher Management
Event Log

Task Monitor

Advanced

Toggle Widgets

System Infarmaticn
Host Name
Serial Number
Platform Type
HA Status
System Time
Firmware Version
System Configuration
Current Administrators
Up Time
Administrative Damain

Operation Mode

System Resources

FAZVME4-903
FAZVMSTM22001288
FAZVME4

Standalone

Tue Aug 16 14:13:18 2022 PDT
¥7.2.1-build1215 220809 (GA)
Last Backup : Wed Aug 3 16:33:41 2022
admin / 1 in total

20 hours 49 minutes 45 seconds
©

Collector

29%

The Remote Access dialog opens.
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Indicaters of Compromise S... Licensed (Expires 2023-03-11)

M Servers located in US only

@ Licensed (Expires 2023-03-11)

Licensed (Expires 2023-03-11)

1/ 10,000 (0.0%)
0.0/10(0.0%)

8 No License

A& % License Information
(B VMS License @ VMS License
5 ADOM License ©No License (0 Used / 5 Total)
& FortiCloud O Registered
8 Remote Access
EE & FortiGuard
& Server Location
I a % FOAS License Outbresk Detection Service
B @ security Operations SOC Service
[ Logging Devices/VDOMs
GB/Day @
£ Storage Connector Service Cloud
5 A& % Unit Operation
FORTINET
1 2 3 4
s o

11%

Oex

FortiAnalyzer V&4
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3. Enable Remote Access from FortiCloud.

4. Inthe Password field, enter the FortiCloud password.
The Serial Number and FortiCloud Account ID/Email are automatically populated.

5. Click OK.

After the login is successful, Remote Access from FortiCloud displays as enabled.

To enable remote access from FortiCloud using the CLI:

1. Inthe FortiAnalyzer CLlI, enter the following command:
config system central-management
set type fortigatecloud
end

2. Inthe FortiAnalyzer CLI, enter the following command:
execute cloud-remote-access login <account-id> <password>

FortiAnalyzer 7.2.0 New Features Guide 112
Fortinet Inc.



Cloud Services

To use remote access from FortiCloud:

1. Loginto FortiCloud.
2. Goto Network Overview.
3. Inthe row for the enabled FortiAnalyzer device, click the Remote Access icon.

Forticloud .- ) sumpertw NewLayout(Bets)

1> FortiGate Cloud Network Overview ® UistView O MapView

Add Filter Sorthy  SM o Show FartiManager Deployed
@] SN Name Firmware Status. SD-WAN e
P

FAZVMSTMZ2001285 FATVMGL 721 Mfm:v '- :::aa (=] a

Ct 0 FG101ETK18002132 FGL01ET-PF130 647 o — Iy
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The login page for the FortiAnalyzer displays.

© 8 (ammri22001280 dicefortigate fortiud com/p/ogin © % O0a

FortiAnalyzer-VMé4

VM flexible shapes support for Oracle Cloud Infrastructure -7.2.1

The VM flexible shapes now supported for Oracle Cloud Infrastructure (OCI) permit customization for OCPU and
memory resources.

When you create a VM instance using a flexible shape, you can select the number of OCPUs and the amount of memory
that you need for the workloads that run on the instance. The network bandwidth and number of VNICs scale
proportionately with the number of OCPUs.

For more information about instance type support, see the FortiAnalyzer OCI Administration Guide.

When creating a FortiManager-VM or FortiAnalyzer-VM instance in OCI, you can select one of the following flexible
shapes:
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« VM.Standard3.Flex (Intel)

Create compute instance Browse all shapes
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When creating an instance with a flexible shape, you can use the horizontal scrolls to customize the Number of OCPUs
and the Amount of memory (GB).

and FortiAnalyzer-VM is 4. 1 OCPU equates to 2 vCPUs. Ensure that you meet the

\‘é', VM BYOL licenses are based on vCPUs. The minimum vCPU support for FortiManager-VM
= requirements for your license.

Once the instance is created, you can check the instance shape from the dashboard as well. For example, see the
dashboard for a VM.Standard3.Flex (Intel) shape below.

General information Instance access

We're not quite sure how to connect to an instance that uses this image. Refer to the image’s documentation, or see the
general steps to connect to a unning instance

Availability domain: AD-1

Fault domain: FD-2

Public IP address:
Region: iad

OcCID: K36q Show Cop: .
e Shew Primary VNIC
Launched: Mon, Jul 4, 2022, 17:10:04 UTC

Private IP address:
Compartment: fortinetoraclecloud (root)
Network security groups: None Edit (1)
Capacity type: On-demand =
Subnet: My Subnet

Instance details Private DNS record: Enable
Hostname: instance-20220704-1007

Virtual cloud network: hkalra-ven

Internal FQDN: instance-20220704-1007... Show Copy
Maintenance reboot; -

Image: v7.2.1

Launch options

NIC attachment type: E1000

Launch mode: EMULATED
Instance metadata service: Versions 1 and 2 Edit (7

Remote data volume: SCS|
Live migration: Use recommended default (i

Firmware: BI0S
Maintenance recovery action: Restore instance
Boot volume type: IDE

Shape configuration In-transit encryption: Disabled

s Boot: Disabled
Shape: VM Standard3 Flex ecure Boot: Disable

: D
OCPU count: 16 Measured Boot: Disabled

Trusted Platform Module: Disabled
Network bandwidth (Gbps): 16 usted Platform Module: Disable

Memory (GB): 256

Local disk: Block storage only

With this flexible shape, you can customize the number of OCPUs and the amount of memory when launching or
resizing your VM.

FortiAnalyzer-VM has been added to the Flex-VM offering -7.2.2

FortiAnalyzer-VM has been added to the Flex-VM offering. This allows you to scale the daily storage and number of
ADOMs according to your need.

For additional information, see the Flex-VM Administration Guide on the Fortinet Documents library.

To activate the Flex-VM token:

1. In Flex-VM, configure the FortiAnalyzer Flex-VM device, including the daily storage and number of ADOMs.

&) FortiCloud & senvices v @ suport ¥ 5

o 4 Compee
@ SUCCESS!
o
©8
: :
. (==
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2. InFlex-VM, add a VM entitlement to get a license file token.

(\ FortiCloud B services v © support

© etails
a
-

VM Entitlement Details

— Configuration: FAZVM_Flex_Test

_— scnve

p— razv Flex st
B s > srtot 221214

Temiestonoste: 2028:41.14

3. Using the FortiAnalyzer Flex-VM token,

license:

execute vm-license <license-

Token Details

Lcence Fil Token

Regenerate

enter the following command in the FortiAnalyzer CLI to activate the

token>

4. FortiAnalyzer will retrieve the license from Flex-VM, including the daily storage and number of ADOMs.

License Information e X =
BB VMS License @ Flex-VM License T+ &
& ADOM License @ valid until 2025-02-14 {0 Used / 6 Total) -
& FortiCloud @ Registered © Cloud Management [
© FortiGuard Indicators of Compromise Serv... @ Licensed (Expires 2025-02-14)

FortiAnalyzer Outbreak Detect... @ Licensed (Expires 2025-02-14)

Server Location =3 Servers located in US only [
@ security Operations Security Automation © Licensed (Expires 2025-02-14)
12 Logging Devices/VDOMs /10,000 {0.0%)

GB/Day @ 0.0/6(0.0%) [
€ Storage Connector Service  Cloud @ No License w
Q Undate Server AntiVirus and IPS 12.34.97.16 (1 Ashburn. Virginia. United States)

FortiAnalyzer-VM supported in OCI DRCC -7.2.2

As of FortiAnalyzer 7.2.2, FortiAnalyzer-VM is supported in OCI Dedicated Region Cloud@Customer (DRCC). For more
information, see the FortiAnalyzer OCI Administration Guide.
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Index

Index

The following index provides a list of all new features added to FortiAnalyzer 7.2. The index allows you to quickly identify
the version where the feature first became available in FortiAnalyzer.

7.2.0

o OAuth 2.0 authentication for webhook connectors on page 14

» Network reconnaissance events detection on page 18

o Shadow IT events detection on page 22

e Summary dashboard for event logs on page 58

» Log caching enhancement on page 62

e Add French language support to GUI on page 101

 FortiAnalyzer supports VLANs on physical network interfaces on page 103
o New event handlers for NOC monitoring on page 25

e Reportin JSON format on page 69

» Use ServiceNow connector in playbooks on page 16

» Device Group on page 7

e SD-WAN chart to include more ADVPN shortcut information on page 40

o SD-WAN chart for MOS scoring on page 42

» Use device metadata in datasets and reports on page 93

» Search by object names on page 95

o Report cache control on page 70

« Rename Outbreak Alerts Service to Outbreak Detection Service on page 55
» FortiAnalyzer Fabric usability improvements on page 105

o Add ZTNA dashboard to FortiView on page 46

« Include I0C detected on FortiGate local traffic in FortiAnalyzer IOC view on page 27
 |oT visibility on page 49

o Upgrade report editor on page 71

» Improve data visualization for the web usage report on page 74

o 360 Security Report on page 76

o Add LLDP supporton FMG and FAZ 7.2.1 on page 109

o Global log search across FortiAnalyzer Fabric members 7.2.1 on page 98
e Support for six major versions of FortiOS 7.2.1 on page 10

» FortiNDR logging and reporting enhancements 7.2.1 on page 64

e VPN report update 7.2.1 on page 78
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Security events consolidated page 7.2.1 on page 66

Traffic shaping charts 7.2.1 on page 50

Application risk and control report update 7.2.1 on page 82

Bandwidth and applications report update 7.2.1 on page 84

Security events and incidents summary report update 7.2.1 on page 85
High bandwidth application usage report update 7.2.1 on page 87
Cyber-bullying indicators report update 7.2.1 on page 89

FortiAnalyzer management from FortiGate Cloud 7.2.1 on page 111
VM flexible shapes support for Oracle Cloud Infrastructure 7.2.1 on page 113
CASB Apps Access widget 7.2.1 on page 53

Mandatory FortiCare/FortiCloud registration 7.2.1 on page 109

Rule based event correlation 7.2.2 on page 28

Auto-refresh on FortiSoC dashboard elements 7.2.2 on page 54

Data exfiltration detection 7.2.2 on page 37

Generate system event log when daemon crashes 7.2.2 on page 96
Self-harm and risk indicators report update 7.2.2 on page 91
FortiAnalyzer-VM has been added to the Flex-VM offering 7.2.2 on page 115
FortiAnalyzer-VM supported in OCI DRCC 7.2.2 on page 116
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